Webinar on “DevSec Ops” In Association with Oracle Volunteering on 23" June
2021

Centre of Excellence- Big Data Analytics organized a webinar entitled "DevSecOps Security" on 23rd June
2021 for the students of MCA. The webinar series was conducted in association with ORACLE
Volunteering.

The speaker Mr. Deepak Agarwal started the session with Introduction of DevSecops and the need of it
along with the difference between DevOps and DevSecops and how it involves injecting security
practices into an organization’s DevOps pipeline. He continued the session with the main goal of
DevSecops and how to incorporate security into all stages of the software development workflow. The
speaker concluded the session with latest DevSecops tools in which security is adapted into all stages of
software.
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How Does DevSecOps Work?

Nowadays the greatest obstacle to DevSecOps is culture, not technology. Traditionally, security teg
teams work separately. To successfully move to a DevSecOps methodology, follow the DevOps me
both Sec.and Dev. Teams must make application security an integrated strategy and continue to 4
security awareness.

Effective ways to adopt it:

* Automate the process as much as possible.
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¢ Follow the DevOps methodology.

* Train to code securely.

® Evaluation of current security measures and concluding what to do to overcome problems.
® Integrate the security to DevSecOps. RIERCEACTE S
* By adopting the right DevSecOps tools.

¢ Monitoring Continuous Integration and Continuous Delivery.
* Analyze code and do a vulnerability assessment.

* Mandatory security at every stage.
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2. Pipeline of DevSecops
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