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Abstract: 1o today's World, wousen ury contributing skgnificantly und meanlogfully ta soclo-economic development,
Barit bs anturtunate that (he potentialy and capocitles of women are wnderutilbzed, And women stilf continue to sulfor
from varioos comstrainty and limitations, which inbibit them from optinmlly realizing theie potential for ecanomic
development. Women porform around TE% of the world's unpald eare wnd dumestic work, valued ar 13% of global
gross domestic product. 1 incloded In natlonal accounts, the inpaid cire economy woulkd represent between 15 1o nver
50% of grany domostic product, nccording to u United Natlons repurt.

The women eatrepreneaniip v reflected 10 be wn ¢ffective mechaniam (o the cmpowerment of women, Developing
entreprencurial skiils among women will be o Lood method for vmpowerment of wumen snd this would nplint the

Women sockal stutus in the sucicty,

Keywords — Economic capmrverment / development, Gendor iiscrimination and ineguality, SAilt developunent, Training

institutionry, Wonten emparermens, Women Entreprencnrship
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and domestic work, valoed 8 13% of global gross
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In this ocontexi, odusation, trmining, swareoess raluing,
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bocess 1o and control over resoweces, amd actions 1o N
transfurie the strictures and Institutions that reinforce and: k
POrpenilie, gender Wiscrimination and ncquality are
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ABSTRACT
In today’s modern era, stress is highly inevitable among bank employees. The siress may be posilive or pegative.

The positive stress leads 1o an increase in employee productivity and commitment. The negative stress leads 1o work-life
imbalance, increase in employee dissatisfaction and employee turnover. This paper Iries (o investigate the relationship
berween “Role Overload" which is considered as the independent variable and “Organizational Level Stress” as
dependent variable which is mediated by individual-level stress and group level stress. The data is collected from 4
structured questionnaire provided to selected bank employees on a five-point Likert scale. A sample of 110 respondents
was collected from Krishnagiri district in Tamil Nadu state in India using convenience and judgement sampling.
Structural Equation Modeling (SEM) is used to analyze the collected data. The findings of the study show that the
relationship between “Role Overload” and "Organizational Level Stress " is fully mediated by “Individual-Level Stress"

and “Group Level Stress”.
KEYWORDS: Stress, Bank Employees, Role Overload, Mediation Analysis and SEM

sibilities, lack of support from superiors, lack of authority to contr
cisions, work-life imbalance etc. are some of the sources of stress ino
7 né‘»df the employees. The association of elements such as role ¢
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omer: loyally is a deeply held commitment to re buy or re patronized a
{ product or service in the future, thereby causing repelitive‘same l_mmd or
and sel purchasing despite situational influences and marketing efforts to.
/) ehaviors. Loyal customers will not switch to another prod.
er brands perform better. A firm enjoys high brand lo
of its customers won't switch. Loyal customers pay back th
cash flows and in generating a stream of referrals. Ci
loyalty by choosing to stay with the provider, increase
s or the frequency of their purchases. They can also
Y, g decisions of uthers. Loyal customers offer a mp i
ors. Customer loyalty is ultimately the desired goal of all fi
' was Lo examine the relationship between the retaile
ty. The study also recommends that manageme
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ABSTRACT: World demand Jor food Iy anticipated to increase by 70 percent contrary to this, agriculture
Input equation is changing in the form of decline in the agriculture labour, shrinking agriculture productive
land, raising temperature, shifting weather patterns and land degradation; challenging every stake holder in
agriculture sector in meeting food requirement of future. Precision farming can bring in some solution with
its imeymtvd technology-communication- management approach to several needful decisfons in agriculture
production ¢ycle. Soclo-economic environment is pushing hard this technology adoption due te its massive
bcmﬂt in agriculture productivity, However. its required to study Is Indian agriculture sector is ready for
precision technology adoption? Which are the challenges creating obstacles? Any technology transition Is

possible only when we understand and addresses these challenges, This study Is aims at addressing these
research questions.

Key Words: Precision agriculture, technology adoption, challenges, Strategies

Introduction:

UnitedNations’ 17SustainableDevelopmentGoalstookeffectatthebeginningof’ZOlG.Iaunchingme countdown to
achieve inclusive sustainable development and economic growth by 2030(GAP Report 2016). Many goals
are aimed at enhancing agricultural and forestry development and growth. The Sustainable Development
Goal -2 calls the world community to “end hunger”, achieve food security and improve nutrition and
promote sustainable agriculture (GAP Report2016).
ByZOSO,worldpopulationwillbe9.7billion;foodconsumptionisann'cipatedtoincreaseby?Opercent (FAO).
Contrary to this, agriculture input equation is changing in the form of decline in the agriculture labour,
shrinking agriculture productive land, rising temperature, and shifting weather patterns, Poor land
management leads to land degradation, further reducing the soil fertility and waterproductivity (Hakkim,
Joseph, Gokul and Mufeedha, 2016).

With these challenges accelerating agriculture productivity to feed world can be achieved through
regenerativesystemofagricultureandfoodproduction.Agriculturalprocessshouldadoptandpractice  modern
technology and information sciences for effective utilization of agriculture inputs. ‘precision agriculture’
initiative by US government in the year 1983 can provide solution to these complex challenges (Lowenerg
2015). It rules out the hypothetic approach and adopts the site-specific management approach with suitable
micro management practices (Hakkin et al 2016). Precision farming is combination of ICT, satellite
mechani ation, and effective management of all these agriculture resources for greater

g the way people do farming as it offers benefit of profitability, prod
“environmental protection and rural economic development (Lic
tas, Pedersen and Blackmore, 2004), (Anue et al, 2017) (Singh).
j)jbpulated and agri dominated country has greater respo _
a]"iéglﬁculture produced. The present age-old farming practices a
‘mersandeconomyaswhole.ThelCTad optionintoagriculturesectorh
3_f‘_’ez’l‘_’santicipate‘dbuthasdeﬁantlymadechangeinmeattitudegff;‘ ;
ults.Precisionfarmingcanchangethelndianagricultureproducti
: efforts are taken by different stake holders of agriculture se
emand for embracing the precision farming for the bene
scision farming and its benefit offerings
d monitors are becoming more common in North A
rdedongridbasis Yielddifferencesareanalyzedthre
edforfinetuningthevariablerateofapplicatio i

| by Taylor (2016) on commercial grape yield
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ABSTRACT-

Banking and Financial industry players are facing significant internal and external challenges. To survive; they
must focus their efforts on creating value for customer by focusing on operational efficiency and cost benefit. In
present business and technology environment, Automation is only hope towards achieving this goal. Many
organizations have claimed economic and operational benefits it offers; however, few have expressed difficulty

customer information, technology transition becomes more complex and challenging. A careful situation analysis
is most important for suceessful technology transition. This study aims at understanding challenges of automation
adoption in banking and financial services. Further the attempt is made to develop RPA adoption model for
banking and financial services business process automation,

(Keywords; Banking and financial services, Automation, Technology adoption, smooth transition)

INTRODUCTION-
Banking and Financial industry players are facing significant internal and external challenges. To survive, the_y
must focus their efforts on creating value for customer by focusing on operational efficiency and cost benefit
(De 3M 2016) (TCS). The present IT systems which do always interact/integrate with each other bring
ige but have its own economic and time-consuming challenges. Further making IT system smarte
IT transformation or extensive business process improvemen '
ly on third parties to improve process execution through business
ver even these initiatives are complex, time consuming, éxpens‘ivq-gg_ con
s (Deloitte 2016)

mic mechanism to achieve customer satisfaction. Autb_' tion:
industry is looking ahead with aggressive automation transfo,

ing up its momentum, banking and financial organizations leadit
are two facilitating factors which enable this sector for
tic repetitive procedures and second one is set o
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1.1 ABSTRACT

Indian Government engaged in privatization of its public sector enterprises since 1991. This privatization
program has faced inconsistency due to political upheavels and other factors. In a democratic country people
support is necessary to keep the privatization program alive and running. In this context this paper intend to
examine the business management student perceptions on Indian Privatization. This research undertaken to fill
the research gap pertaining to students perception on privatization program. The objectives of the research were
investigating the management students perception on Indian Public sector enterorises, privatization program,
Investment in public enterprises and privatization methodology. we hypothesize that management students
perception is positively correlate with privatization. These hypotheses are tested with the survey data from 150
management students from different regions of karnataka. Statistical analysis indicates that relationship quality
is positively correlated with privatization perceptions.

Keywords: Privatization perception, Students perception on privatization, privatization methodology.

1.2 INTRODUCTION

Since the adoption of liberal market policies in mid 1990s, the Indian government has privatized a good number
of Public Sector Enterprises. More than 100 out of 400 previously state-owned companies have been either
fully pnvatlzed This large-scale privatization has also raised the public discussion about the
gram This privatization program triggered concern on status of economy, private sector
3 reduction in government jObS, cost and bencﬁt advantage of pu C :

rgoing the process of privatization or evaluation. This study
atization: it will also touch upon the implementation ¢ of priv:
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ABSTRACT: ; The article raises the issue of entrepreneurship attitde among graduate students. It discusses
the essence of the issue and its conditions along with facllitating role of education. Further research
evaluating the students’ knowledge of entrepreneurship and their subjective assessment of itsnecessity in
starting their own business. The primary objective of this study was to assess theattitudes and
perceptionstowards entrepreneurship among students in a higher educationinstitution, The empirical
study was conductedamong selected multidisciplinary compositeeducation institutes.100 samples were
chosen to record the response from the different institutes. The survey was conducted using a self-
completion questionnaire method, wherebyquestionnaires are handed out to respondents for self-
completion and returned to the researcher at a shorter duration. An attitude scale to test the prevalence of
entrepreneurial attitudes andperceptions among the respondents was used, The Likert scale was used
whereby therespondents were usked to rate a specific issue on a scale that ranged from strongly disagrees
to strongly agree. Research results found thatpositive attitudes towards the environment eco system are
more significant; it can be determined by some factors which promote the positive attitudes towards
entrepreneurship. The academic institution should encourage students to consider entrepreneurship, then
students will run their own business to have more flexibility in their personal and family life

Key Words: entrepreneurship among graduate students, students entrepreneurial attitude, student
entreprenéurship, incubation.

INTRODUCTION:

Entrepreneurial intentions and attitude has largely been examined in a developed country context, but its
investigation in emerging developing countries has been very limited. Several Indian Government project
reflect the Indian Entrepreneurial intention as a foremost construct within the entrepreneurship literature.
In developing countries, self-employment intention may represent evidence of an emerging entrepreneurial
cohort needed to surmount the economic depression.

Today India as developing country is faced with massive challenges of high levels of unemployment among
the youth, especially university graduates, due to lack of work experience, low skill base and education.The
formal labour market in India is currently limited and unable toabsorb the ever increasing number of labour
force; hence, the decision by thegovernment to prioritise the skill development and support of small
medium enterprises.Beside _all these interventions,in recent years entrepreneurship coaching is offered in
most of the colleges and universities as part of thecurriculumbut it is evident that levels of entrepreneurship
' ing in india.However there has been an upward trend in the number of young Indian

dian Job market, theunemployment rate in India has increased t
“in the 2009. Therecent economic recession exacerbated the une

ment initiatives suchh as make in India, skill developmen
1ent has increased to new levels. The solution to the

earch and Analytical Reviews
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Abstract: In this modern world, the finance has become imperative factor for financial eco system to be efficient
with that the investment has also equal importance and it’s an opportunity for every business and individual, one
among them is option. Option pricing is a crucial factor for hedging and speculative activates. Value determination
plays a decisive role for an option writer in financial eco system to maintain the balance and stability for the
investors. Where Black-Scholes option pricing model is a widely accepted by the investor and research community
for check the reliability European options pricing which available in the market. this study is an attempt to test
empirically the relevance of B-Scholes options pricing model in Indian Derivative market with specific reference to
select metal stock options. Results of the paired sample T-test revealed that there is no significant difference
between the expected option prices calculated thorough Black-Scholes Model and market price of options for
majority call option contacts but visa versa for put option contacts, in three out of six cases. It can be inferred that
model is relevant for metal stocks. So the investor can always employ the B-Scholes model for their investment
strategies.

Keywords: Finance, Eco system, option, call, put, Black-Scholes, model, investor.
e S EL T 1. INTRODUCTION TRy o

‘of the price of option i$ a very important in the one of speculative markets ik
ing of 6ptions eliminates the arbitrage opportunity. Mainly hedgers and speculator
er¢ their common types investment in derivatives instruments like futures,
n Eé_more in case of stock market derivatives. Pricing is relevant fo
t models for option pricing ~ Binomial Model and B-Scholes Model. B
7 le of option. The present study is an attempt to study the relevance o
with specific reference to select metal stock options in Nifty index.

2. REVIEW OF LITERATURE

Scholes (1973) the actual options prices deviate in certain systematic-

ion bu; ers pay prices that are a formula. Option writers, howey €
rmula, There are large transaction costs in the option market,
) ifference between the price paid by option buyers
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Abatract: The fieancisd marked is more dynumic n the present somano. The mein reason for HEVONTONY Lo invesl in varioas
fisancual portfolion 1y to pot hegther refurny by investing foasible amoust. Tho aim of this poper is 1o study tbe rofe of
demgraphic Bacrans like age. macital status, wad aanual income in fruking uivestment decesions of investors. The type of
resesech wnod w the nesearch dee descriptive & empitical The dels (s collected from structerod questionaaire provided 1o
mveNtons un & five point Likert scale, A sample aue of 70 repondents were collectod From Bangalore city using convenience
sampliog. Statistica! 1oolx like Chi-squase, Muan-Whitney test, Krwakl- Wallly test are used 1o anabyze e collected data waing

S:’SS rofiware, It was found thut the invesiment decision tgjeely roky on the factocn wuchi a8 expected return, liguidity and safity
of investoes, '

FrvdexTerms - Lvestor, Invostment decision, Demographic factors.

L INTRODUCTION

The world 19 chaaging dynamically (o varioas wayn and needs of people 1 increasing day by day. People are Jooking for
bappy & safe lifs In curront scenario, maney can maks people more delightful. So they start investing in various finuncial
sveomes wnd ventures for secure life & bright future. Buat it became & big guestion for then that which Gnancial avenue will give
high tetum and more safity. Al present, there are many investment opportinities uvailuble by market like oquity, bonds,
debentures, real sstate, public provident fand, efc. But after sll, there are some demogmphic factors from which investment
deciston for sbove avesues muy get elfected. Demographie factors may be age, mnnusl inoomse, marital Katies, educational
qualification, types of employment, ctc. This paper attempts 1o identify the rolg played by demogruphic factors b making
investinen! dedision

1L REVIEW OF LITERATLRE

Dr. C. M. Shinde und Friyunks Zanvar (2015) found that demographic fictors of tavestors sach &s Age, Educational
qualification, Incam lewel, affect the investor's fevel ol tisk tolerunce, These resitlts are Impaortant for managers to advise their
clients about better ares of investment and risk level occording 1o their Jemographic profile. Dr. Dhiraj Jain and Mr. Nikhil
Mandot (2012) concluded thal most of the investors’ primary objective of investment is to eam roplar income and expeted.
rate of retum differs from individeal (o individual based on their level of market knowledge and risk taking ability, This paper.
further 8 that there js' o gegative correlation between Marital Stalus, Gender, Age, Educational Qualification angd

Jon lyp there i u positive correlation between Cities, locome Level and Knowledge of the investo
basis of cross aniyss by applying Correlution analysis. ’ T e
dentified that modern mvestor 18 a mature and adequately gronmed perse
rity market and quality Initial Public Offerings ([POs) in the murket I

their risk preference. His study also concludes thit Investors’ age and
y of vestors. Subramaniam VA and Athiyaman T (2016) found i
experience and income of the investors uee carrelated with their
ng¢ refated with risk tolerance TI

Alesundras Bernasek (19%6) m 1his paper, authors’ have deimwnd

veatment and fisk taking in an effort to holp guide data collection nad
Review of the limitations of previous stuties suggests that exiging ¢

¢ differences in investing Geinblatt and Keloharju (2000) sugg

L)
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ABSTRACT

The economic roforms instigated by the Ex- finance minister und Prime minister of
India Dr. Menmohen Singh would have been stayed perfect without the restructuring
of the Indian banking sector. The important side of norms and guidelines for making
the whole segment pulsating and economical. The problem of losses and lower
profitability of Non-Performing Assets (NPA) and lability mismateh in banks and the
fingnciat sector depend on how various risks are mungged in their business. The lasting
solution to the problem of NPAs can be-uchieved only with proper credit assessment
and risk management mechonisms, [t Is better to avold NPAs ot the market stage of

.ca‘bdxt eonbo!idahml by putting in place of rigorous and appropriste credit appraisal

—’iiwa is deserlptive in nature. The present stndji
e “data 8 taken from the Ph.D. theais utled‘.
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Abstract: In this modern world, the finance has become imperative factor for financial eco system to be efficient
with that the investment has also equal importance and it’s an opportunity for every business and individual, one
among them is option. Option pricing is a crucial factor for hedging and speculative activates. Value determination
plays a decisive role for an option writer in financial eco system to maintain the balance and stability for the
investors. Where Black-Scholes option pricing model is a widely accepted by the investor and research community
for check the reliability European options pricing which available in the market. this study is an attempt to test
empirically the relevance of B-Scholes options pricing model in Indian Derivative market with specific reference to
select metal stock options. Results of the paired sample T-test revealed that there is no significant difference
between the expected option prices calculated thorough Black-Scholes Model and market price of options for
majority call option contacts but visa versa for put option contacts, in three out of six cases. It can be inferred that
model is relevant for metal stocks. So the investor can always employ the B-Scholes model for their investment

strategies.
Keywords: Finance, Eco system, option, call, put, Black-Scholes, model, investor.
1. INTRODUCTION

_common types investment in derivatives instruments like futures opuons,P

eir
ation is more in case of stock market derivatives. Pricing is relevant for bo

| g:unt models for option pricing — Binomial Model and B-Scholes Model. B
style of option, The present study is an attempt to study the relevance of
wi { »s’pe_ci"ﬁc reference to select metal stock options in Nifty index.

2. REVIEW OF LITERATURE
/(1973) the actual options prices deviate in certain system

3%

O jon buyers pay prices that are a formula. Option writers, however, receive.

by the formula. There are large transaction costs in the option
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ABrect: The fannc ;

l‘:::nz mtt:::)ur:: ?":"' market is more dynaric in the preveot scenarlo. The mealn reason for ittvestors 10 invest in yariouy

deograribic fhes “li::w hiigher returmns by investing feasile ameunt. The aim af this paper i 1o study the role of

Pt ked :’“‘ age. marital statun, ani tnviual income in making investment decisions of investors. The fype of

investors 6a ';.' the rescarch are descriptive & empitical. The dats o collooted from strustured questionaaire provided o

s p 4 five point Likent male A wample size ul 70 respoadints were collected from Bangalore city using conveaionce
pling. Statistical tools like Chi-squire, Manns Whitiey test, Kruskl-Wallis (eat ure used to analyze the collectod data using

osrl'sms “:lt;:am. IUwas fourid thal the vestoent decision msajorly rely oo the fhctors such w expesied (eluro, liquidity nod safety

IndexTerms - Investor, Investment decislon, Demographie fuclors.

L INTRODUCTION

The world iy changing dynamically in vagious wiys and nceds of poople 1 inereasing day by day. People ure looking for
happy & wfe fife In current secantio, money van make people more delightful. So thcy sturt investing in various financial
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qualification, types of employment, ete. This paper altemply (o identify the role played by demographic factors in making
investment decision
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Abstract: In this modern world, the finance has become imperative factor for financial eco system fo be efficient
with that the investment has also equal importance and it’s an opportunity for every business and individual, one
among them is option. Option pricing is a crucial factor for hedging and speculative activates. Value determination
plays a decisive role for an optien writer in financial eco system to maintain the balance and stability for the
investors. Where Black-Scholes option pricing model is a widely accepted by the investor and research community
for check the reliability European options pricing which available in the market. this study is an attempt to test
empirically the relevance of B-Scholes options pricing model in Indian Derivative market with specific reference to
select metal stock options. Results of the paired sample T-test revealed that there is no significant difference
between the expected option prices calculated thorough Black-Scholes Model and market price of options for
majority call option contacts but visa versa for put option contacts, in three out of six cases, It can be inferred that
model is relevant for metal stocks. So the investor can always employ the B-Scholes model for their investment
strategies. '
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Abstract

India was the first nation in the world Lo establish a ministry of renewable energies, and it is a
member of progressive intergovernmental collaborative ventures, such as the Kyoto Protocol,
the Convention on Biological Diversity, the Montreal Protocol, the Ramsar Convention etc.

The Western Ghats is a widespread section spanning six (6) States and host India’s richest
wilderness in 13 national parks and several canctuaries. The Western Ghats hills are also
sourcing 10 NUMErous rivers, including Godavari, Krishna and Cauvery. This Hill and Ghats
region desires high attention in the sustainability aspect of India and especially South part of
India. Ministry of Environment and Forests, Govt. of India, constituted Western Ghats
Ecology Expert Panel in 2010, Prof. Madhav Gadgil as the chairman and other 13
distinguished ecologists. This eminent panel submitted its report on January 31%, 2011,

The mandate of Western Ghats Ecology Expert Panel was to demarcate ecologically sensitive
zones and recommend measures 10 CONSCIVE, protect and rejuvenate the ecology of region.
Taking into account the comments and suggestions made by different stakeholders including
State Governments and Central Ministries on Western Ghats Ecology Expert Panel Report,
the MoEF constituted a High-Level Working Group, under the chairmanship of Dr. K.
Kasturirangan, to advocate and recommend an all-round and holistic approach for sustainable
and equitable development, keeping in focus the preservation and conservation of ecological
gystems in Western Ghats region. This working group submitted report on April 15% 2013,

The three-member committee led by Dr. Oommen V Oommen, Kerala State Biodiversity
Board was instituted in October 2013 in the wake of agitations, mainly in the high-range
of Idukki, Wayanad and Kozhikode, against the draft notification issue :
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Abstract: One of the key aspects of building a good machine learning model is Feature engineering. Feature engineering is a
process where we create new features from existing raw features. To create new features, we require domain experts who have
knowledge of the subject. By using their knowledge they create new features which are helpful for a machine to learn better.
The time taken by the domain experts to understand the data and then create new features is time-consuming and expensive.
This problem is addressed with a neural network which will not require domain experts to engineer new features. Current paper
deals with the case study pertaining to the data of Human Action Recognition. Using the data, the machine predicts the various
physical actions and appearances of a person like if the person is sitting, standing, waking, walking up stairs, and walking
downstairs or lying. We compare the accuracy of the model using data which was feature engineered by experts and the model

which was not feature engineered by the domain experts.

Keywords- Machine Learning, Feature Engineering, Domain Knowledge, Human Action Recognition, Neural Networks.

. INTRODUCTION

Data is the world’s most valuable resource, it is very
important for an industry to grow and be a helping hand to
the human. Data is used to build intelligent machines which
can work on complex problems which require human
understanding. Data can be used in any domain like in health
care to detect disease like cancer at earlier stages, improve
business revenue, targeting the right audience in digita
marketing, etc. The key factor for the machines to work on
relatively complex problems is the availability of rich
information. The rich information is not readily available in
the form of data but needs to be generated from the existing
raw data. Feature Engineering is the process of generating
rich information from the raw data The process of
generating new features requires a lot of experience about
the particular subject that the problem is related to [1]. This
requires alot of time and is highly expensive. For many real -
world problems, we try finding a solution using Artificial
Intelligence which needs to be faster and cheaper. But
generally, we cannot actually generate features manually and
then train a model because of high time complexity. For this
reason, we use the Neural Network.

Neural Network uses the raw data and generates features by
itself which works well for complex problems. This avoids
the requirement for a domain expert to work on finding
complex data from raw data. In this paper, we are using
Human Action Recognition data to do the comparative
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study. The dataset is collected through a smartphone by
wearing it on to the waist [2], and it is categorized as
Walking, Walking Upstairs, Walking Downstairs, Sitting,
Standing and Laying.

A. Feature Engineering

Feature engineering is one of the essential steps in the
applications of machine learning. For training a machine
learning model well, we require pre-processed data. In the
process of data pre-processing, other than data cleaning we
aso need to feature engineer the data in such a way that a
model’s performance is high. In feature engineering, we
require domain expertise of the subject to create new
features from the existing raw features. The features used in
training a machine learning model is important as it
influences the result that would be achieved by the model.
This process is time-consuming and expensive because the
domain expert needs to understand the problem and data
before creating new features.

B. Classical machineLearning

Classical machine learning is a set of agorithms and
statistical modeling which takes data as an input and models
it using statistics and algorithms to give the desired outpui.
The most common classical machine learning models are
Linear Regression, Logistic Regression, Support Vector
Machine, Decision Tree, Random Forest, etc [3]. Even
though the time is taken to train this model is less but the
time taken by domain experts to create new features is very
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high. The domain experts need to try out many methods
which might or might not work well to build a model [4].
The time taken by a domain expert to create new feature is a
big disadvantage because in the real world, time available to
solve a problem is very narrow and the classical machine
learning models even though take less time to train a model
but the amount of time taken to feature engineer the data is
very high.

C. Neural Network model

A neural network is basically inspired by how neuronsin our
brain work to send signals to each other to do a particular
work. A set of neurons are interconnected in such a way that
the output of a neuron will be an input to the other neurons.
In a neural network, we don’t need domain expertise to do
feature engineering as the model engineers the new features
by itself by taking raw data as input and the accuracy
achieved is similar to the output accuracy achieved using
classical ML models with feature engineering [5].

The performance of the models are compared using two
types of data, one with feature engineering done by domain
experts and another without any domain expert but using an
only neural network to build a model, and then compare the
performance of the models using Confusion matrix and
Accuracy as performance matrix. The paper is organized as
follows: Section Il gives a view of related works pertaining
to the subject of study. Data set creation details are given in
Section I11. Section 1V deals with the methodol ogy followed
whereas Section V describes the various outputs obtained
after the study. SECTION VI gives the conclusion of the
study.

[I.RELATED WORKS

The field of Artificia Intelligence is gaining popularity as
the utilization and implementation factors have increased
exponentially. M. B. Holteet.a [6] have discussed the
human recognition activity through multi-view video and the
recent developments in the domain. K. Charalampous and A.
Gasteratos [ 7] have given insight about online deep learning
methods which can be a better aid in action recognition.
Since not much emphasis is given on model building with
and without feature engineering the current work is carried
out.

I11.  DATASET DESCRIPTION

These experiments were conducted for a group of 30
volunteers between the ages of 19 to 48 years. Everyone
wears a smartphone on the waist (Samsung Galaxy S I1) for
six activities (Waking, Walking upstairs, Walking
downgtairs, Standing, Sitting, Laying). Using its embedded
accelerometer and gyroscope[8], we capture  3-axis
acceleration and 3-axis angular velocity at a constant rate of
50 Hz. Data has been manually tagged by video recording
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experiments [9]. The obtained data sets were randomly
divided into two groups, of which 70% of the volunteers
were selected to generate training data and 30% of test data.
The sensor signals (accelerometer and gyroscope) were pre-
processed by applying a noise filter and then sampled in a
fixed width dliding window (128 readings/window) of 2.56
seconds and 50% overlap. The sensor acceleration signal has
a gravity and body motion component that is separated into
body acceleration and gravity using a Butterworth low pass
filter. It is assumed that gravity has only a low-frequency
component, so afilter having a cutoff frequency of 0.3 Hz is
used. From each window, the feature vector is obtained by
calculating variables from the time domain and the
frequency domain.

The raw features that were taken:
body acc x, body_acc vy, body_acc z, body _gyro X,

body gyro_ vy, body gyro z
total_acc x, total_acc y, total_acc z

These are the engineered features by the domain expert

using raw features:

mean(): Mean vaue, std(): Standard deviation, mad():
Median absolute deviation, max(): Largest value in array,
min(): Smallest value in array, sma(): Signal magnitude
area, energy(): Energy measure. Sum of the squares divided
by the number of vaues, igr(): Interquartile range,
entropy(): Signal entropy, arCoeff(): Autorregresion
coefficients with Burg order equal to 4, correation():
correlation coefficient between two signals, maxlnds():
index of the frequency component with largest magnitude,
meanFreq(): Weighted average of the frequency
components to obtain a mean frequency, skewness():
skewness of the frequency domain signal, kurtosis():
kurtosis of the frequency domain signal, bandsEnergy():
Energy of a frequency interval within the 64 bins of the FFT
of each window [10],angle(): Angle between to vectors.

IV. METHODOLOGY

The model's performance was analyzed on both features and
non-featurized data sets.

In the first step, we build classical machine learning models
with both raw and featurized data. The results were noted
down for each linear, non-linear and tree-based models with
both the data sets.

In the second step, we build deep learning model (LSTM)
with raw data to see how the model performs in a neural
network without taking feature engineered data.

V. RESULTSAND DISCUSSION

The various results obtained after model building and testing
its efficiency is presented as below:

Step 1: The Human Action Datais being collected from UCI
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which provides open source data. The dataisin two formats
a) Raw data b) Feature engineered data.

Dty prriced dy each awer

L

e i

Figure 1. Histogram depicting the raw data from each user

Step 2: Raw data contains only the data which is not
featured by a domain expert and thus hard to classify its
activity. We have used TSNE(dimensionality reduction
technique) to reduce the dimensiondity of the data to see
whether the data is separable or not and we can clearly
interpret that the activities are hard to classify by seeing the
TSNE plots and similarly we aso applied TSNE on the
featured data and saw that we can interpret most of the
classes clearly which are separable from each other.

Figure 2: Image showing that there is no good separation of
each classin raw data
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Figure 3: Image showing that there is good separation of
each class after feature engineering of raw data

Step 3: We implemented classical machine learning
algorithms with raw data to see how well the model is being
trained. In the table, we can see that the accuracy is
approximately 50% for various classification models
algorithms.

Accuracy without feature engineering of data

e e Tt T e +
| Blgorithm | Accuracy |
tom e e +
| Logistic Regression | 55.01 |
| Linear 5VC | 53.51 |
| Decision Tree | 51.68 |
| Random Forest | 49 |
| Gradient Boosting | 51.92 |
e e e +

Step 4: To improve the accuracy, we tried using the feature
engineered data which was done by the domain experts. The
accuracy has been drastically improved as seen in the table.
The best accuracy was around 96% for the model with the
classical machine learning model.

Mecuracy after featurs eogimesring of data

e e R T

| Algorithm Accuracy |
+ R S -+
| Logistic Regressicn .27 |
| Lingar SVC 9661 |
| Decizion Trea BE.43 |
| Eandom Forest $1.11 |
| @Gradient Boosting $1.31 |
A e o i e it e i e et

Step5: We tried reaching the accuracy of around
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96%without feature engineering and only by using the raw
data. As the data is a Time series data, using LSTM
technique was the best. We experimented using one hidden
layer and two hidden layered neural network with parameter
tuning of the hidden layers and dropout rate, and got an
accuracy of 91% in two hidden layer LSTM model.

secaracy waing Nearal Hetwork|LSTM) witBouk Festore engiseering

f P s +
| Wobez of hidden layer | Test Scure
e P D P &
| l f.83%
| F) 0.9:01
[ FrETs T -
VI. CONCLUSION

From the above experiment, it is seen that with raw datait is
difficult to train a classical machine learning model when the
problem is complex and hence domain expert is needed to
generate new features which would be useful to build a
better performing model. When we need to solve a complex
machine learning problem we can use a neural network as a
model training technigque which would give accuracy similar
to the classica machine learning model with feature
engineering. Even though training a neural network model is
time-consuming but it is comparatively less when a domain
expert takes time to understand the data and generate new
features which might or might not be useful for training a
machine. Training a machine using the neura network is a
better option when we don’t want to interpret the output
predicted and if the output needs to be interpreted then
domain knowledge and classical machine learning model is
a better option.
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Abstract- Autonomous driving technology is an upcoming and fast developing, and a future business booster in the automotive,
smart cities, transportation, and other related sectors. The better usage of the concepts such as Artificial Intelligence and
Machine learning in the field of automotive industry is a promising one. Certain automobile companies are investing billions of
money on research and development of self-driving vehicles. In this paper the author broadly discuss about the autonomous
vehicles and their working functionalities, adding to that, the pros and cons of LiDAR technology behind every autonomous
vehicles. This paper also throws light on other enabling technology such as GPS, Video Camera, Radar, Position Estimator and
Distance Sensors and compare with LiDAR technology.

Keywords: Autonomous Vehicles, self-driving vehicles, LIDAR, GPS, Video Camera, Position Estimator, Distance sensors.

l. INTRODUCTION others are working hard to launch their autonomous cars in

The invention of the real autonomous vehicle goes back to
1926. A radio-controlled car devised by Francis Houdini
which he drives without anyone at the steering wheel. This
was published by New York Times. This car was controlled
by radio to start engine, gear change, and horn. John
McCarthy, father of Artificial Intelligence in 1969, caled
“Computer Controlled Cars” capable of navigating a public
road viatelevision camerainput.

In 1990, Dean PomerleaufromCarnigieMellon
University(CMU) explains how neural networks are used to
self-drive a car by taking raw images from road and send
steering signals in real time.Pomerleau again in 1995 take
their autonomous car on the road and travels over 2000
miles in coastal region of US. Then inthe year 2000 sensor
technology accompanies autonomous vehicle technology to
assist the parking of the vehicle.Over the world each year it
has been recorded that 1.2 million lives are lost, and 90%
due to human mistakes. Humans are more used to have their
own control on the vehicle over the machine control. Now a
days people are being familiar by the idea of the vehicle
taking over the driving task like automatic emergency
decelerate.

Later several locomotive companies started research to
improve self driving cars further in that Toyota, Lexus and
BMW are prominent. Google ventures into the autonomous
vehicle and its project Waymo initiated in 2009 at Stanford
Artificia Intelligence laboratory. By the end of 2014 Google
announced that their car driven 300,000 miles under
computer control with no single accident. From then major
automotive companies like GM, Ford, Benz, BMW and
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the near future [1].

| e
Photo credit Wikimedia Commons
Figurel: Autonomous car,1925

The concept of Autonomous Vehicle (AV) is part of robotic
technology that uses several sensors for sensing the
surroundings. A model called sense-plan-act combination of
sensors such as LIDAR (Light Detecting and Ranging) along
with GPS, Video Camera, and Radar [2].

Implementation of AV’s is a challenging one because
decision making must be very fast in severe conditions,
infrastructures to facilitate the movement of AV’s,
communicating with other co-vehicles, the expectation that
the AV’s will perform better or equal with respect to the
exigting vehicles,environmental aspecty3]. The cost of these
cars would likely not affordable to common people, price
might be in the range of Rs. 7000000. If a car crash occurs
legal process is a tough task. The AV’s relay on information
of users and locations would be a major security concerns.
On the other side accidents can be minimized, traffic
coordination and parking would be easy. The people like
disabled, old aged and very young can travel freely. Speed
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limits can be varied depending on the traffic; sensor
technol ogy works better than human, drastically reduces theft
of car [4].

Over the last 10 years a rigorous notifiable developments
have been made and many technologies are used in AV’s
such as Sensor technologies, Graphical Processing, GPS,
Radar, LiDAR and many other. Off late the advances in the
deep learning are well utilized for the purpose. The concepts
like Transfer Learning, which is used for thepurpose of
detecting objects and its changes for autonomous navigation
by a vehicle in real-time. Deep learning is used to detect and
classify the traffic lights and lane.GPS system helps in
identifying car position and navigation. Various kinds of
sensors are used, like LIDAR, which measures the distance
to the target [5].

. WORKING FUNCTIONALITIES

Certain functionalities are used in AV’sthatdetects the
position of the vehicle itself and position of other vehicles
nearby,edges of the road, lanes, traffic lights. Apart from
these altering thesteering,acceleration and braking,in
conjunction of various systems together are used to control
the driverless car.

RADAR: The position of the vehicle nearby can be identified
by RADAR sensing technique. The Radar operates in any
weather conditions and it can pierce through any objects. A
set of radars are used to work in different directions whereas
human driver look only in one direction. Obvioudly it is
better than a human.
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Figure 2. Different enabling technologies of Autonomous
Vehicle

VIDEO CAMERA: These are basicallyused for reading the
different signals such as brake lights of other pass by
vehicles, traffic lights, the road signals; detect color of the
signal, current speed limit used for detecting objects. The
cameras upload footages to on board computer and the
computer employs different algorithms to paint the picture
of the vehicle. These processes are done at real time to draw
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important reading and also the movement of the car is
controlled [9].

LiDAR:It is abbreviated as “Light Detection and Ranging”,
developed in 1970, an important core hardware technology
of driverless car. First used at National Centre for
Atmospheric Research,used to measure clouds. It is a
distance Sensor and uses light signal to gauge the objects
surrounding the vehicle a number of times in quick
succession to generate physicalcharacteristics. The light
sensor continuously encounters the laser pulses at 150,000
pulses per secondby a target object and it bounce back to
another sensor thatcalculates the time takenfor the pulse
return. A 3D map of the target object and its surface features
will give result. The followingcopywriter picture shows the
different components of LIDARSystem that work in tandem
for acommon goal [11]. This consists of a laser, scanner and
optics and a specialized GPS receiver, are very much vital
for the movement of the system.
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Figure 3. Components of LIiDAR Sensor

Presently, there are different companies are using the
LIDAR Technology, out of that Google and Uber are basic
users. Google is particularly used to detect pedestrians and
cyclists, traffic signs and other nearby objects.

GPS. These devices again very important for the navigation
of un-manned vehicles. They provide HD 3D street maps
and deliver large-scale of geographic terrain. Under a single-
path condition, a robust GPS device would not only help in
millimeter-accurate positioning and data correction, it would
also mitigate the risk of spoofing and other vulnerabilities,
such as radio interference and terrain-related blockages
which means that malicious entities won’t be able to
intercept and tamper with GPS signals [12].The advances in
the area of positioning and sensor technology have
tremendoudly coined to provide reliability for self-driving
vehicles. GNSS or GPS, High precision Globa Navigation
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Satellite system that is capable of providing decimeter-
levelaccuracy to ensure a vehicle stays in its lane, or a safe
distance from other vehicles[13].

B Long Bawge Pecw Sl Mg Pater B LGS . 4 s

Figure 4: Shows the different technologies used and their
application in the Autonomous Vehicles

POSITION ESTIMATOR: It is used to estimate how fast the
vehicle is moving, and is implemented in Google car as an
example on the left rear wheel and monitors the wheel
motions. It is to detect the RPMs of the car, speed, which
helps to know a more accurate position of the car [14].

I1. PROSAND CONSOF LIDAR

As we gone through LiDAR have many merits as compared
to demerits. It is used not only in automotive industry but
also construction industry. This is a sensing technology
gathers data very quickly and accurately as a result of
positional advantage. It gives much higher surface density as
compared to other methods. It has high penetrative abilities
in densely forested area. Can be used at nights, no
geometrical  distortion, can analyze complex data
automatically, very minimum human dependency, not
affected by extreme weather.

On the Cons side, LiDAR, can be expensive and may be
affected by heavy rain or hanging clouds, high sun angles or
huge reflections. Unreliable in the areas of uneven water
surfaces, huge datasets that require high degree of analysis
and interpretation.Does not have a proper standards. Laser
beams used by LiDAR pulses are usually powerful in some
instances and these may affect the human eyes[16].

V. CONCLUSION

Although the technology will essentially eliminate the need
for humans to drivevehicles, bring ahostof new
infrastructure challenges and pose wider societal questions.
There is dways a saying that when a new innovation comes
to market it reduces the number of jobs. However, thisis not
going to happen because it requires lot of skilled people
required and jobs will be created.
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Abstract— Big Data is the buzz word today. Numerous projects centering big data are booming. It hides in itself vital
information which if unearthed would provide great insights into various areas. The growing need of this data is complicating
security. Handling big data projects is a chalenging task. To prevent a potentially disastrous data breach, big data security
should be considered seriously. To prevent security issues, some simple steps should be implemented. It can be done with best
practices and interna controls, like protecting against NoSQL Injection points. These points provide a way for attackers to
access Big Data. This paper discusses the various big data security threats and different innovative Tech solutions to meet
many of the security concerns hindering the Big Data persistence, analysis and presentation.

Keywords— Big Data, Big data security threats, Data Security, SQL injection, NoSQL injection.

l. INTRODUCTION The various important challenges related to Big data security
are discussed below:
The Big data is mainly evolved from any kind of source that : . .
consists of huge volumes, velocity and various variety of data. A) Big data security challenges related to characteristics:
It helps to gather, collect and store the information, manages
and analyze, with vast amount of data with proper speed and e
right time. In terms of complex, and noisy data big data helps @ e

to handle in an efficient way. To handle such huge amount of
data it has become a great challenge. The big data analytics

helps the companies to analyze many types of data such as

structured , unstructured in terms of streaming data and also e e
the combination of both that is semi-structured data. Big data

has made valuable changes in the industry in areas like health

care, finance, banking fraud detection, credit management etc,

to provide faster, proper valuable services due to which the

government sectors started focusing. 1T owns the raw data e

and business units started taking the responsibility to provide

valuable ownership. To classify the information is even more
critical. For big data owners always security breach will
become major issue.

Fig-1: Big Data security challenges

Data Volume: The Volume of Big data is increasing every

_ ] ] nanosecond. The main source which is generating a large
The paper is described as follows. Importance of bid dataare  yolume of data is social media. The data is generated from

discgmd in section I, The importgnt challenges are.given in Petabytes to Zeta bytes. It is very hard to maintain such large
Section 1, In section Il security issues are discussed,  ggq

followed with existing methods and tech solutions of big data
in section IV. Finally the paper is concluded with some  pata variety: Since the data generated in big data includes
solutionsin section V. structured, semi-structured and unstructured data (which can

be in any format i.e. audio, video, text images, etc.), it
II. CHALLENGESIN BIG DATA SECURITY increases data complexity.
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Data Velocity: Thereis alarge amount of datathat is coming
in and out of a system with a very high speed. There is no
exact technology that can deal with this data overflow.

Regulatory requirements: It is very important that the data
which is stored as big data is problem specific and goa
oriented. As supervised learning requires accurate data to
infer correct results, faling to which it may lead to
inaccurate results.

Data Veracity: Random data, Uncertain input data and
approximate modelling lead to data veracity challenge.

Application Specific Security: Many users access the same
application without having proper authentication to it,
causing security threat to the application.

Framework Specific security: Providing the required
framework for all the data is not an easy task. As each and
every task requires an independent framework

Security for data during rest, processing, presentation: Big
data includes private data which has to be secured during
rest, processing and presentation which is again a difficult
task because of its large volume.

B)Technical Challenges

Big data in today’s world combines the rapid increase usage
various types of data from different sources which is
characterized into many forms. Due to this privacy and
security are the major problems to deal with. RDBMS wiill
not support to handle such streaming data because it is
structured. NOSQL databases gives a proper method to deal
with streaming data. It also helps for storage and retrieval
purpose. The NOSQL databases are characterized into four
types. 1. Key-valued, 2. Document Oriented, 3.Graph
oriented and 4. Column oriented databases. The companies
depend upon their input data they use specific NOSQL
database to provide insights for their companies. To handle
such streaming data NOSQL data bases provide main feature
called Scalability to provide great performance. Some of the
challenges in terms of security are Integrity, availability,
confidentiality are the important elements of security.
Encryption is one of the important aspect of security. The
NOSQL databases deals with BASE properties .The access
controls and techniques such as attribute based encryption are
important to protect the sensitive data. Big data must accept
and support multiple layers of security in terms of the data
which is at rest and in motion.

[11.SECURITY ISSUESIN BIG DATA
Some unique security issues in Hadoop are encountered

below:
1) Split Data:
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The clusters of Big Data contain the data that represent the
quality by alowing multiple copies transferring from one
node to another which ensures redundancy and resiliency.
The split data is available to share across multiple servers.
Due to the absence of security model fragmentation leads to
security issue.

2) Distributed Computing:

The data is distributed over the cluster of nodes. At any
instant the data is available. To deal with huge amount of
paralel computation the environment is complicated created
with risks of attacks. These risks enable more security issues.

3) Data Admittance:

Magjority of the companies generate sensitive information.
Thereis arisk of unauthorized access to physical and logical
systems. Access control is the important component that
ensures security. At the first stage itself the data is addressed
in terms of access related scenarios.

4) Communication in the large cluster:

As the data is distributed in large cluster of nodes a major
concern of Hadoop occurs. They don’t implement proper
secure communication between node - to- node. This leads a
major security issue.

5) Communication and I nteraction with Client:

The client communicates with the resource manager and data
nodes. There should be an efficient communication between
Client and data nodes. Managing the protected nodes from
clients and Name servers is difficult. There is a chance to
propagate harmful datain terms of client.

6) SQL Injection

Database security is a vital aspect of protecting the
information. To access companies data attackers have control
over the data. The SQL injection attacks adds harmful data
into the database layer through various statements. The
attackers can access, alter, delete and insert al the unofficial
data. The SQL injection declines over the years due to good
frame works. The SQL injection aso alows the attackers to
take off user’s identity, alter with existing data cause

Some issues such as negating transactions allow the whole
data on the system. It also destroy the data to make it
otherwise unavailable. It becomes main administrators of the
database server.

The script below is executed on a web server. To authenticate
with a username and password this script is a good example.
The example database has a table named userswith the
following columns:
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# Define POST variables

uname = request.POST['uname']

pwd = request.POST['pword']

# SQL query vulnerable to SQLI

sql = “SELECT id FROM users WHERE uname="" + una
me+ > AND pword=""+ pwd + “*”

# Execute the SQL statement

database.execute(sqgl)

These input fields are vulnerable to SQL Injection. An
attacker could use SQL commands in the input in a way that
would ater the SQL statement executed by the database
server. For example, they could use atrick involving asingle
quote and set the pwd field to:

pword' OR 1=1

As a result, the database server runs the following SQL
query:

SELECT id FROM users WHERE uname="uname' AND p
word="pword' OR 1=1'

7. NOSQL Injection:

NOSQL databases handles the streaming data. To deal with
the data of this kind security is the magor issue. The
databases are chalenged in terms of encryption, proper
support and some fine grained permission. Due to this there
are chances of unsafe network and attacks. There are
different NOSQL databases to handle such attacks. These
databases use various query languages .These are immune to
injections. Security challenges are improved Many
applications and services use NOSQL databases mainly to
store the user’s data. The access is provided to database via
driver. A driver is a protocol wrapper which gives libraries to
access multiple languages. Some times the drivers itself are
not secure enough to handle such data. The attackers can
boat a web access request with an injection.
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Fig-2: NoSQL Attack Vectors:
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IV.PROPOSED SECURITY SOLUTIONSFOR BIG
DATA

Huge data sets dealing with paralel computations and input
data from various sources are supported by Hadoop
framework . The framework supports all types of data in
terms variety, velocity and volume which is aggregated as
structured, unstructured and semi  structured data. The
enterprises should access security to data to extract maximum
value in terms of analytics. To deal with such data there is
high risk . The insightful datais exposed. To initiate big data
and get the solution to give security of the sensitive data
enables analytics for good insights. The following are some
requirements for the solution:

a  To secure this data in big data systems and give access
control to data protection by monitoring all the details.

b. To guard the data and to maintain for accurate analytics
initsencrypted form.

c. To present mass layer encryption to progress security and
to enable clusters of datato scale up accordingly.

d. To control security tools NOSQL clusters are built

e. According to business requirements the businessis scaled
up. The solutions are architecture to improve the growth
of business.

f.  The protection should be given to users from complexity
of security.

g. The solutions in terms of data protection need to work
independent of complex reengineering dealing with
environments of IT.

h. Cloud technology is utilized to give protection of data.

4.1 Security models:

A) Data De-ldentification M odel

At initial level the data should be de-identified. Across the
country many government agencies share the dataset of
information to analyze the data for emerging risks. During
the production itself data is protected. There should be a
steady encrypt and decrypt operations. This model can
counteract the data breaches by portraying the data which has
no value. The important techniques used in data-
identification model a tokenization, encryption and data
masking.
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B) Unique Approach to Security

This approach towards the security gives a method to deal
with protection of the data. Where ever the data goes the
protection is provided. The security is mainly focused on
infrastructure elements mainly servers, networks and
databases. This method handles the data at risk. In case of
any breach the actual data is exposed in the event. The data
centric security approach is mainly used to capture the data
protection by an application making the data which is not
used to attackers. This approach gives the protection at the
stages of rest, motion etc. The data can be unmasked by
proper users who are authorized based on their need. The
accessis highly controlled with proper management.

C) Walled Garden Model

This model specifies covering the security
application.

The main purpose of this model is to place the group of
systems into its own network. It is done by accessing through
various techniques like firewalls and also controlled access.
It gives proper security for the cluster by giving security. The
demerit of this model is it does not provide the means to
prevent the user credentials from misuse .The users cannot
view the modified data which is stored in various systems.

into the

D) Jujutsu Security

This security is originated from the martial art method. It
represents manipulating the opposite person energy against
himself instead of fighting with the enemy. The bigdata
handling vast amounts of variety data relies on the capability
to design and apply a specific engine which is dynamic that
recommends the insightful data in the system. The Jujutsu
security model helps to design Big data security in an
efficient way.

4.2 Tech Solutions for the Big Data Safety & Security:

The mgjor issue, tackled by big data analytics with respect to
data protection sight is ensuring the data security and its
confidentiality. Big Data analytics will provide the deep and
helpful insights from the data, but its major concern in this
process is protecting privacy of sensitive information against
data breaches as it holds huge amount of private data. Data
breaching may affect in much more critical way and lead to
disturbing consequences than we expect and see usualy.
Thus, there is a crucial need for robust Tech solutions to
protect data from all above security breaches.

Big data Security — Best Practices to avoid security issues

1. Vetting cloud service providers:
If your big data is stored in the cloud, you must assure
that your provider has adequate shield mechanism in
place. Ensure that the provider does periodic safety
audits and agree on conseguence in the situation when
sufficient security principles are not met.

2. Safeguard your data:
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It is very vital to guard both your data that is raw data
and the upshot from analytics. To ensure no key data is
seeped out, encryption should be used consequently.
3. Adequate access control policy:
Strategies should be made such that they allow access to
endorsed users only. This will prevent unofficial access
to data from both internal and external sources.
4. Network protection:
Sufficient security can be provided for the data getting
transmitted via network to guarantee secrecy and
reliability.
5. Real-time security control:
A supervised control on the data access is very much
needed. Threat intelligence can be used to avoid
unofficial data access.
Some of the Tech solutions are discussed below:
1. SQL Injection Mitigation:
We can mitigate or avoid the SQL injection occurrences
by using input data authentication and parameterized
guery statements. We should avoid the direct input in the
application coding. The programmer should filter all
inputs, along with web page input forms like login pages.
We should remove vulnerable code elements like single
quotes and etc. Fair ideaisto hide visibility of DB errors.
SQL Injection can make use of database bugs to gain
details regarding your database.
a) SQL query  statements
PreparedStatement object
Parameterized SQL statements can strongly mitigate the
security attack. Runtime query statements fails to
distinguish among program code and data SQL
statements with runtime parameters allow programmers
to execute satic SQL query by passing external
parameters as input to the query. In this process, the SQL
interpreter constantly distinguishes application code and
data.
authenticate() method using a runtime parameters feature
is as below:-Prepared Statement object

with parameters.--

Fig-4: Example of PreparedStatement

Irrespective  of input from the user, dynamic
parameters name and pass won’t influence the actions of the
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sgl statement. Merely using PreparedStatement object only
can’t resist SQL injection attacks. It supposed to be patched
all along with parameterization aspect (“?”) for al dynamic
parameters. Usage of PreparedStatement object alone cannot
serve the purpose if we are not using parameterization.

b) Stored procedures:

These well defined and stored chunks of SQL statements are
triggered by the application code. Programmers design and
write SQL query statements with automatic dynamic
parameters. It’s feasible for a programmer to write dynamic
SQL query statements within stored procedures.

¢) Input validation:

A usual resource for SQL injection is malicious intended
external input. Off course, at al times it is an excellent
coding standard to only allow permitted data input via input
validations like blacklist validation technique and whitelist
validation method. Blacklist validation checks the user input
data with a set of recognized suspectable or intended inputs.
A program enlists al possible indented data inputs, and then
verifies and validates the user data input aligned with the
prepared list. But, an attacker can easily escape from the
Blacklist validation techniques by applying an alternative
malicious data input which not part of the programmer’s

prepared list.

Whitelisting could be afar better technique to mitigate the
SQL injection risk. Whitelist technique checks user data
input against a set of well-known, authorized input. In this
vaidation, the program knows clearly what is correct and
incorrect input values. So it rejects the malicious input.

d) Principle of least privilege:

This is a typical safety measure which assists to lessen the
possible loss of atriumphant attack. Program shouldn’t allow
or give DBA or admin grants or permission upon the DB
server. Furthermore, based on requirement necessities,
privileges can be alotted. For example, One need read
permission are only granted read access to the table. This
ensures that if an application is compromised, an attacker
won’t have the rights to the database through the
compromised application.

2. NOSQL Injection Mitigation:

Mitigating security risks in NoSQL deployments is
significant in light of the attack vectors. Let’s examine a few
suggestions for each of the threats:

1.Prepared statements should be used instead of building
dynamic queries using string concatenation. Strong JSON
structure queries

2. Input Validation: Vadidate inputs to detect malicious
values.
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3. Principle of least privilege: To minimize the potential
damage of a successful injection attack, do not assign
DBA or admin type access rights to your application.
Similarly reduce the privileges of the operating system
account that the database process runs under.

4.  Security scanning to prevent injections

In order to mitigate injection attacks it is suggested to use out
of the box programming tools while building queries. For
JSON queries such asin MongoDB and CouchDB amost all
languages have good native encoding which will finish the
injection risk. It is also advised to run Dynamic Application
Security Testing (DAST) and static code analysis on the
application in order to find any injection vulnerabilities upon
not incorporating coding guidelines. The problem is that
most of the tools in the market today still lack methods for
detecting NoSQL injections. DAST methodology is
considered more reliable than static analysis, particularly if
used in combination with some backend inspection
technology that improves detection reliability, a
methodology referred to as Interactive Application Security
Testing (IAST).

5. Access Control and Prevention of Privilege Escalation
Earlier NoSQL did not support proper validation and role
management, but today it is possible to manage proper
validation and RBAC authorization on most popular NoSQL
databases. Utilizing these methods is significant for two
reasons. First, they allow enforcing the principle of least
privilege thus preventing privilege escalation attacks by
genuine users. Second, similarly to SQL injection attacks,
proper privilege isolation allows to lessen the damage in case
of data store exposure via the above portrayed injections.

V.CONCLUSION

Big data industry is rapidly developed. The evolution of
technology and the innovation in applications are advanced
with the increasing speed. With this rapid development new
forms of data storage, distributed and parallel computing
developed. Big data security should be considered seriously
and appropriate measures must be taken to prevent a
disastrous data breach. The challenges in security should be
handled with well-organized tools and policies which help to
protect the applications. In this paper we have enlisted al the
security models to ensure the data security. Providing robust
security model in dynamic big data environment is crucial
and long way to go but understanding the existing security
models is helpful to design secure systems. We made effort
to discuss the possible best practices and tech solutions to
mitigate prominent security issues like Data Admittance,
SQL Injection, NOSQL Injection and etc.
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Abstract— In this research work, we are trying to focus the need of protecting the big amount of data using BOT NET. Here
data mining means extracting some important data from the information house. The data mining process results in instances
and learning whereas the coal or valuable stone mining result in coal or jewel.

Keywords— BOT NET, Ad Fraud, Methbot, botmaster

l. INTRODUCTION

Nowadays big data is a bandwagon theme in every IT sphere.
The data developers are increasing continuously and the
numbers will be effective by 2020. According to a study, 1.7
megabytes of data are acquainted to everyone every second.
94% of the Hadoop users accomplish logical data which was
not done earlier. Besides, 88% of users examine data on big
level and 82% of users continue with their data. There will be
more content in 2020 than 2009 [1]. According to a study
published by IDC Digital Universe, 1.8 zeta bytes of data
was produced in 2011. In US the tweet users tweet for three
times in aminute. It can also be added that 2.7 zeta Bytes of
content occur in digital world till date [2]. The US library
gathered 235 Terabytes of content in 2011 and $200 million
was invested in the big data assignments by the
administration dept. of Obama’s Government. According to a
study analysis of IDC, by the year 2020 the business between
B-B and B-C will compute to 450 hillion per day. Facebook
amasses, attains and examines 30+ petabytes of data
collected by the user. Walmart manages about 1 million
client’s exchange every hour. Besides, 5 billion users are
engaged in calls, messages, tweet etc. worldwide. Earlier it
used to take ten years to decode the human genome earlier
but nowadays the technology enables it in a week. Approx.
20000 tera bytes was managed by Google in 2008 [3][4].
The largest AT&T record claims names which include
leading volume of data in a single record and the succeeding
greater statistics of line in an individua file is 1.9 trillion
which constitutes AT&T’s widespread named index.

I1. DATAMINING

Generadly, mining means extracting some important things
under the ground for instance gold mining, valuable stone

© 2018, IJCSE All Rights Reserved

mining etc[5]. The Data Mining is also hamed as Knowledge
Discovery or Knowledge Extraction. At present data
extracting is employed in such locations where there is
plenty of datais processed.

[11.  PURPOSE OF DATA MINING

Data extracting is the computation procedure of splitting the
data from lines, extents etc. to important information.
Information extraction can be linked to any kind of data, for
instance, data warehouse, operational database, interactive
information and also the World Wide Web[6].

IV. DATA MINING ASA WHOLE METHOD

The complete method of information extraction is based on
the three underlying principles:

i) Data Pre-processing- It consists the changes done.

ii) Data Extraction-Outburst of the data extraction.

iii) Data Evolution-It consists results after the process.
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Figure 1: Basic of BOTNET
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V. HOwW BOTNETSWORK

The botnet malware usualy seek susceptible expedients
through the cyberspace, instead of pointing distinct sole,
firms or businesses. To blight number of linked expedients
and practice the calculating control can be the prime
objective for developing a botnet and means of the machines
for mechanized chores which usually continue not seen by
the operators of the machines [7]. To cite an example, an
invalid traffic botnet which corrupts an operator’s system
will affiliate the system's internet service providers to distract
deceitful transit to firm web based commercial. Even though,
to remain hidden, the botnet will not oversee the network
users, that will alert the operator. On the other hand, the
botnet may employ a lesser share of the portal's procedures,
sometimes operating in the backdrop, propelling a scarcely
obvious expanse of movement from the corrupted machine
towards the embattled advertisements. Such information
measure segments will not accord to the cyberthugs
operating advertisement deceit drive [8]. Even though, botnet
which links heaps of expedients will produce an immense
volume of forged transit for advertisement fraudulent. On the
other hand, it also evade a particular’s exposure by means of
mechanism. What you require to be vigilant of is the
illegitimate and nasty botnets [9]. What happens is that
botnets receive contact to your device through some piece of
nasty coding. In some cases, your device is straightway
hacked, while other times what is identified as a “spider” (a
database that moves the Internet searching for holes in
security to utilize) does the hacking mechanically.

VI. BOTNET ARCHITECTURE

The other method to monitoring corrupted bots includes a
P2P web. Rather than employing Command and Control
servers, a P2P botnet depends on a distributed method.
Corrupted machines can be encoded in the form of an image
for malevolent web, or as well as other machines in the
similar botnet [10]. The bots later segment efficient
instructions or the botnet malicious software’s modern
forms. The P2P method is a known method , as cyberthugs
and hacker clusters attempt evading exposure in the form of
cyber security dealers |, regulation implementation
organizations, that has applied Command-and Control
transmissions by the means of screen , trace and interrupt
botnet tasks.

VII. BOTNET INVASION

Apart from DDoS strikes, botmasters also use botnets for
additional nasty objectives.

a. Ad Fraud

Cybercriminals can employ the collective working strength
of botnets to course deceitful strategies. For instance,
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botmasters form ad fraud strategies by instructing number of
corrupted machines to stay deceitful websites and “click” on
ads marked there. For every click, the hacker then receives a
share of the promoting fees.

b. Selling and Renting Botnets

Botnets can even be traded on the internet. After corrupting
number of machines, botmasters search for other
cybercriminals fascinated in employing them to spread
malware. Botnet buyers then exhibit cyber-attacks, spread
ransomware, or take away particular information.
Regulations immediate botnets and cybercrime endures to
develop [11]. As botnets become greater intimidations to
internet infrastructure, communications systems, and
electrical grids, users should confirm their machines are
effectively secured from corruptness. It’s likely cyber
regulations will initiate to grasp operators more liable for
crimes committed by their own machines [12].

c. Client-server model

The client-server botnet organization is set up like a simple
system with one key server governing the communication of
data from each client. The botmaster employs distinct
software to start command and control (C&C) servers to
transmit commands to each client machines [13]. While the
client-server model functions better for captivating and
sustaining control over the botnet, it has numerous sides: it’s
comparatively simple for regulation implementation
authority to setting of the C&C server, and it has only one
mechanism element. Put an end to the server, and the botnet
isat rest.

d. Peer-to-peer

Rather than depending on one integrated C& C server, fresh
botnets have developed to employ the other interlinked peer-
to-peer (P2P) structure [14]. In a P2P botnet, each corrupted
machine works as a client and a server. Individual bots have
alist of other corrupted machine and will look for updation
and to communicate data between them. P2P botnet
organizations make it firmer for regulation implementation to
trace any integrated source. The deficiency of a single C&C
server also makes P2P botnets firmer to interfere. Like the
mythological Hydra, cutting off the head won’t kill the beast.
It has many othersto retain it active.

e. Methbot

Methbot drive is operated continuoudly about 800 to 1200
active assistants in information stores in the U.S. and the
Netherlands. 6000 betrayed spheres and about 850,000 active
Internet Protocol addresses can be observed in the drive's
functional organization, and many of which are deceitfully
listed which seem to be related to certain U.S.. based |SPs.
The corrupted assistants are able to create bogus connects
and mouse operations, and fabricate social media account
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logins to perform genuine operators for duping traditional
advertisement fake recognition methods [15].

f. Don’t click on apprehensive links
Links to spiteful websites are general infection keys, so
evade connecting them devoid of analysis. Drift your pointer
over the hypertext and check to see where the URL really
goes. Spiteful links like to stay in message boards, YouTube
comments, pop up ads, and the like.

g. Get Antivirus Software

Getting antivirus software is the apt method to evade and
eradicate botnets. Look for antivirus security that’s planned
to shield al of your machines, not just your computer.
Remember, botnets go stealthily in all types of machines, so
opt software which is ample in scope. With the Internet of
Things increasing, so too does the prospective for botnet
dimension and strength. Regulations will ultimately alter to
grasp operators more accountable for the movements of their
machines. Taking defensive deed now will shield your
identity, data, and devices.

VIIl. CONCLUSION

As botnet malicious software has turned into an intricate
process and media is localized. More attention is paid to
various other methods from Command and Control
organizations. Recognizing and eliminating botnet malicious
disrupt software at the source machines are the part of such
methods. Interrupting botnet invasions has been complex due
to the birth of malicious software Mirai which targets
networking device like routers and 10T machines which have
feeble and default password and can easily be tacked.
Besides, operators may not be able to alter the passwords for
many 10T devices, later it leads to expose to attacks. If the
creator is unable to modernize the gadget’s set of instructions
programmed on hardware device, to cover them or ater their
complex keys, later a factory recall of the corrupted gadgets
are to be performed.
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Abstract— Blue eyes technology aims to create computational machines which can sense and understand human feelings and
emotions. It uses camera, microphone and various sensors to recognize human actions and emotions and aid disabled people.
There are many researches in this area, still they have some limitations. In this paper we have proposed on architecture for blue
eyes technology which can identify human emotions through facial features and sensors such as Galvanic skin response sensor,
heart pulse sensor, temperature sensor. This paper explores various image processing techniques such as noise removal,
segmentation, image enhancement. Supervised classification technique such as artificial neural network with back propagation
is used to predict emotions. This research involves many areas like Machine learning, Image processing and 10T.

Keywords—Human Computer Interaction, Facial Expression detection, Galvanic skin response sensor.

I INTRODUCTION

Human Computer Interaction (HCI) is a vast research field
that comprises of computer science and technology with
human interaction. HCI incorporates multiple technologies
like cognitive science, computer science and ergonomics
etc., The blue eyes technology which will be discussed in
this research paper is an application of human computer
interaction. It is based on the facia expression identification,
heart beat sensor, temperature sensor and has perceptual and
sensory ahilities. It helps to commutate the machines to
behave and have sensory movements just like a human
being. It also gives rise to the concept of brain human
interaction.

Blue eyes technology recognizes the human emotion and
sensory actions using few gadgets. It helps in recording the
operators conscious and their brain involvement under their
physiological condition to identify their action. The blue
eyes technology can use the concept of image processing
techniques such as image acquisition, image enhancement,
image analysis and manipulations for facial expression
identifications and sensory abilities to identify the human
emotions. In this research paper we are trying explore the
concept of blue eyes technology and the different techniques
associated with this area such as machine learning, lot,
image processing, artificial intelligence etc.,. In this paper
we are trying to explore the role of blue eyes technology to
predict a person’s present state such as whether he is in
normal condition, anxiety, happy, sad or disgust.

© 2019, IJCSE All Rights Reserved

The article is organized as follows, section | contains the
introduction of blue eyes technology, section Il includes
architecture of emotion prediction system, Section Il
contains working of galvanic skin response (GSR), section
IV explains Image feature extraction, Section V describes
emotion prediction by Backpropogation algorithm, section
VI explains the applications of blue eyes technology and
Section V11 concludes the research work.

II. ARCHITECTURE OF EMOTION PREDICTION
STSTEM

Blue eye technology is completely dependent to identify
human action and facial interaction. The computer gathers
the information of the facial expression of human using
some gadgets and sensors. This technology will help the
doctors to check up their patients and predict the patient’s
health complications. This can be done by alowing the
sensors to interact and understand the person’s present
position. We can achieve it by using temperature sensors,
body movement sensors and pulse sensors.
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Figure 1: Architecture of Emotion Prediction S/SI&’T\

Galvanic skin response (GSR) finds a person state by their
sweat and skin moisture. GSR measures changes in sweat
gland using changesin voltage. The electrodesin GSR have
to be measure the changes, and need to transmit that
information to the recording device. For measuring the pulse
rate we can use the pulse sensor amped which is a plug and
play type of device by which we know whether the person is
suffering from anxiety. Heart beat sensor helps to assess the
heart pulse rate. The heart beat for a normal person is 78
beats per minute. Heart beat sensor results digital signal asits
output. Both sensor output and facial expressions are given as
input to the classifier to predict the emotions of a person.

I11.  WORKING OF GSR

Galvanic Skin Response (GSR) is used to compute the
continuous variations of the electrical characteristics of the
skin caused due to changes in sweating in human body.
Sweating is controlled by Autonomic Nervous System
(ANS). The sweat gland activity increases especially when
the sympathetic branch (SNS) of the ANS is induced
heavily, which in turn amplifies the skin conductance and
vice versa. In this way, electrical phenomenon of the skin
will be active because of the human Sympathetic system
responses. Such system is directly involved in the emotional
behavioral regulation in human body.

The electrical skin response signal is extremely simple to
record. Two electrodes need to be placed between index and
middle finger of the hand, which generates a variation of a
low-tension applied current in between those two electrodes.
The principal behind GSR is, if sweating in human body
increases, conductance of GSR aso increases. The GSR
sensor supplies a very less constant voltage between the
electrodes. This circuit records the skin electrical
phenomenon and its variation by applying Ohm’s law.
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In figure 2, Keeping the voltage (V) as constant, the skin
conductance is calculated by measuring the current flowing
through the electrodes. With this setup, any fluctuation in
current flow is because of changes in the electrical
characteristics of the skin.

IV. FACIAL FEATURE TRACKING

Identification of facial expressions serves as a element of
natural human machine interfaces. To identify facia
expressions image processing techniques can be used. This
section deals with feature extraction from the captured
image.

a) Image preprocessing:

Image pre-processing is a technique to obtain a superior
quality image by removing irrelevant parts from the
images.

Resizing of the input images can be performed with the
Gaussian filter which also gives the smoothness to the
images. Normalization acts as a preprocessing method
through which illumination can be reduced and disparity
of the face images can be minimised with the median
filter and to achieve an improved face image.

b) Noise removal
During image acquisition i.e., digitization and
transmission noise can get into the digital image. Most of
the real time scenarios, imaging sensors can be affected
by environmental conditions or interferences, because of
that noise are added to an image during transmission.
Let a(x;, y;) is the actual image, n(x;, y;) is the noise and
r(xi, yi) isthe resultant pixel.

r(xi, yi) = a(xi, yi) + n(xi, 1)
If we can estimate the noise, we can restore the image.

Median filtering may be a nonlinear technique to take
away noise from images. It is extremely effective in
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removing noise and protecting the edges. It is highly
efficient technique to remove ‘salt and pepper’ sort of
noise. The median filter traverses every pixel of the
image, and transforms each pixel by the median of its
nearest pixels. A pixel along with its neighbours is
known as "window", which slides through all the pixels
of the entire image.

The median of a window is calculated by arranging all
the pixels belong to a window and substituting the pixel
being considered with the median pixel.

c) Image Segmentation:

Image segmentation is a technique used to partition an
image into many slices, where each slice has similar
features. It isacritica state in image processing.

Clustering is an unsupervised learning method to group
similar objects based on the principle the inter class
similarity should be minimum and within the class
similarity will be maximum. The similarity function is
based on the distance between the pixels in the image
usually Euclidian distance or Manhattan distance.

The Euclidian distance is measured using the formula,

| g - "
i, M= Jillx, —x Hx, =x, |"+.4]x, —x |
| i i i 'E i |

K-Medoids is an unsupervised clustering method based
on partitions where each cluster is denoted by one of the
pixels, which work as follows.

e Partition the pixels into k-nonempty subsets.

e Compute the seed point of the cluster. Seeds /
Medoids are the centrally located pixel in that
cluster.

o Allocate each pixel to the cluster whose seed close to
it.

o Repeat the steps until no new assignment.

e Each cluster identifies an object in the facial image.

d) Feature Selection:

The concept of forward feature choice algorithm is to
assess all feature subsets that include just one input
attribute.

In other words, to locate the best individual feature, m, find
the Leave-One-Out Cross Validation (LOOCV) error of the
subsets, {Ai}, {Az}.. {An}, where m is the input
dimensionality.

Find all the 1-attribute LOOCVs and evaluate them, then
capture the best 2 features and evaluate their LOOCV error,
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and repeat the same procedure until m features have been
computed.
(1) Collect atraining data set.
(2) Divideit into K partitions
(3) For each partition(p=0, 1, ..., K-1)
e Let OuterTrainingset(p) = al partitions except p.
o Let OuterTestset(p) = the p’th partition
e Let Inner Training(p) = randomly selected 70% of
the OuterTraining set(p).
o Let InnerTest(p) = left
OuterTrainingset(p).
e Forg=0,1,..,m
. Find for the best feature set with
components, fs,. Using leave-one-out on
InnerTraining(p)
. Let InnerTestScore,, = Root Mean
Square score of fs,q on InnerTest(p).
End loop of (q).
o Select fs,q with the top inner test score.
e Let OuterScore p = Root Mean Square score of the
selected feature set on Outer Testset(p)
End loop.
4) Return mean OuterScore.

over 30% of the

€) Image Enhancement:

The image enhancement technique is to make the digital
picture more appealing to our eyes, (i.e.) making the
images smooth or sharp. It helps to process the image so
that the resultant image is more appropriate than the
original image for a specific application.

The histogram of an image represents the frequency of
pixels in an image. It shows the distribution of gray
levels in the image which is extremely useful in image
processing. Histogram finds a metamorphosis s=T(r) to
be applied to every pixel of the input image f(x,y) such
that a uniform distribution of gray levels in the entire
range results for the output image g(x,y). Distributing the
frequencies is a best way to improve dark or washed out
images.

The discrete approximation of the transformation
function for Histogram Equalization is given by
Ok=T(|k) =ZPr(|i) :Zni/n

i=0tok i=0tok

Ix - input intensity

O - processed intensity

k - Intensity range(e.g 0.0 — 1.0)
n; - the frequency of intensity i
n- summation of all frequencies

V. CLASSIFICATIONBY BACKPROPOGATION

31



International Journal of Computer Sciences and Engineering

Sensor input and the extracted facial features are given
as input to the classification algorithm to predict human
emotions. The backpropagation classification performs
learning on a multilayer feed-forward neural network. It
identifies weights for each connections between the
nodes to predict the category of tuples iteratively. A
feed-forward neural network with multiple layers has one
input layer, one or more hidden layers, and one output
layer.

Each layer can have multiple units. The input values to
the neural network are the attributes of every training
tuple. These attributes values are multiplied by a weight and
sent from input layer to the next layer of “neuron like” units,
known as a hidden layer. The outputs of the hidden layer
units can be input to another hidden layer, and so on and
finally it reaches the output layer.

Back propagation learns from the training tuple by
comparing the network’s calculated value for every tuple
with the actual known target value ie., class labels such
as anger, disgust, aversion, happy, sad, anxiety etc., For
each training tuples, the weights are changed so as to
decrease the mean squared error between the network’s
prediction and the actual target value. These
modifications are propagated “backwards” direction from
the output layer to first layer which isinput layer through
intermediate layers.

Algorithm:

e foreachtrainingtuple T in Database {
o for each input layer node k {
0o Oc=1ly
o for k =nodesin all layer except input layer
Ie= Z wjO; + 0y
Oc=1/(1+e) '«
o for k=1,2,.... nodes in output
Erm = O(1 — 0)(T — Ok)
/I Backpropogation
o for k=1,2,....all the nodes
Err, = Ok(l - Ok) 2 Errowy
k
o for each w;in network
A Wiy = (l)ErrkOi
Wik = Wik + A Wik
0 for each bias 0, in network
A O =(DErr;
Ok = O+ A Oy ;

H

Once the classifier is trained the unknown status of the
person will be predicted from the features and sensor
information.
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Figure 3: Artificial Neural Network
VI. APPLICATIONSOFBLUE EYESTECHNOLOGY

1. Aidsdisabled people.

2. Used to monitor critical patients to provide medical
assistance.

3. Based on emotions in smart home system, music
can be played.

4. Canbeused in automatic car driving.

5. Can be used in power control station and flight
monitoring.

6. In supermarket, based on the prediction of human
temper, marketing of products can be done.

7. 1t can be used in security system.

VIl. CONCLUSION

Resent researches reveals understanding the human
emotions play a vital role in social networking. This
paper gives an approach of creating Human Computer
Interaction that has perceptual and sensory capability
like human beings. The idea presented in this paper
predicts human emotions such as sad, disgust, happy,
tensed, etc., along with their blood pressure and
temperature to suggest whether they need medical
assi stance.
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Abstract— In this digital world, by virtue of highly diversified data generating technologies — huge amount of data is being
churned out by organizations like hospices, banks, e-commerce, retail and supply chain, etc.,. Heaps and loads of big data is
being generated every minute, by humans and machines. Because of onset of big data the industries have fundamentally
changes their way of handling data. The volume and velocity big data generated from the various sources can be managed and
analyzed to take appropriate decisions to benefit the organization. One of the most promising fields where big data analytics
can be applied is healthcare. Big healthcare data and its anal ytics has considerable potential to improve quality of patients’ life,
gain valuable insights, prevent diseases, make healthcare more affordable. Securing data of patients and ensuring its security is
major concern of data analytics. Unless the privacy and security issues of Big Data are addressed in healthcare industry it
cannot be too useful. Invasion of patient privacy is a growing concern in big data analytics as emerging threats and
vulnerabilities continue to grow. It is necessary to ensure a secure and sound environment for big data for better future in
research by repairing the available solutions. In this paper, we present the security and privacy issues in big data applicable to
healthcare industry. Also, we discuss the various Anonymization and Encryption techniques to preserve the privacy of the data,
comparing their strengths and limitations.

Keywords— Healthcare; Headlthcare privacy; Big data security; Big data Privacy; Data Anonymization, K-anonymity,

T-closeness, L-diversity;

l. INTRODUCTION

Big Data refers to the humongous amount of unstructured
data generated through the various digital channels. Big data
is often recognized by the 4 Vs — Volume, Velocity, Veracity
and Variety. This big data is making inroads into the
healthcare industry too. The big data in healthcare is often
referred to as Hedthcare big data. It refers to the vast
guantities of data that is now available to healthcare
providers. Due to digitization of health care information and
increase in the care system based on vaues, huge data is
created, also vast amounts of data come from other sources,
such as wearables, mobile applications, digital marketing
efforts, social media, and more. All of the above ads up to an
unbelievable amount of information, inspiring health systems
to adopt big data techniques and technologies to effectively
collect, analyze, and take advantage of this information. How
is big data benefitting the healthcare? Why is it important to
healthcare?

In this context while stating the importance of benefits of big

data analytics in healthcare this paper discusses the various
challenges faced by healthcare industry in adopting big data
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and highlights the importance of privacy and security of the
big healthcare data. This paper aso discusses the various
privacy techniques for healthcare big data. A survey of the
techniques and how they can be further improved is
presented in this paper. Finally, it concludes by highlighting
the importance of the privacy of big data in healthcare and
comparing the various techniques. Section |1 focuses on big
data and its role in healthcare industry, Section |11 deal with
privacy issues in big healthcare data Section 1V focuses on
Privacy preservation techniques in big heathcare data and
their comparisons. Section V finally concludes by reiterating
the importance of protecting the big health care data.

II. BIGDATAANALYTICSINHEALTHCARE

Big data are two words that describe large volume of data
that may be structured or unstructured, that floods the
businesses every day. The data itself and its volume is not as
important as what does the business do with this data. How
do they mine this data and get the insights is what matters.
This Big data is cleaned, stored and analyzed to gain insights
to help the business managers make better strategies and
decisions. Big data is characterized by 4 Vs Volume,
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Veocity, Veracity and Variety. Volume refers to the large
amount of data generated through various channels. Velocity
refers to large speed at which the data is created. Variety
refers to the variety of data created i.e. text, numbers, videos,
comments etc. The strategy of analyzing large volumes of
data, or big data is called Big Data analytics. This big data is
gathered from a wide variety of sources, including social
networks, videos, digital images, sensors, and saes
transaction records. The analysis of this data is aimed at
uncovering hidden patterns and connections that help in
providing useful insights about the users and people who
created this data. Thus, the businesses try to be one step
ahead of their rivals and a so make some useful decisions.

Big healthcare data too has al the characteristics of big data
i.e. 4Vs. Source of hedthcare big data includes Electronic
healthcare records, wearbles, health monitors, scan reports,
surveys, etc; Health care industry is adopting big data in
major way. The reasons behind it are @ Volume of data
generated by the various channels in healthcare industry b)
Keeping in mind the improvement of healthcare systems and
the Government regulations the healthcare industry requires
the data for analyzing and designing better healthcare
systems. ¢) Customers are most valuable and the healthcare
industry needs to create customized healthcare systems.
Various insights are required into the customers’ needs and
requirements to create specialized packages. There are
various benefits in adopting big data anaytics by healthcare
industry. Big data analytics gives a holistic view of the al
the people involved- consumers, patients and doctors.
Providing the patients with better and improved healthcare
schemes, find the best marketing efforts to reach consumer
and patients with best information, build predictive modelsto
provide preventive car dtrategies, improve hedth care
research and overall optimize the growth care, efficiency,
effectiveness and personalization.

Challengesfaced by the healthcar e big data.

Huge amount of data leads to various challenges like sorting
and prioritizing the data. Right kind of data must reach right
kind of people to ensure correct and accurate analyss.
Another challenge is the data being inconsistent, incomplete
or noisy. Unclean data is big challenge as it is not useful to
anyone.

Particular challenge faced by big healthcare data is privacy
and security of data. Ensuring patient privacy is an enormous
challenge.

What role does big data analytics play is healthcare in
particular? Just like any industry the healthcare industry too
can adopt the big data analytics. With already available large
amount of clinical data and advanced tools and technologies
the industry can now use big data analytics to gain useful
insights and design better medical solutions and make
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revolutionary advances in medical research. It is imperative
that the healthcare industry must incorporate big data
analytics in its latest technologies for a better and bright
future.

[1l. SECURITY AND PRIVACY ISSUESIN
HEALTHCARE BIG DATA ANALYTICS

Big data analytics and medical research having real time
access to patient record helps doctors to take decisions.
Electronic Health Records (EHR) helped a lot in digitizing
the hedth care system and various incentive programs
motivate hospitals to create an accurate and complete EHR.
At the same time, EHR having personal information of
patient may lead to breach of privacy. Hence, techniques for
preserving privacy are required and data need to be
anonymized or encrypted before data analysis.

\ — HeslRcare
mwm

L

-

Fig-1 Privacy Preserved E-health app

Privacy vs. Security

Ability to protect the sensitive information about the patient
is called privacy of data. Data privacy can be assured by
ensuring there is governance of personal data that means
proper means are employed and rigid policies are adhered
while collecting sharing and utilizing data.

Data collected meticulously may be sometimes prone to
malicious attacks and also may lead to misuse for making
a profit. And protecting the data from threats like
mentioned above is ensuring Security of the data. Though
ensuring security is very important it is not a compromise on
ensuring privacy of the patient data. Fig-2 Focuses
on extra distinction between privacy and security.
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+ (Collection of personal

information Security

* Using and disclosing personal
information in authorised
manner

* Confidentiality:
data being stored is
safe from unauthorised
access and use

Protection of
personal
information

+ Data quality

* Integrity: data is reliable
and accurate

* Access to personal
information

* Availability: data is available for
use when it Is needed

Fig-2: Privacy V'S Security

Security of big healthcare data

Healthcare companies have mechanisms in place to ensure
proper storage, maintenance of data and also have the ability
to deal with release of voluminous amounts of data to
support deliverance and care, but on flip side they lack
technical support and minimal security. Among al the
industries the most vulnerable industry is healthcare industry
in data breaches. The malicious attackers can breach the
private healthcare data and release it to public. Ensuring
security is major concern and complex process. There are
risks to be undertaken as the security measures become more
and more complex. But it is essential and imperative that
organizations ensure security and privacy of the healthcare
data by designing security solutions to fulfil the healthcare
goals.

Privacy of big healthcare data *
The biggest fear in the big data analytics and healthcare®
industry isinvasion of patient privacy. At the advent of new
and advanced techniques to attack and steal data from
information systems, this fear is rea. As a result,
organizations are challenged to address these diverse and
critical issues. The incident where in a particular company
has sent some baby related coupons to a teenage girl without
her parents’ knowledge has food for concern. Incidents
reported like above mentioned forces everybody involved in
analytics to big data privacy. Applications must strongly
have in place security and privacy preservation techniques.
They must also ensure that the key identifiers of private data
remain private irrespective of the up gradations of the
applications.

Ensuring Privacy of medical dataisavital and is critical.
Some light on the worldwide privacy protection laws in the®
next paragraph. *

Data protection laws

To take care of the growing threat to breach of data and
applicable data protection legislation, it is ever crucial
that healthcare organizations are able to manage and
guard personal and private information and also take care
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of their risks and legal related problems. Regulations
concerning data protection and laws of data are different
in different countries. The OECD Heath Care Quality
Indicators (HCQI project is accountable for measuring
and comparing the quality of health services. HCQI is the
quality indicators to study certain factors on the health
services [20].

The General Data Protection Regulation (GDPR), decided
upon by the European Parliament and Council in April
2016, will replace the Data Protection Directive 95/46/ec
in Spring 2018 as the primary law controlling over how
companies protect EU citizens' personal data.

Companies that areaready in compliance with the
directive should guarantee compliance with new needs of
the GDPR [21].

Data Breaches are becoming too common

All of the regulatory necessities around data privacy,
security, and preventing data breach of personaly
identifiable health data, are not sufficient and have become
al too general across the industry. There were data breaches
and thefts of medical data in the years 2015 and 2016 of
around 80 million people and 11 million people respectively
a Anthem and Premera. One analysis of the US Health and
Human Services data breach database found araise from 268
data breaches in 2015 to 328 separate breaches in 2016, with
more than 16 million health records of American citizens
being affected.

IV. PRIVACY PRESERVATION TECHNIQUES

An individual can decide which information can be shared or
restrict the access to ensure his privacy which is basic
requirement. If the key information is publicised then it is
very vulnerable as the data is at the control of information
holder. Here information holder will be websites, mobile
apps, socia networking application, e-commerce website,
banks, hospitals etc. Guaranteeing privacy is crucia in
present computing atmosphere. While not this, users feel
uneasy to use and deep in the UC atmosphere. The
implementation of privacy safeguard or privacy enhancing
technologies goes to be a protracted road. Recognizing the
privacy preservation and possible protection techniques are
useful to develop and implement the privacy preserved
system. It's the responsibility of the information holder to
make sure privacy of the user’s data.

Various Privacy protective methods in which majority are
based on Anonymization. Privacy preservation methods are
as below.
1. Anonymization Technique
» K anonymity
* L diversity
* T closeness
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Randomization Technique

Cryptographic Technique

Data distribution Technique

Multidimensional Sensitivity Based Anonymization

arLd

1. Anonymization

Data gathering for analytics causes massive privacy issues.
Person identifiable information (PII) is very tough because
the information is shared too quickly. Urge to eliminate
privacy issues, the conformity between the info holder and
therefore the individual should be determined by policies.
Users information ought to be anonymized (de-identified)
and then be released to data analyser via protected channels.
Before publication, the first table is altered consistent with
the actual privacy needs. Anonymization is that the
irreversible elimination of knowledge that would guide to a
private being recognized, either on the premise of the
removed info or together with different information.

The flustered information should be stripped of distinctive
data, making it unworkable to realize insights on a discreet
individual, even by the party that's in responsible of the
anonymization. Anonymization operations used to preserve
data privacy are listed below.

a. Generalization: It is replacing the specific Quasi-identifier
(QID) values with reduced specific description with added
generalization. Here we swap data values with a genera
value in the classification of a data attribute. An example
where generadlizing a designation data attribute with
Employee instead of Developer or Tester. The types of
generalization techniques include full domain generalization,
sub tree generaization, multidimensional generalization,
sibling generalization, and cell generalization.

2. Suppression: Data values are swapped with some special
characters like “*” in suppression operation. This way we
can avoid disclosing of real data. Suppression includes
record suppression, value suppression, and cell suppression.

3. Anatomization: In anatomization, we dissociate the
relationship between the quasi-identifiers and sensitive
attributes. The data on QID and SA are released in two
different data tables. One table contains quasi-identifier and
the other table contains sensitive attributes which contain one
attribute that is commonly referred to as GrouplD. The
GrouplD will have same group value for the same group
linked to the sensitive values.

4. Permutation: The relationship between quasi-identifier
and numerically sensitive attribute is disassociated by
partitioning a set of records into groups and shuffling their
sensitive val ues within each group in his data permutation,
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5. Perturbation: Perturbation is the way of swapping the
origina data values with some synthetic values, so that the
statistical information computed from changed data does not
differ considerably from the statistical data computed from
the original data. Some examples like, adding noise,
swapping data, and generating synthetic data values. The
problem with perturbation is it is insignificant to the
receivers as the published record is synthetic and does not
have any meaning in the real world.

K-anonymity:

It is an interesting anonymization technique for big data
privacy preservation. Here we deal with quas identifier
attributes. It is a unique approach in applying k-anonymity
for QID attributes. It’s a new algorithm called “k-anonymity
without prior value of the threshold k”. But, other many
proposed k-anonymity algorithms the threshold k of k-
anonymity has to be known before anonymizing the data set.
K-anonymity is applied on the healthcare information as
shown in Tablel. The table shows data before
anonymization.

Tablel: Original Data.

Slho Pin Age Disease
1 515001 29 Diabetic
2 515275 22 Diabetic
3 500094 27 Diabetic
4 524369 43 Dermatology
5 524362 52 Diabetic
6 524333 47 Kidney
7 522365 30 Diabetic
8 522466 36 Kidney
9 522236 32 Kidney

K-anonymity technique is applied with k as 3 to ensure three
identical data. K-anonymity is applied on the two attributes
viz. age and Zip and is shown in Table 2.

Table2: Anonymization on age and Pin.

Sno Pin Age Disease
1 515** 2* Diabetic
2 515** 2* Diabetic
3 500** 2* Diabetic
4 5243* >40 Dermatology
5 5243* >40 Diabetic
6 5243* >40 Kidney
7 522%* 3* Diabetic
8 522** 3* Kidney
9 522** 3* Kidney

In the above table, we have provided Anonymization using
generalization or suppression operations. But till, if it is
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known that Ram is 29 aged and residing at 515001 pin then
easily we can make out that Ram is a Diabetic yet later data
anonymization as shown in Table 2. This data leak is known
as Homogeneity attack. In other case, if Ram is aged 36 and
with little back ground knowledge that Ram does not have
Kidney problem, we can easily find out that Ram must be
having Diabetic problem. This is known as background
knowledge attack. K-anonymity suffers with these
limitations.

L-diversity is proposed to overcome the limitations of k-
anonymity. This novel method is introduced to ensure
privacy preservation by avoiding data attribute leak even with
background knowledge. This operation “well-represent” the
sensitive attributes in each group. Sensitive data attributes
are varied among every quasi-identifier equivalence class.
ThisisaK-anonymity’s modification operation.

Vol. 7(9), Apr 2019, E-ISSN: 2347-2693

2 515** 16k 2% Kidney

3 515** 9k 2* Dermatol ogy
4 5243* 20k >40 Dermatol ogy
5 5243* 42k >40 Diabetic

6 5243* 8k >40 Flu

Table3: L-diversity privacy preservation technique.

Sino pin Salary Age Disease

1 515** 5k 2* Diabetic

2 515** 6k 2* Diabetic

3 515** 7k 2* Diabetic

4 5243* 20k >40 Dermatology

5 5243* 22k >40 Diabetic

6 522* 24k >40 Kidney

Data attribute leak cannot be ensured even when overall
distribution of information is twisted into equivalence
categories. For instance, if al the data rows are dispersed
into 3 equality groups then semantic proximity of these data
attributes could result data attribute leakage. L diversity
suffers from homogeneity attack. In Table 3 it is found that if
Ram is aged 29 and resides at 515001 zip is known, then
definitely Ram falls in low income category as wage of all
three persons in 515** pin are less compared to other data
values. Thisis known as homogeneity attack.

T-closeness. Refinement of I-diversity by decreasing the
granularity of the interpreted data is t-closeness operation.
The analyser’s scope of knowledge on a specific data is
partial while the facts are not limited to the overal table
containing the datasets. Therefore, this lessens the
association between the quasi-identifier attributes and the
sengitive attributes. In Table 4 it is found that Ram is aged
29, yet it is hard to guess whether Ram is Diabetic and falls
under less salaried category or not. Attribute disclosure is
ensured by T-closeness but sometimes, it might not provide
correct allocation of data attributes.

Table 4: T-closeness technique

Sino Pin Salary Age Disease

1 515** 5k 2* Diabetic
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2. Randomization technique:

The modification process of data values by adding noise
using probability distribution is known as Randomization. It
is widely implemented in surveys, sentiment analysis etc. It
doesn’t other records knowledge and can be implemented
during data compilation and pre-processing time.
Randomization technique is not applicable on large datasets
because of time complication and data usefulness. For an
example, we have considered and taken 20k records from a
Hospital DB into Hadoop’s HDFS and executed by Map
Reduce.

* As data volume increased, more and more Mappers and
Reducers are used.

+ Significantly dissimilar results are found before and after
randomization.

* Qutlier records remain unchanged by randomization and
are more unprotected and vulnerable for attacks.

Hence it is not an appropriate operation for the big data.

Recorvmunt
Randomired s

Dataset

Original
Distridation

Fig-3 Randomization Technique

3. Datadistribution technique
Data distribution technique is distributing the data across
many sites. It isin two ways:

i. Horizontal distribution of data

ii. Vertical distribution of data
Horizontal distribution of data: In Horizontal distribution,
data values are scattered among numerous sites with the
equal valued identifiers. This technique can be allied on the
information without really sharing the data. Here, the data
values are scattered at diverse sites of various organizations.
The parties help each other in noticing the data values at
other ones. Here, truthful is expected among all participating
Sites.

Vertical distribution: Vertical distribution distributes the
user’s specific data in diverse nodes under control of various
organizations. Here, every site stores partia set of identifiers
of an individual. Data values will to be pooled from all these
sites for data analytics and then, there is a possibility of
privacy breach vulnerability. Ensuring privacy during data
analytics of vertically distributed data is difficult as the data
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values are scattered among various sites under control of
various organizations.

4. Cryptographic techniques

This technique ensures privacy by encrypting sensitive.
It provides proper toolset for agorithms of
cryptography. We describe here results
of cryptanalytic analysis that shows how different
parties will together work out any function of their
inputs, while not revealing the other information. Maximal
privacy is achieved which hides al vital data except for
the required output of the function. This technique
attempts to model the world which is both realistic and
common. Still there are few “real world” aspects which
are not modelled; the privacy preservation and the
generality of the results are quite notable. The data
analyser may encode the data before discharging the
equivalent for analysis. The crucia problem is
encoding vast scale data using conventional encryption
method is very difficult. So, it does not hold good for
large databases. Also, this approach is hard to scale
when more parties are involved.

5.Multidimensional  Sensitivity-Based Anonymization
framework (M DSBA):

There are three stake holders involved in Big Data anaytics;
they are the data owner, the service provider, and the user
analyzer. MDSBA implements a bottom-up technique of k-
anonymity. It is an enhanced Anonymization method
implemented on huge data sets with lessen data attributes
loss and predefined Qid’s. This technique adapts a
distinguished multi-access level for users. MAP REDUCE
framework is used to handle Big data sets. The framework
aims to apply a complete solution for MapReduce operations
in big data. The solution basis mimics the parallel distributed
processes over MapReduce nodes. This divides the single
rigorous anonymization process into multi-tasks that can be
distributed more than one node. Accessing data for analytics
is conducted by many users with multi-level accessin the big
data environment. This compels a steady level of the data
access and view. Users with a low-level permission are less
trusted by data owners. Therefore, more restrictions are
applied to a data view. Apache Pig scripting language filters
are used to split data values into different bags upon
likelihood alocation of the Qid’s.

Apache Pig with four quasi identifiers is used in Data
Anonymization. It can be safe guarded from background
knowledge attack as the data is vertically distributed into
various groups and when the bag holds less data identifiers.
Data mapping with exterior sources to reveal any individual
sensitive datais very hard in this technique.
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Various features of above discussed data privacy
preservation techniques are analysed and enlisted in the table
as below.

Table 5: Comparison of privacy preservation techniques

Features Privacy preservation techniques
Anon | Crypt | Data | Ran | MD
ymiza | ograp | distri | domi | SBA
tion hic butio | zatio
techni | techni | n n
ques | ques

Suitability N N N N Y

of

unstructur

ed data

Attribute N N N Y Y

preservati

on

Damage to N N Y N Y

data utility

Very N Y Y Y Y

complex

to apply

Accuracy N Y N N N

of data

analytics

results

Because of Socia media and |OT, major part of the data
generated is unstructured in nature. But, based on outcomes
and analysis of our well organized literature survey; most of
the present privacy preservation techniques can handle
optimally structured data. We need to think about the listed
iSsues.

i. Design arobust technique to preserve privacy in structured

aswell as unstructured information.

ii. To develop Reliable, Scalable and sturdy techniques to

hold huge diversified information.

iii. Headlth care Big data analytics can be carried out by
ensuring privacy preservation by keeping the data in its
native form and without data alteration.

iv. New methodologies should be designed to assure privacy
upon countering key privacy threats that exemplify
personal information revelation, police investigation etc.

v. Increasing information utilization for analytics by
guaranteeing information privacy.

V. CONCLUSION

Abundant chances and prospects are open for health care big
data to steer health care data analysis, predictions, decision
making, planning dtrategies, data sighting, medical
carefulness, and health care management. But, there are vast
barriers and challenges that hamper its true possible outcome
in the data healthcare analytics field, like practical issues,
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privacy and security challenges and etc. These Big data
safety and secrecy issues are critical obstructions for
investigators in this area. Here in this paper, we have
conversed how health care industry is making use of the big
data analytics. Security and Privacy issues of Health care big
data are discussed. Various Privacy preservation

techniques in the context of big healthcare data are discussed.
But the problem ever exists. As our future scope we focus
on designing optimized techniques for the privacy
preservation of dynamically scaled big data healthcare
privacy and security. Further we have tried to solve the
problem by optimizing Anonymization using MapReduce
framework.

We have analyzed and compared various Privacy preserving
techniques. The knowledge of various available privacy
preservations techniques will be useful to design Privacy
preserved Healthcare environment.

It is very much needed to generate consciousness among the
individuals about the different ways of protecting personal
information against privacy and security breaches apart of
these technological solutions. Lot of private data like images,
contacts, mails, messages, chats and data files are accessed
by lots of apps in our smart phones without our awareness.
Many times, people install the apps without reading the
privacy agreement statements. Therefore, here is a crucial
need and necessity to instruct public to be aware of the
variety of vulnerabilities which may allow private data
breaches.
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Abstract— Security has been a mgjor interest for authentication over networking. In this modern society, mobile devices have a
pertained importance with hundreds and millions users. With the help of pins, passwords there are weak authentication
mechanisms which allow attackers to access the stored data. By implementing various methods for key exchange cryptographic
can solve the problem of security. Identity verification is a developing and mesmerizes much attention. Biometric recognition
mainly relates to the automatic recognition of individuals based on their behavioral characteristics. Almost appropriate is based
on vein pattern is an approach that uses the vast network of blood vessels that lie underneath a skin. Vein pattern are unique
and also difficult to duplicate even twin has an unlike and unigque vein structure. Biometric security devices measure unique
characteristics of a person, such as voice pattern, the iris or retina pattern of the eye and finger print. In biometrics, it is very
difficult for someone to break into a system. Biometric security is a mechanism which is used to prove and provide access to a

facility or system based on the automatic and direct verification of a single person’s physical behavior.

Keywords: Authentication, cryptography, networking.

. INTRODUCTION

A.Biometrics

It is the activity and applied math analysis of people’s
distinctive physical and activity characteristics. .Biometrics
has the capability to prove dramatically quicker, easier and
safer than normal passwords; however organization got to
watch out concerning the biometric information they collect.
The technology is principally used for identification and
access management or for distinguishing people WHO area
unit underneath police work. Biometric identifiers area unit
the distinctive, measurable characteristics won’t to label and
describe people. Biometric identifiers area unit usualy
classified as physiological versus activity characteristics.
Physiological characteristics unit of measurement related to
the shape of the body. Examples embrace, however aren't
restricted to fingerprint, palm veins, face recognition, DNA,
palm print, hand maths, iris recognition, animal tissue and
odor/scent. Behavioral characteristics unit related to the
pattern of behavior of a private, together with however not
restricted to typewriting rhythm, gait, and voice. Some of the
researchers have been coined the term biometrics to describe
the latter class of biometrics.

Because life science will offer an inexpensive level of
confidence in authenticating an individual with less friction
for the user, it has the potential to dramatically improve
enterprise security. Computers Associate in nursing devices
will unlock mechanically once they find the fingerprints of
an approved user. Server area doors will swing open once
they acknowledge the faces of sure system directors. Help

© 2019, 1JCSE All Rights Reserved

table systems would possibly mechanically pull up al
relevant data once they acknowledge Associate in nursing
employee's voice on the support line.

B.Types of biometrics

A biometric symbol is one that's associated with intrinsic
human characteristics.

They fall roughly into 2 categories:

Physical identifiers and Activity identifiers.

* Fingerprints: Fingerprint scanners have found everywhere
in recent years due to their widespread classification on
smart phones.

Any device that may be touched, such as a phone screen,
computer mouse or touchpad, or a door panel, has the ability
to become an easy and convenient fingerprint scanner.

* Photo: If a tool is supplied with a camera, it can easily be
used for authentication.

Facial recognition and retinal scans area unit 2 common
approaches.

* Physiological recognition: biometric identification is that
the second commonest style of authentication, according to
Spice works, in place at 14 percent of companies.

Other image-based authentication strategies embrace hand
pure mathematics recognition, used by 5 percent of
companies, iris or retinal scanning, palm vein recognition,
and ear recognition.
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* Voice: Voice-based digital assistants and telephone-based
service portals sgquare measure aready exploitation voice
recognition to spot users and demonstrate customers.

« Signature: Digital signature scanners square measure
already in widespread use at retail checkouts and in banks
and sguare measure an honest selection for things wherever
users and customers square measure already expecting

To have to sign their names.

* DNA: nowadays, DNA scans square measure used
primarily in enforcement to spot suspects -- and within the
movies.

I1. APPLICATIONSOF BIOMETRICS

A. Airport Security

Making the journey through airfield terminals additional
seamless for passengers could be a goa shared by airports
round the world. Biometric technology to verify rider
identities has been utilized in many giant internationa
airports for variety of years and therefore the technology is
quickly spreading to alternative locations across the globe.

In several airports, the highest biometric modality aternative
for immigration management is iris recognition. In order to
use iris recognition, travelers are initial registered by having
a photograph of their iris and face captured by a camera
Then, their distinctive details are keep in a world info for
quick, correct identification at ports of entry and exit that use
iris recognition for somebody biometric authentication.
When traveling, rather than waiting in long queues to be
processed, passengers merely wak into a booth and
appearance into associate degree iris camera. The camera
then photographs the iris and a software program then
matches the details with the information stored on the
database.

Biometrics simplifies the airfield expertise for countless
passengers traveling each day. Use of the technology
additionally ensures the very best level of security and safety

B. Time and Attendance

Workforce management is another field wherever the
employment of bioscience is on the increase. Fraudulent
worker time and group action activities area unit a standard
development in organizations throughout the globe.
According to associate Yankee Payroll Association study,
the typical worker reportedly steals roughly four and a 0.5
hours per week, that is such as six weeks’ vacation if figure
over ayear. To solve thisissue, firms area unit implementing
biometric time clocks on their work sites.

A biometric time associated group action system is that the
machine-controlled technique of recognizing a worker

© 2019, IJCSE All Rights Reserved

Vol. 7(9), Apr 2019, E-ISSN: 2347-2693

supported a physiological or behavioral characteristic. The
most common biometric options used for worker
identification area unit faces, fingerprints, finger veins, palm
veins, irises, and voice patterns. When associate worker
makes attempt identification by their biologica traits, a
biometric hardware device compares the new scan to any or
all accessible templates so as to seek out a definite match.
Even government organizations currently suppose bioscience
for making certain timely group action of workers and
correct payroll calculations.

Law Enforcement

Organizations just like the Federal Bureau of Investigations
(FBI) and international law enforcement agency are
mistreatment bioscience in criminal investigations for years.
Today, bioscience is wide employed by enforcement
agencies across the globe for the identification of criminals.
In 2008, the Chinese Police adopted an ABIS solution to
allow forensic fingerprint examiners the ability to cross
check inmate identities for possible matches within the
database.

Biometrics is additionally wide used for jail and jail
management. Biometrics provides recent details of the Jail
Authority, Public Safety Departments, and Governments can
safely and securely manage prisoner identities.

Access Control & Single Sign On (SSO)

I[I.  THEPRIMARY REASON BEHIND A LOT OF AND A LOT OF
ORGANIZATIONS AND PERSONNEL ACROSS THE WORLD
ADOPTING BIOMETRIC TECHNOLOGY FOR ACCESS
MANAGEMENT AND SINGLE CHECK IN (SSO) ISASA RESULT
OF ANCIENT AUTHENTICATION TECHNIQUES LIKE PASSWORDS
ARE INSUFFICIENT FOR PERSONAL IDENTIFICATION.
PASSWORDS SOLELY OFFER PROOF OR PROOF OF DATA
WHEREAS BIOSCIENCE PROVIDES DISTINCTIVE BLESSINGS AS A
RESULT OF IT DEPEND ON DISTINGUISHING SOMEBODY BY
“WHO THEY ARE” COMPARED TO “WHAT YOU RECOGNIZE “OR
“WHAT YOU HAVE.”

Today, bioscience is wide used round the world for home
access management, mobile phone access, vehicle access
authentication and Single Sign on (SSO).

Banking — Transaction Authentication

Biometrics in banking has redoubled an excellent deal within
the previous few years and is being enforced by banks
throughout the globe.

As world monetary entities become a lot of digitally-based,
banks square measure implementing biometric technology to
boost client and worker identity management in an endeavor
to combat fraud, increase dealings security, and enhance
customer convenience. Customers also are fed-up with fraud
and therefore the inconveniences related to perpetualy
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having to prove their identities. As aresult, alot of and alot
of customers area unit trying to find banks that have
biometric identification in situ prompting banks to a lot of
closdly analysis the technology for implementation.

[1I.NETWORK SECURITY

It is a broad term that covers a mess of technologies, devices
and processes. In its simplest term, it is a set of rules and
configurations designed to protect the integrity,
confidentiality and accessibility of pc networks and
knowledge victimization each software system and hardware
technologies.

Every organization, despite size, trade or infrastructure,
needs a degree of network security solutions in situ to guard
it from the ever-growing landscape of cyber threats within
today.

Today's network architecture is complex and is faced with a
threat environment that is always changing and attackers that
are always trying to find and exploit vulnerabilities. These
vulnerabilities can exist in a broad number of areas,
including devices, data, applications, users and locations.

For this reason, there are a unit several network security
management tools and applications in use these days that
address individual threats and exploits and additionally
restrictive non-compliance.

When simply a couple of minutes of time period will cause
widespread disruption and large injury to Associate in
Nursing organization's bottom line and name, it's essentia
that these protection measures area unit In place.

How Does Network Security Work?
There area unit several layers to survey once addressing
network security across a company.

Attacks will happen at any layer within the network security
layers model, therefore your network security hardware,
software and policies must be designed to address each area.
Network security generally consists of 3 totally different
controls: physical, technical and body.

Here is a brief description of the different types of network
security and how each control works.

Physical Network Security

Physical security controls area unit designed to forestall
unauthorized personnel from gaining physica access to
network elements like routers, cabling cabinets then on.
Controlled access, like locks, biometric identification and
alternative devices, is essential in any organization.

Technical Network Security
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Technical security controls defend knowledge that's hold on
on the network or that is in transit across, into or out of the
network.

Protection is twofold; it has to defend knowledge and
systems from unauthorized personnel, and it also needs to
protect against malicious activities from employees.

Administrative Network Security

Administrative security managements contains security
policies and processes that control user behavior, as well as
to the infrastructure however users area unit, their level of
access .

V. APPLICATIONS OF NETWORK SECURITY

A variety of popular tools that allow access to remote hosts
(such as telnet, rlogin) or that provide means for file transfer
(such as ftp) exchange user credentials and data in plain text.
This makes them prone to eavesdropping, tampering, and
spoofing attacks. Although the tools mentioned above might
have conjointly been engineered upon SSL/TLS, a different
protocol suite called Secure Shell (SSH) has been developed,
which follows partial overlapping goals.

The SSH Transport and User Authentication protocols have
options kind of like those of SSL/TLS. However, they are
different in the following ways:

e TLS server authentication is ex gratia and therefore the
protocol supports absolutely anonymous operation, in which
neither side is authenticated. As such connections are
inherently vulnerable to man-in-the middle attacks, SSH
requires server authentication.

e TLS does not provide the range of client authentication
options that SSH does — public-key via RSA is the only
option.

e Most significantly, TLS doesn't have the additional options
provided by the SSH association Protocol .

CUTRE

ERETON IIFIESN LTOING

Figure 1. Image database for Biometrics
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V. CONCLUSION

Biometric identification management systems offer higher

security, convenience, answerableness, and correct audit
trails — al attributes that encourage businesses
to analysisand implement the technology for his or

her own use.

We believe that as time moves forward, we are going to
see implementation of biometric technology still grow and
be employed in even alot of areas that bit our lives

REFERENCES

[1]. Kirat Pal Singh Senior Project Fellow Council of Scientific and
Industrial Research (CSIR) — Central Scientific Instruments
Organization (CSIO) CSIR-CSIO, Ministry of Science &
Technology, Chandigarh-160030

[2]. Mohammed Nasir Uddinl, Selina Sharmin2, Abu Hasnat Shohel
Ahmed3 and Emrul Hasan4, Shahadot Hossain5 and
Muniruzzaman6 Shanto Mariam University of Creative
Technologyl, 3 ,Uttara University4,5,6 1JCSNS International
Journal of Computer Science and Network 16 Security, VOL.11
No.10, October 2011

[3]. SURVEY OF BIOMETRIC RECOGNITION SYSTEMS AND
THEIR APPLICATIONS 1 SULOCHANA SONKAMBLE,
2DR. RAVINDRA THOOL, 3BALWANT SONKAMBLE 1Asstt
Prof., Department of Information Technology , MMCOE, Pune,
India 411052 2Professor, Department of Information Technology,
SGGSIE& T,Nanded, India -411017 3Asstt Prof., Department of
Computer Engineering, PICT, Pune, India-411043

[4]. Himanshu Srivastava Department of Computer Science &
Engineering Roorkee Institute of Technology, Roorkee (U.K.),
India IOSR Journal of Computer Engineering (IOSR-JCE) e
ISSN: 2278-0661, p- ISSN: 2278-8727Volume 15, Issue 1 (Sep. -
Oct. 2013), PP 22-29

[5]. Ravi Subban and Dattatreya P. Mankame A Study of Biometric
Approach Using Fingerprint Recognition Lecture Notes on
Software Engineering, Val. 1, No. 2, May

[6]. Mohammed Nasir Uddinl, Selina Sharmin2, Abu Hasnat Shohel
Ahmed3 and Emrul Hasan4, Shahadot Hossain5 and
Muniruzzaman6 Shanto Mariam University of Creative
Technologyl, 3 ,Uttara University4,5,6 A Survey of Biometrics
Security System IJCSNS International Journal of Computer
Science and Network Security, VOL.11 No.10, October 2011

© 2019, IJCSE All Rights Reserved

Vol. 7(9), Apr 2019, E-ISSN: 2347-2693

AuthorsProfile

Dr.Kavitha is working as a Assistant professor
in dayananda Sagar College. She has
publishes papers in reputed journals which
includes Springer, Elsevier, Scopus, |EEE.
She is the member of BOS and BOE for many
universities.

Noor Fathimais currently pursuing her
Bachelor's in Computer Application's. She is
interested in Network and Cyber Security and
interested in many other programming
languages also. She is aso interested in

IL/"
learning new technologies related to Big Data

and Cloud Computing and started with certification courses.

Pallavi B N is currently pursuing her
Bachelor's in Computer Application's. She is
interested in Network and Cyber Security and
interested in many other programming
languages aso. She is also interested in
learning new technologies related to Big Data

and Cloud Computing and started with certification courses

28



€
A CSE

| nternational Journal of Conputer
Sci ences and Engi neeri ng

Scholarly Peer-Reviewed Scientific Research Publishing Journal

Publication Certificate
Thisisto certify that

T. Kohila Kanagalakshmi

has published a paper entitled “Ascertaining Human Emotions
using Blue Eyes Technology ” in International Journal of
Computer Sciences and Engineering, Volume-07, Specid
Issue-09, Apr 2019, after review reports of our editorial board
and review board.

We wish you for your success and bright future.......

F

53 .E;_-J
Managing Director
| JCSE, I SSN: 2347-2693

Www.ij cseonline.org
editor @ij cseonline.org




€
A CSE

| nternational Journal of Conputer
Sci ences and Engi neeri ng

Scholarly Peer-Reviewed Scientific Research Publishing Journal

Publication Certificate
Thisisto certify that

Vibha S

has published a paper entitled “Ascertaining Human Emotions
using Blue Eyes Technology ” in International Journal of
Computer Sciences and Engineering, Volume-07, Specid
Issue-09, Apr 2019, after review reports of our editorial board
and review board.

We wish you for your success and bright future.......

F

53 .E;_-J
Managing Director
| JCSE, I SSN: 2347-2693

Www.ij cseonline.org
editor @ij cseonline.org




€
A CSE

| nternational Journal of Conputer
Sci ences and Engi neeri ng

Scholarly Peer-Reviewed Scientific Research Publishing Journal

Publication Certificate
Thisisto certify that

PrathibhaK H

has published a paper entitled “Ascertaining Human Emotions
using Blue Eyes Technology ” in International Journal of
Computer Sciences and Engineering, Volume-07, Specid
Issue-09, Apr 2019, after review reports of our editorial board
and review board.

We wish you for your success and bright future.......

F

53 .E;_-J
Managing Director
| JCSE, I SSN: 2347-2693

Www.ij cseonline.org
editor @ij cseonline.org




€
A CSE

| nt er nati onal Journal of Conputer
Sci ences and Engi neeri ng

Scholarly Peer-Reviewed Scientific Research Publishing Journal

Publication Certificate
Thisisto certify that

K.R. Radhakrishnan

has published a paper entitled “Precison Agriculture Using
Artificial Intelligence & Machine Learning Techniques’ in
International Journal of Computer Sciences and Engineering,
Volume-07, Special Issue-09, Apr 2019, after review reports of
our editorial board and review board.

We wish you for your success and bright future.......

Managing Director
| JCSE, I SSN: 2347-2693

Www.ij cseonline.org
editor @ij cseonline.org

r "\\_-'"“




€
A CSE

| nt er nati onal Journal of Conputer
Sci ences and Engi neeri ng

Scholarly Peer-Reviewed Scientific Research Publishing Journal

Publication Certificate
Thisisto certify that

T. KohilaK anagalakshmi

has published a paper entitled “Precison Agriculture Using
Artificial Intelligence & Machine Learning Techniques’ in
International Journal of Computer Sciences and Engineering,
Volume-07, Special Issue-09, Apr 2019, after review reports of
our editorial board and review board.

We wish you for your success and bright future.......

Managing Director
| JCSE, I SSN: 2347-2693

Www.ij cseonline.org
editor @ij cseonline.org

r "\\_-'"“




€
A CSE

| nternational Journal of Conputer
Sci ences and Engi neeri ng

Scholarly Peer-Reviewed Scientific Research Publishing Journal

Publication Certificate
Thisisto certify that

Mohit Agarwal

has published a paper entitled “Precison Agriculture Using
Artificial Intelligence & Machine Learning Techniques’ in
International Journal of Computer Sciences and Engineering,
Volume-07, Special Issue-09, Apr 2019, after review reports of
our editorial board and review board.

We wish you for your success and bright future.......

F

53 .E;_-J
Managing Director
| JCSE, I SSN: 2347-2693

Www.ij cseonline.org
editor @ij cseonline.org




€
A CSE

| nternational Journal of Conputer
Sci ences and Engi neeri ng

Scholarly Peer-Reviewed Scientific Research Publishing Journal

Publication Certificate

Thisisto certify that
Aruna Devi.T

has published a paper entitled “loT Technology and its
Applications in Various Fields® in International Journal of
Computer Sciences and Engineering, Volume-07, Special
Issue-09, Apr 2019, after review reports of our editorial board
and review board.

We wish you for your success and bright future.......

F

53 .E;_-J
Managing Director
| JCSE, I SSN: 2347-2693

Www.ij cseonline.org
editor @ij cseonline.org




€
A CSE

| nternational Journal of Conputer
Sci ences and Engi neeri ng

Scholarly Peer-Reviewed Scientific Research Publishing Journal

Publication Certificate

Thisisto certify that
Suman Narendra

has published a paper entitled “loT Technology and its
Applications in Various Fields® in International Journal of
Computer Sciences and Engineering, Volume-07, Special
Issue-09, Apr 2019, after review reports of our editorial board
and review board.

We wish you for your success and bright future.......

F

53 .E;_-J
Managing Director
| JCSE, I SSN: 2347-2693

Www.ij cseonline.org
editor @ij cseonline.org




€
A CSE

| nternational Journal of Conputer
Sci ences and Engi neeri ng

Scholarly Peer-Reviewed Scientific Research Publishing Journal

Publication Certificate

Thisisto certify that
Musani Pogjitha

has published a paper entitled “loT Technology and its
Applications in Various Fields® in International Journal of
Computer Sciences and Engineering, Volume-07, Special
Issue-09, Apr 2019, after review reports of our editorial board
and review board.

We wish you for your success and bright future.......

F

53 .E;_-J
Managing Director
| JCSE, I SSN: 2347-2693

Www.ij cseonline.org
editor @ij cseonline.org




€
A CSE

| nternational Journal of Conputer
Sci ences and Engi neeri ng

Scholarly Peer-Reviewed Scientific Research Publishing Journal

Publication Certificate

Thisisto certify that
Aruna Devi.T

has published a paper entitled “Security Enhancement through
Cryptography and Hardware Devices’ in International Journal of
Computer Sciences and Engineering, Volume-07, Specid
Issue-09, Apr 2019, after review reports of our editorial board
and review board.

We wish you for your success and bright future.......

F

53 .E;_-J
Managing Director
| JCSE, I SSN: 2347-2693

Www.ij cseonline.org
editor @ij cseonline.org




€
A CSE

| nternational Journal of Conputer
Sci ences and Engi neeri ng

Scholarly Peer-Reviewed Scientific Research Publishing Journal

Publication Certificate
Thisisto certify that
Tgaswini SMajjigi
has published a paper entitled “Security Enhancement through
Cryptography and Hardware Devices’ in International Journal of
Computer Sciences and Engineering, Volume-07, Specid

Issue-09, Apr 2019, after review reports of our editorial board
and review board.

We wish you for your success and bright future.......

F

53 .E;_-J
Managing Director
| JCSE, I SSN: 2347-2693

Www.ij cseonline.org
editor @ij cseonline.org




€
A CSE

| nternational Journal of Conputer
Sci ences and Engi neeri ng

Scholarly Peer-Reviewed Scientific Research Publishing Journal

Publication Certificate

Thisisto certify that
Shyam Vaibhav. M S

has published a paper entitled “Security Enhancement through
Cryptography and Hardware Devices’ in International Journal of
Computer Sciences and Engineering, Volume-07, Specid
Issue-09, Apr 2019, after review reports of our editorial board
and review board.

We wish you for your success and bright future.......

F

53 .E;_-J
Managing Director
| JCSE, I SSN: 2347-2693

Www.ij cseonline.org
editor @ij cseonline.org




&
A|CSE

International Journal of Computer

Sciences and Engineering
Scholarly Pesr-Reviewed Sclantific Ressarch Publishing Journal

Publication Certificate

L]

This is to certify that
Kumudavalli M.V,
has published a paper entitled “3D Metric approach to study the

factors affecting student's psvchology on Eduestion”™ in |

International Joumnal of Computer Sciences and Engineering,

| Volume-7, Tssue-2, Feb 2019, after review reports of our editorial

board and review board.

We wish you for vour success and bright future.......

Munugiig Difector
IJCSE, ISSN: 2347-2603
www.ijeseontine.org
cditor@ijeseonline.org




[ .
ZX]CSE International Journal of Computer Sciences and Engineering Open Access

E-ISSN: 2347-2693

Review Paper

Vol.-7, Special Issue-9, April 2019

Biometricsin Network Security

Noor Fathima®", Pallavi B N?, K avitha®

123D ent. of Computer Applications, DSCASC, BANGALORE, INDIA
Corresponding Author: fathimanoor98@gmail.com

DOI: https://doi.org/10.26438/ijcse/v7si9.2528 | Available online at: www.ijcseonline.org

Abstract— Security has been a mgjor interest for authentication over networking. In this modern society, mobile devices have a
pertained importance with hundreds and millions users. With the help of pins, passwords there are weak authentication
mechanisms which allow attackers to access the stored data. By implementing various methods for key exchange cryptographic
can solve the problem of security. Identity verification is a developing and mesmerizes much attention. Biometric recognition
mainly relates to the automatic recognition of individuals based on their behavioral characteristics. Almost appropriate is based
on vein pattern is an approach that uses the vast network of blood vessels that lie underneath a skin. Vein pattern are unique
and also difficult to duplicate even twin has an unlike and unigque vein structure. Biometric security devices measure unique
characteristics of a person, such as voice pattern, the iris or retina pattern of the eye and finger print. In biometrics, it is very
difficult for someone to break into a system. Biometric security is a mechanism which is used to prove and provide access to a

facility or system based on the automatic and direct verification of a single person’s physical behavior.

Keywords: Authentication, cryptography, networking.

. INTRODUCTION

A.Biometrics

It is the activity and applied math analysis of people’s
distinctive physical and activity characteristics. .Biometrics
has the capability to prove dramatically quicker, easier and
safer than normal passwords; however organization got to
watch out concerning the biometric information they collect.
The technology is principally used for identification and
access management or for distinguishing people WHO area
unit underneath police work. Biometric identifiers area unit
the distinctive, measurable characteristics won’t to label and
describe people. Biometric identifiers area unit usualy
classified as physiological versus activity characteristics.
Physiological characteristics unit of measurement related to
the shape of the body. Examples embrace, however aren't
restricted to fingerprint, palm veins, face recognition, DNA,
palm print, hand maths, iris recognition, animal tissue and
odor/scent. Behavioral characteristics unit related to the
pattern of behavior of a private, together with however not
restricted to typewriting rhythm, gait, and voice. Some of the
researchers have been coined the term biometrics to describe
the latter class of biometrics.

Because life science will offer an inexpensive level of
confidence in authenticating an individual with less friction
for the user, it has the potential to dramatically improve
enterprise security. Computers Associate in nursing devices
will unlock mechanically once they find the fingerprints of
an approved user. Server area doors will swing open once
they acknowledge the faces of sure system directors. Help
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table systems would possibly mechanically pull up al
relevant data once they acknowledge Associate in nursing
employee's voice on the support line.

B.Types of biometrics

A biometric symbol is one that's associated with intrinsic
human characteristics.

They fall roughly into 2 categories:

Physical identifiers and Activity identifiers.

* Fingerprints: Fingerprint scanners have found everywhere
in recent years due to their widespread classification on
smart phones.

Any device that may be touched, such as a phone screen,
computer mouse or touchpad, or a door panel, has the ability
to become an easy and convenient fingerprint scanner.

* Photo: If a tool is supplied with a camera, it can easily be
used for authentication.

Facial recognition and retinal scans area unit 2 common
approaches.

* Physiological recognition: biometric identification is that
the second commonest style of authentication, according to
Spice works, in place at 14 percent of companies.

Other image-based authentication strategies embrace hand
pure mathematics recognition, used by 5 percent of
companies, iris or retinal scanning, palm vein recognition,
and ear recognition.
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* Voice: Voice-based digital assistants and telephone-based
service portals sgquare measure aready exploitation voice
recognition to spot users and demonstrate customers.

« Signature: Digital signature scanners square measure
already in widespread use at retail checkouts and in banks
and sguare measure an honest selection for things wherever
users and customers square measure already expecting

To have to sign their names.

* DNA: nowadays, DNA scans square measure used
primarily in enforcement to spot suspects -- and within the
movies.

I1. APPLICATIONSOF BIOMETRICS

A. Airport Security

Making the journey through airfield terminals additional
seamless for passengers could be a goa shared by airports
round the world. Biometric technology to verify rider
identities has been utilized in many giant internationa
airports for variety of years and therefore the technology is
quickly spreading to alternative locations across the globe.

In several airports, the highest biometric modality aternative
for immigration management is iris recognition. In order to
use iris recognition, travelers are initial registered by having
a photograph of their iris and face captured by a camera
Then, their distinctive details are keep in a world info for
quick, correct identification at ports of entry and exit that use
iris recognition for somebody biometric authentication.
When traveling, rather than waiting in long queues to be
processed, passengers merely wak into a booth and
appearance into associate degree iris camera. The camera
then photographs the iris and a software program then
matches the details with the information stored on the
database.

Biometrics simplifies the airfield expertise for countless
passengers traveling each day. Use of the technology
additionally ensures the very best level of security and safety

B. Time and Attendance

Workforce management is another field wherever the
employment of bioscience is on the increase. Fraudulent
worker time and group action activities area unit a standard
development in organizations throughout the globe.
According to associate Yankee Payroll Association study,
the typical worker reportedly steals roughly four and a 0.5
hours per week, that is such as six weeks’ vacation if figure
over ayear. To solve thisissue, firms area unit implementing
biometric time clocks on their work sites.

A biometric time associated group action system is that the
machine-controlled technique of recognizing a worker
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supported a physiological or behavioral characteristic. The
most common biometric options used for worker
identification area unit faces, fingerprints, finger veins, palm
veins, irises, and voice patterns. When associate worker
makes attempt identification by their biologica traits, a
biometric hardware device compares the new scan to any or
all accessible templates so as to seek out a definite match.
Even government organizations currently suppose bioscience
for making certain timely group action of workers and
correct payroll calculations.

Law Enforcement

Organizations just like the Federal Bureau of Investigations
(FBI) and international law enforcement agency are
mistreatment bioscience in criminal investigations for years.
Today, bioscience is wide employed by enforcement
agencies across the globe for the identification of criminals.
In 2008, the Chinese Police adopted an ABIS solution to
allow forensic fingerprint examiners the ability to cross
check inmate identities for possible matches within the
database.

Biometrics is additionally wide used for jail and jail
management. Biometrics provides recent details of the Jail
Authority, Public Safety Departments, and Governments can
safely and securely manage prisoner identities.

Access Control & Single Sign On (SSO)

I[I.  THEPRIMARY REASON BEHIND A LOT OF AND A LOT OF
ORGANIZATIONS AND PERSONNEL ACROSS THE WORLD
ADOPTING BIOMETRIC TECHNOLOGY FOR ACCESS
MANAGEMENT AND SINGLE CHECK IN (SSO) ISASA RESULT
OF ANCIENT AUTHENTICATION TECHNIQUES LIKE PASSWORDS
ARE INSUFFICIENT FOR PERSONAL IDENTIFICATION.
PASSWORDS SOLELY OFFER PROOF OR PROOF OF DATA
WHEREAS BIOSCIENCE PROVIDES DISTINCTIVE BLESSINGS AS A
RESULT OF IT DEPEND ON DISTINGUISHING SOMEBODY BY
“WHO THEY ARE” COMPARED TO “WHAT YOU RECOGNIZE “OR
“WHAT YOU HAVE.”

Today, bioscience is wide used round the world for home
access management, mobile phone access, vehicle access
authentication and Single Sign on (SSO).

Banking — Transaction Authentication

Biometrics in banking has redoubled an excellent deal within
the previous few years and is being enforced by banks
throughout the globe.

As world monetary entities become a lot of digitally-based,
banks square measure implementing biometric technology to
boost client and worker identity management in an endeavor
to combat fraud, increase dealings security, and enhance
customer convenience. Customers also are fed-up with fraud
and therefore the inconveniences related to perpetualy
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having to prove their identities. As aresult, alot of and alot
of customers area unit trying to find banks that have
biometric identification in situ prompting banks to a lot of
closdly analysis the technology for implementation.

[1I.NETWORK SECURITY

It is a broad term that covers a mess of technologies, devices
and processes. In its simplest term, it is a set of rules and
configurations designed to protect the integrity,
confidentiality and accessibility of pc networks and
knowledge victimization each software system and hardware
technologies.

Every organization, despite size, trade or infrastructure,
needs a degree of network security solutions in situ to guard
it from the ever-growing landscape of cyber threats within
today.

Today's network architecture is complex and is faced with a
threat environment that is always changing and attackers that
are always trying to find and exploit vulnerabilities. These
vulnerabilities can exist in a broad number of areas,
including devices, data, applications, users and locations.

For this reason, there are a unit several network security
management tools and applications in use these days that
address individual threats and exploits and additionally
restrictive non-compliance.

When simply a couple of minutes of time period will cause
widespread disruption and large injury to Associate in
Nursing organization's bottom line and name, it's essentia
that these protection measures area unit In place.

How Does Network Security Work?
There area unit several layers to survey once addressing
network security across a company.

Attacks will happen at any layer within the network security
layers model, therefore your network security hardware,
software and policies must be designed to address each area.
Network security generally consists of 3 totally different
controls: physical, technical and body.

Here is a brief description of the different types of network
security and how each control works.

Physical Network Security

Physical security controls area unit designed to forestall
unauthorized personnel from gaining physica access to
network elements like routers, cabling cabinets then on.
Controlled access, like locks, biometric identification and
alternative devices, is essential in any organization.

Technical Network Security
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Technical security controls defend knowledge that's hold on
on the network or that is in transit across, into or out of the
network.

Protection is twofold; it has to defend knowledge and
systems from unauthorized personnel, and it also needs to
protect against malicious activities from employees.

Administrative Network Security

Administrative security managements contains security
policies and processes that control user behavior, as well as
to the infrastructure however users area unit, their level of
access .

V. APPLICATIONS OF NETWORK SECURITY

A variety of popular tools that allow access to remote hosts
(such as telnet, rlogin) or that provide means for file transfer
(such as ftp) exchange user credentials and data in plain text.
This makes them prone to eavesdropping, tampering, and
spoofing attacks. Although the tools mentioned above might
have conjointly been engineered upon SSL/TLS, a different
protocol suite called Secure Shell (SSH) has been developed,
which follows partial overlapping goals.

The SSH Transport and User Authentication protocols have
options kind of like those of SSL/TLS. However, they are
different in the following ways:

e TLS server authentication is ex gratia and therefore the
protocol supports absolutely anonymous operation, in which
neither side is authenticated. As such connections are
inherently vulnerable to man-in-the middle attacks, SSH
requires server authentication.

e TLS does not provide the range of client authentication
options that SSH does — public-key via RSA is the only
option.

e Most significantly, TLS doesn't have the additional options
provided by the SSH association Protocol .

CUTRE

ERETON IIFIESN LTOING

Figure 1. Image database for Biometrics
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V. CONCLUSION

Biometric identification management systems offer higher

security, convenience, answerableness, and correct audit
trails — al attributes that encourage businesses
to analysisand implement the technology for his or

her own use.

We believe that as time moves forward, we are going to
see implementation of biometric technology still grow and
be employed in even alot of areas that bit our lives
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Abstract— Now a day’s smart technology is replacing each and everything in the world. Internet of Things (10T) has emerged
powerfully as a more successful areato express new technologies. Current society is seeing a different flow in the number and
domain of devices deployed and used in regular applications, including mobile phones, tablets, wearable devices, and other
connected sensing devices, collectively referred to as the IoT. Internet of Things has grown into the lives of human being by
allowing a communications between machines, objects and things along with people. The people, software systems and other
machines are surrounded with 0T permitted objects which communicate about the present view of things. The world is
becoming smarter in al aspect by using 10T technology. |oT features are provided in many of the applications like smart
healthcare, smart homes, smart cities, smart energy, waste management, transportation and monitoring type. In 0T technology
the physical objects are embedded with RFID, sensors and Internet protocols which alow object to communicate with each
other. This paper highlights the application of 10T used in various fields and a review on the concept of 10T related
technol ogies with the advantages and disadvantages that are encountered.

Keywords— Internet of Things, 10T Applications, Smart Devices

smart energy, waste management, transportation and
monitoring type. This research paper highlights the

l. INTRODUCTION

Today’s world exists in the era of smart technology. In
earlier days people used to handle the machines manually.
After so many years many inventions came into existence
where people started handling machines automatically with a
single click. Then later the Internet of Things became the
great advancement in creation of effective technology of
which everything in association with the internet. 10T has
become strong in many areas to express different kind of a
new technology. In current situation loT is familiar with
various markets along with common people because of its
different applications. The Internet is a system that connects
the computers through networks with the help of standard
Internet Protocol. The world is changing in technology to
loT because it is capable of interconnecting different objects
and vauable data can be extracted from generated
information. The actual term “Internet of Things” was
proposed by Kevin Ashtonin 1999 [1]. More and more
everyday objects that have relied on manua control are
expected to become smart in the future. 10T helps to access
the information from any things. That helps to communicate
among the things using internet. Figure 1. Show the concept
of internet of things. It says that we can access internet such
that anything can be able to communicate with anyone from
anyplace at any time and can provide any services by any
networks. 10T features are provided in many of the
applications like smart healthcare, smart homes, smart cities,
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application of 10T used in various fields with advantages and
disadvantages with a review on the concept of 10T related
technologies and by sharing an idea on how to automate a
smart lift with the challenges that are faced in the

implementation of 10T.
Any
Time

Any
One
Any
Any Service
Place

Figure 1: Internet of Things

Inter net
of Things
(10T)

This paper is structured as follows: Section 11 Related Work,
Section |11 Applications of 10T, Section IV |0T Techniques,
Section V Smart lift functionality, Section VI Advantages
and Disadvantages of 10T, a brief conclusion is discussed in
section VII.
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Il.  RELATED WORK

The overview of loT with emphasis on technologies,
protocols, and application are discussed. The loT is
becoming more successful concept because of its
technologies like RFID, smart sensors, communication tools
[1]. Manipulation of communication tools will be done to
support more services for organization with the help of
applications of 10T [2].

I11.  APPLICATIONSOF IoT

Applications of 10T is not in single field, all most all of the
areas are surrounded with applications of which broadly
contains environment domain, society domain and industries
domain. Each domain is different from the others but it is
somewhat covering, because some applications are
communal Figure 2. The application domans are
transportation, smart cities, lifestyle, smart home, retail,
factory, agriculture, supply chain, environment and energy,
disaster, tourism, health care, user interface and culture.

Figure 2: Applications of 10T

A. Smart Cities

Creating smart cities is possible by implementing the 10T
technology in city development. By using IoT the cities can
be developed in severa levels by enhancing infrastructure,
improving transportation and maintaining the safety of
individual and traffic [3]. Smart cities connect systems like
healthcare, weather noticing, transportation system. |oT
support an individual by providing the internet which help to
access the database of different transportation. To track and
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operate the information by specified protocols at any place,
10T make cities more smarter Figure 3.

Retail
Health UIERED
Care < - — e
* Smart City
Energy - W . Security

[.

Building

Figure 3: Smart City

B. Health Care

A basic application area of the 10T is the healthcare sector.
10T plays an important role in this field by improving service
quality and reducing costs. It is possible to track heath
specifications, such as BP, blood glucose, body temperature
and so on. |oT in headlthcare also include smart beds, this
encounter where patient occupied beds and a disabled
individual trying to step down from the bed [4]. A smart bed
itself can regulate to provide suitable support and strength
which are used by the patient without human support.
Another area where 10T is used in healthcare is to maintain
the data and information of the patient and staff in the
hospitals.

C. Smart Home and Buildings

Smart home and building are working by using Wi-Fi’s
technology. Internet of Things provides automation mainly
used to connect electronic devices like Televisions, smart
devices, mobiles and so on which are connected by Wi-Fi.
Internet and Wi-Fi have become an important sector in home
network, due to the enhance ration of using smart devices,
and mobiles. For example a networking provides online
services at home to control the function of the devices using
network [5]. Mobile computing devices give guaranty to
consumers by providing access to control the electronic
devices. The concept of 10T can be implemented in
buildings and home can alow operating more devices and
objects in smarter way. Sensors, smart lighting, control of air
conditioner and central heating, management of energy and
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providing security are applicable in smart home and
buildings using 0T Figure 4.

Remote
Control

\_/

Temperature
Control

Smart Smart I\S/‘lmegf ;
Lighting Home @
Security Real time

Alter

Figure 4: Smart Home

D. Smart Transportation

Country will be smart when we implement necessary
effective technologies in it. Transportation is also one of the
most important things to show the development of the
country. Checking the road condition aware applications are
mainly used in transportation applications. The process of
marking identity on road map in smart devices has started by
the users. The important perceptions of smart transportations
are analysis of transportation, control of transportation, and
connection with vehicles. Analyzing the interest expressed in
advance and irregular detection represent the transportation
Figure 5. Control of transportation can be done by
maintaining the traffic and speed of vehicle, this is done on
the basis of vehicle they are connected. Maintain of both cost
and fuel by using electronic vehicle in transportation is
possible by 10T [6]. Main application of 10T in mobility isto
access the information and details of different travels and
also can book the tickets for required transport.

Vehicle

Transportation Connectivity

Analysis

N/

Transportation
Control

Figure5: Smart Transport
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E. Retail

Role of 10T in retail or resource sequence administration is
very much useful for checking memory storage
circumstances and object chasing for noticeable purposes and
payment system depends on communal transportation,
exercise centre, garden, etc. 10T suggests different ideas for
retail shop like speed payment keys using biometrics,
shopping, checking product for finding discovery of likely
allergen in a given goods. The loT approach includes
characteristics of delivery circumstances, product place,
storage of clash discovery, and so on.

V. 10T TECHNIQUES

loT mainly feats typical protocols and networking tools. The
key aiding technologies of 10T are RFID, cloud computing,
middleware, wireless sensor network. Technologies are the
main building blocks of 10T. These technologies help to
process particular functionalities that is required in an loT
[7]. 10T islike universa linkage technology which connects
the different type of objects and also creates the interaction
between the objects. 10T contains norma things like
foodstuff, equipment, clothing, works of art, paper etc. These
objects communicate with each other to reach the mutual
am.

A. RFID Technology (Radio Frequency Identification)
Radio frequency identification technology (RFID) is an
instinctive tool and it can be used to recognise the things also
to document the metadata radio waves. RFID technology is
comprised of readers and tags. The tag can be attached to any of
the objects or things through the microchip attached to tag. The
RFID tag communicates with the RFID reader through radio
waves. With the help of RFID technology it can be identify the
objects automatically and can save the information and it also
helps to lessen the cost of previoudy used systems. Passive
RFID tags, Active RFID tags, and Semi-passive RFID tags are
the different types of tags used in RFID. Passive RFID tags are
able to save more information and it depends on radio
frequency energy transmitted from the reader to the tag to
power the tag. Active RFID tags helps to check the pressure,
temperature and additional circumstances with the help of
periphera sensors. Business, hospita laboratories, and remote
sensing IT asset management also use Active RFID tags.
Batteries are used to power the semi-passve RFID tag
microchips while interacting with the reader. Passive tags are
more cogt effective than Active and semi-passive RFID tags.

B. Cloud Computing

Now a day’s data generated by different resources is hard to
handle. 10T is aso growing with vast amount of generation
of information. Cloud collects data from different resources
and comforts information to travel to its end.
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C. Wireless Sensor Networks

Technology advances in wireless communications is to help
reduce the cost and also help to reduce the use of power
consumption [8]. These small sensor nodes consist of sensing
units, data processing units, and interacting objects. A huge
number of such nodes deployed in great areas can integrate
or combine with each other.

V. SMARTLIFT

The semi-automated lift is to switch ON/ OFF the light and
fan manually every time when a person uses the lift is a
problem. Both light and fan are switched ON during the
movement of lift even if the person is not present inside and
al so the problem of power consumption. The solution for this
is by using 10T technology to make the lift function to
switch ON/OFF of light and fan which will automatically
uses sensors to sense the presence of a person. The PIR
(Passive Infra-Red) sensor is useful to detect the human
motion. A PIR sensor observes the changes in the
environment and coverts changes into electronic energy and
aso helpsto process the infrared light scattering from objects
in its area. This idea can be implemented to help in power
consumption. In this research paper it is discussed that sensor
can be placed in the lift for identifying the presence of a
person and base on it switching on/off of light and fan can be
done.

VI. ADVANTAGESAND DISADVANTAGESOF |loT

A. Advantages

e Access of data and information by sitting far from
location. Thisis done by connecting internet to the smart
things. By this a person can access any information and
data by sitting anywhere in the world.

e |oT technologies help to prevent the traffic, accidents
and provide safety for the people.

e We can guide home through your mobile phones, with
the capability to control it. They can provide personal
safe.

e |oT helps to join various objects so that greater quality
and transparency can be achieved.

e Automation isthe need of the hour to maintain everyday
exercise without human interference [9]. Automating
performances in a business help boost the quality of
services and decreases the level of human interference.

e |oT can provide a personal assistance that can alarm on
your everyday plan.

e The patient check can be done on a rea time support
without doctor’s visit and allow them to decide as well
as offer treatment that is evidence based [10].

e Energy and resources can be utilized by using loT
technology.
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B. Disadvantages

e In the world each and every device that an individual
uses are connected via internet. This increase the risk of
leakage of important data. By this sharing the important
data on internet is not safe.

e In everyday life data flows in any direction on the
internet. So there is no assurance for security of
information.

e Networks that are connecting various devices is known
as loT. If there is any effect on outlet entire system gets
damaged.

e Our daly tasks are managed by using different
technologies. This result an individua to be a lazy and
not giving work to brains.

e |oT technologies are connected via networks and smart
things the cost is more efficient.

e |OT is playing an important role in the society as many
companies and different task are done by using new
technology.

VIl. CONCLUSION

An application of Internet of things helps to connect
different type of people in different locations throughout
the world. Objects or things in various fields can be
identified by connecting different objects through internet.
This paper focuses on the idea of automating the
functionality of switching ON/OFF the light and fan in the
semi-automated  lift by giving the importance of
implementing it. Now a day 0T is helping in amost all the
fields like medical, manufacturing objects, industries,
trangportation  system, education system, governance,
mining field etc. Not only this something going to be
different can happen in the field of 1oT. Definitely it will
create different impact on the next generation.
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Abstract— Many sensors have emerged for different applications nevertheless only rare of the sensor are in use for agriculture
field to identify soil type and nutrients specifications this provides a vast space in research. Numerous agricultural research
centers are developed and are still on work as an equipped lab for monitoring these data for farmer’s necessity. Getting soil
from farmers processing in the lab and resulting in the required datais a common feature but realistic field monitoring sensors
are a challenging task. This framework is to develop an easy man - handle sensor for identifying parameters such as. type of
the soil, water scarcity, amount of nutrient present in the soil, type of seed for plantation, fertilizer required for the growth of
crop, type of diseases that may infect, crop harvesting and cost estimation after cultivation. Classification of these substantial
parameters are made using machine learning techniques and to correlate each parameter with its corresponding attributes to
provide continuous field monitoring effective precision agriculture is the proposal work. This work focuses on al the

parameter fixed together to a sensor listing out the production and cost estimation of any field.

Keywords—M achine learning, Soil nutrients, Deep learning, Fertilizers.

I.  INTRODUCTION

In early days people especiadly farmers had complete
knowledge about agriculture field in the form of, the type of
crop that can be seeded, the period of crop harvesting,
prediction of weather forecasting, type of natural fertilizers
that can be accommodated for plantation, water scarcity and
many relational dependencies for agricultural growth. These
related parameters are made to be possible with sight-seeing
of experienced farmers. On the growth of a generation, these
involvements and observations of field farming started to get
diminished little by little. Enriching these parameters growth
on the field and analyzing them by certain experience are
caled Field Monitoring. In order to produce better crop
cultivation farmers segregated on the base of districts just as
Rice — Tanjore, Coconut-Coimbatore, Maize-Tirupur and so
on. A major source of agriculture is fertilizers and nutrients
percent present in the soil. This percentage was very huge in
the early time period due to land degradations and natural
causes little by little the stage of agriculture and farming
started to reduce in crop cultivation. By default, many
districts in Tamil Nadu have also logt its label in producing
their land makeable goods. Field Monitoring has come to a
crucia stage. The role of this work is to support agriculture
growth by means of field monitoring. So that crop
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production leads to huge growth in both production and trade
comparing to other countries. Many authors on this field
have reviewed with a summarization of reports. Few have
product based developments on field machinery. The start of
this work is to produce an application-oriented network
among farmers to increase more on farming. It involves two
major domains. Data Science combines various fields of
work on statistics and computation in order to interpret data
for the purpose of decision making, it plays a vita role in
analyzing data according to field monitoring and also
examines the parameter that belongs to specific field crop.
Machine Learning focuses on the growth of computer
programs that can access data and use it learn for themselves,
itmaps the related field parameters among each other to
produce flavored results. ML also has many algorithms that
can assist to relate with field parameters and to its specific
attributes. In brief of involvement of these two domains and
various surveys are discussed much more in detail for further
chapters.

[I. OBJECTIVE
Generally, with the availability of the nutrients present in the
soil sowing of the seed and plant growth is farmed. If the

farmer is in need of getting an option of planting different
varieties of plantation in the field then an additional percent
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of nutrient is to be known, in order to determine the growth
of any plant at any type of soil with any source of nutrients
available or even to be added is the main purpose of this
research. This makes the field of agriculture to a massive
change in production and trade.

1. LITERATURE SURVEYS

A. Reviews of Sensors on Soil Nutrients I dentification

The way to increase the crop fertilizers nutrients N
(nitrogen), K (potassium) and P (phosphorus) as the same
measuring out extra contents of above nutrients to get added
in the soil for yielding good fertility using optical fiber
sensor. Colorimetric measures for an agueous solution in the
soil are occupied through the absorption of colors. It
determines the Sodium, Potassium, Phosphorus levels are
high, medium, low, or none. Through signal conditioning
circuits and sensor probe detection of component deficiency
of the soil is determined. It is beneficial in providing only the
essential quantity of fertilizersin the soil.

B. Reviews on Soil Nutrients Management and Monitoring
Soil nutrient monitoring meditation by M.H.A. Husni et.al.
Suggested low-cost measurements using higher density. A
simplified variable-rate nutrient is obtained from an effective
mapping of nutrient variability. In order to maintain crop
productivity and cost-effectiveness nutrient management by
means of sensor technology potentially encourages to alarge
extent. Sensors like optical, Electromagnetic and
electrochemical sensors helped out a lot in non — destructive
quantification for spatially — variable in soil nutrients. Visual
observation can outcome in a flawed diagnosis that
ultimately dislocates remedia action for the artificia
plant/crop. Supernatural reflectance dimensions can help to
identify and select wavelengths sensitive to single plant
stress. Preceding studies have found that plant stress will
variate spectral reflectance design in the visible range (380-
720 nm or F380-F720) and the infrared range (720-1500 nm
or F720-F1500). Classically, the magnitude modification will
vary at dissimilar wavelengths. Such information enables
premature detection of plant stress, mostly nutrient
deficiency. This method can possibly provide lower
operating cost in fertilization and minimizes acute loss of
productivity.

C. Reviewson Deep Learning in the Field of Smart
Agriculture

Provides a summary of Deep Learning agorithms that
includes the concepts, restriction, execution, training
procedures, and sample codes, to assist researchers in
agriculture. Deep Learning applications in agriculture are
concise and analyzed as per Nanyang Zhu. Et.al suggestions
Machine learning techniques have created probabilities for
data-intensive science in the multi-disciplinary agricultural
machinery domain. The author categorized them under crop
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management, holding applications on vyield prediction,
disease detection, weed detection, crop quality, and species
recognition; livestock management, including applications
on anima welfare and livestock production; (c) water
management; and (d) soil management. Filtering and
classification on this bid for agriculture will benefit from
machine learning technologies to sensor data, farm
management systems are developing into real-time artificial
intelligence  enabled programs that deliver rich
recommendations and insights for farmer decision support
and action.

V. PROPOSED FRAMEWORK

The WET - 2 sensor produces the percent of nutrients and
water scarcity available. The essence of this sensor it has a
crucia role in precision horticulture, soil science research
and is usable in both soils and growing substrates. It is not
necessary for its ability to measure pore water conductivity
(ECp), the EC of the water that is available to the plant. The
sensor is easily given into substrates, composts and most
soils. It takes less than 5 seconds to measure water content
(%), pore water conductivity (ECp) and temperature. This
analysis supports in segregating the parameters to frame its
corresponding attributes for the available content of nutrients
in the soil and also helps to know the additional favors of a
nutrient percent to grow varieties of plant. Correlating these
data with the database of seeds available one can determine
the duration of the plant and can predict the maximum
amount of crop harvesting. Data Science is to segregate the
field based parameters into different levels of attributes ex.
Soil nutrients act as a parameter which can hold Nitrogen
(N), Phosphorus (P) and Potassium (K) as the essentia
growth of the plant in soil. Calcium (Cl), Magnesium (Mg)
and Sulfur (S) as attributes. Similarly, other parameters can
aso be segregated into attributes according to the field
representation. Deep Learning correlates these attributes and
maps to its respective inter parameters like the percent of
Potassium (K) in soil determines the type of seed and growth
of plantation.

- -

1

| e o
+ —'&?5-]

Figure 1: Proposed Architecture Framework
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V. PROPOSED ALGORITHMS

A. Working Principles of WET 2(Water content Electrical
conductivity Temperature) sensor

The measured value of dielectric properties is converted into
Water Content up to the range, 0 — 80%, by means of
calibration tables. Most common soil types and speciaized
calibrations are accessible as distinct cost options for a
number of artificial substrates. This calculates Pore Water
Conductivity, the Electrical Conductivity of the water inside
the pores of the soil (ECp). Its calculation is grounded on a
single formula that diminishes the properties of probe contact
and soil moisture on the readings. Temperature is restrained
using a miniature sensor made into the central rod. This
produces a measurement of nutrients percent available in the
soil.

B. Working principles of nutrients correlation
According to the base of available nutrients, the additional
percentage of required nutrients is correlated with the data
related to weather forecast are mapped using Principal
Component Analysis (PCA). This PCA is calculated by the
following stages,

1. Normalization of data.

2. Caculation of covariance matrix.

3. Cadlculate eigen values and eigenvectors.

4, Choosing components and forming a feature

vector.
C. Working principles of prediction analysis
Nutrients and fertilizers availability helps in providing a
comparison of plant growth duration mapping with the type
of seeds to be sowed. This process of analysis is done by
Navie Bayes algorithm which is very familiar in predicting
the attributes that do not interact. The Navie Bayes holds two
probabilities Class determines the frequency of instances
belongs to each class divided by the total number of instances.
And Conditiona represents the frequency of each attribute
value of given class value divided by the frequency of
instances with that class value. To theinitial Bayes theorem is
given by,
3/ ey PLX 1 Pl
PlylX) = B

Here, X = 12.....n represents the features, i.e they can be
mapped to outlook, temperature, humidity and windy
According to the values in data set the conditional probability
looks like,

=

| i {H_Ir_--.u.,l:'

Navie Bayesis stated in the following step based approach:
1. Collect Data
2. Summarize Data
3. Make Predictions

Pla;|y) =
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4. Evaluate Accuracy
5. Tieit together

VI. CONCLUSION

The purpose of this research on field monitoring through data
science analysis and machine learning has an impact. Even
though many algorithms and implementations on agriculture
are emerging only a fewhave givena complete attraction and
usage. This work focused on analyzing the farming data
Collection of soil type, fertilizer requirements, type of seed
are certain huge databases involved with certain
complications. Machine Learning organized these data
through algorithms to a perfect structure. Implementing these
data through agorithmic portfolio using Machine Learning
techniques is very common but to the implementation, tothe
plantation is a challenging task. This work found a source to
develop precision agriculture that directly or indirectly leads
to a growth of the nation. This field can grow further by
implementing better Machine Learning algorithms as of new
algorithms emerge by every time.
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Abstract— Security is being a hot topic in present digital era. The growing usage of technology for communication generates
data which is available everywhere but data security is the important issue which draws the attention of all. Cryptography and
security is a notion to secure the network and information transmission through wireless network. With ever progression in
digital system security has been appeared as a major concern. In this era of virus and hackers of electronic bugs and electronic
fraud security is primary. The concept of hardware security has been normally related with the cybersecurity and cryptography.
Cyber-attacks are usually more due to lots of users connected to the internet. The basic issues in guarding the safe transmission
of data through the web are concern of the security. This paper emphasizes on the key concepts of cryptography and security
on critical infrastructure devices to overcome the threats of computer network security.

Keywords—Cryptography, Cybersecurity, Network Security, Hardware security

l. INTRODUCTION

Cryptography is related with the procedure of converting
basic script into undetectable script and vice-versa
Cryptography helps in generating codes where they alow
data to be reserved private. Cryptography translates
information into some form that is not readable by an
unofficial user, making it to transmit without unofficial
entities interpreting it back to readable form, by
compromising the information. Data security has been used
by cryptography on many stages. The data cannot be read
without key to decode information. The data preserves its
unification during transmission and while being stored back
[1]. Security invoketo all the measures that are taken
to protect or to ensure that only people with permission are
allowed to go through the process. Computer data usually
travels from one system to other, without having the
protection to the data. Once the data is not under control,
data hackers might modify or misuse our data for
entertainment or for their advantage. Cryptography can
format information in unreadable and transform our
information making it secure while sending data between
networks. The technology is built on the secret codes,
improved by modern mathematics that secures our
information in many different ways. Network security is mix
of numerous layers of barriers in the Network and at the
Network. Strategies and controls are actualized by each
network security layer. Access to network is picked up by
approved clients though vindictive performing artists are
without a doubt obstructed from executing dangers and
adventures. Securities are classified as network security and
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hardware security. Network security can be Firewall, Virtual
Private Network (VPN), Web Security, and Wireless
Security, etc., Hardware security is vulnerability insurance
that comes as a physical gadget as opposed to programming
that is introduced on hardware of the PC framework.
Hardware security is concern to a device which is used to
scan system network traffic. A few precedents like hardware
firewalls, proxy servers, hardware security modules, where
they provide cryptographic keys for remarkable functions
like encryption and validity for different systems. Hardware
devices can provide added security than software and can
also complement an supplementary layer of security for the
system. In this paper we have discussed about the
cryptography and hardware device security and compared
both software and hardware device security.

This paper is organized as follows: Section |l Related work,
Section 1l Introduces Cryptography, Section 1V explains
about Security, Section V Comparison of different security, a
brief conclusion is discussed in section V1.

Il. RELATED WORK

The concept of a cryptographic hardware device depict its
capacities, uses and executions and the features offered by
hardware security, the basics of cryptography, Public Key
Infrastructure and the use of smart cards [1]. The extent of
hardware security and the difficulties undertaken inside the
hardware security space and to support various industries [2].
An overview of security and various techniques through
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which security can be enhanced by cryptography hardware
[3].

1. CRYPTOGRAPHY

Cryptography is the process of converting original
information or the data into a secret code using the
encryption formula or the code to secure the data from the
unauthorized user or the hacker. To protect our data the
security method used like firewall in the cryptography
method [3]. In this different kind of technique are used to
protect or to secure the data in the storage place or during
transmission of data from one host to another host. In this
method the information is converted into a new format and
secure our information from the unauthorized persons or the
hackers. It works like a drama artist because the drama artist
wears the mask plays the different roles likewise in this
cryptography also it hides the originality and then shows its
reality only in front of the authorized user or the owner. All
these tasks are performed only to protect our secrete data and
our hardware system. To do this task the hardware should
also support otherwise it cannot able to perform the task [5].
Cryptography does not only secure the information from
malpractices, modification and it aso used to find out the
authorized users. Authentication is a must to access the data
or the information. Cryptography is an art of protecting or
securing the data of the computer or information of the user.
The cryptography is also known as cryptology. The
cryptography contains the pre written or the self-generated
codes or the program that makes the data and the information
secure. It converts the data or the information into a special
format and this special format can be understood only by the
cryptography and the authorized user or the owner Figure 1.
Therefore, any unauthorized people cannot access, read or do
any type of malpractices or to dter. If an unauthorized
people want to access the data the special code should be
recoded. The information security uses the cryptography on
different steps or in different levels. The data or information
cannot be decoded without the help of the secret code or the
formula. Because of this code or the formula, it can be more
secure during the time of transferring the data and during the
time of storage. The cryptography protects the data like an
electric fence protecting the fields. The verification method
means that the data is verified before sending and after
delivering the data, that means the sender and the receiver of
a data can be confirmed. This verification is done by using
the secret code, program or by using the secret key or the
formula [6]. There are different types of processes for
encryption of the data some of those commonly used
algorithms are

e  Secret Key Cryptography

e Public Key Cryptography

e Hash functions
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A. Secret Key Cryptography

The Secret Key Cryptography is also known as SKC in short.
In this type of cryptography, it uses only one formula or the
secret key to encryption and decryption of the data or the
information. It includes only one level of security. This type
of the encryption and decryption is known as symmetric
encryption.

B. Public Key Cryptography

The Public Key Cryptography is also known as PKC in short.
In this type of cryptography, it uses two secret keys or the
formula to encryption and decryption. These two types of
secret keys are named as public key and the private key.
Such types of encryptions are caled as asymmetric
encryption. It includes duel level of security in it. Here the
private key can only access by the owner of the data or the
information. The receiver will encrypt or decode the data
using the public key. In this method the receiver knows who
sent this data and other information.

C. Hash functions

In this method there are no keys used and it is called as one-
way encryption. They are primarily used to approve or to
verify that the files are not atered or accessed by
unauthorized peoples.
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Figure 1: Cryptography
IV. SECURITY

In information technology (IT) the security means protecting
or securing the data and the information from the hackers,
and also from modification, alteration of data from the
unauthorized persons or the hackers. Hardware security is a
method derived out of cryptographic engineering hardware
design. Hardware security includes the firewall and the proxy
servers. It also includes the authentication of systems and it
aso provides another level of security to the system.
Sometimes the hardware security secures the system and data
from the viruses attacked from other external sources like
internet, wireless networks etc. Hardware security is
powerlessness assurance that comes as a external device
instead of software this is introduced on the hardware of a
PC framework. The hardware security module (HSM) is the
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external devices connected to pc framework that protects and
succeeds the digital keys for robust validation and provide
crypto process [7]. These modules traditionally come either
in module card or an externa device that appends
straightforwardly on a PC or server. A hardware firewall is a
element that is connected between the system and the device
for interfacing with the web. A software firewall is a
program which is introduced on the PC with the Internet
connections.

A. Hardware Device Security

Hardware security is susceptibility protection that will come
in the form of a external device instead of software that is
installed to the hardware of a computer framework. There is
a dominant trend of securing critical infrastructures from
cyber security attacks using software tools from the network
security domain. However, when it comes to cryptography
and security services there exist many attacks that a
malicious entity can mount on a critical infrastructure device
[8]. Using Hardware Means to secure Critica Infrastructure
Devices.

a. Full Disk Encryption (FDE)

It is an encryption made at the hardware level of the
computer. FDE acts automatically by trandating data in the
hard disk to unreadable format where unauthorized persons
who don’t have the key cannot undo the conversion of data
to readable form. Without the correct verification key, even
if hard disk is removed and added to some other pc, the data
will be safe. FDE can be installed at the time of production
or by installing some special software driver later stages.

b. Trusted Platform Module (TPM)

Trusted Platform Module (TPM) technology is intended to
give hardware-based security. A TPM chip is a protected
crypto processor that is mantained to complete
cryptographic tasks. The chip incorporates various physical
security systems to make it ater safe, and pernicious
software is unfit to mess with the security elements of the
TPM. TPM is specia chip at the fina stage, device that
maintains RSA encryption key (EK) especialy to the host pc
for hardware verification. Every TPM chips contains two
RSA keys called endorsement key. The key is kept inside the
chip of devices and it cannot be retrieved by the software.
While user acquires the ownership the new root key is
formed. Then the second key is called a confirmation identity
key that protects the device from unofficial access.

c. Hardware Security Module (HSM)
A hardware security module (HSM) is an externa
component that protects and accomplishes keys for solid
verification and yield method. These modules will normally
originate in the form of a plug-in card or a physical or
external device that right linked to a computer. The function
of HSM are localy available to protect cryptographic key
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generation and its storage at any rate for the top level and
most sensitive keys which are regularly called master keys,
key administration, use of cryptographic and sensitive data
material for instance performing encryption or advanced
mark capacities, It is totally combination or the mixture of
the symmetric and the asymmetric cryptography verifying
full software stack from consistent or physical assaults[9].

V. COMPARISON BETWEEN SOFTWARE
SECURITY AND HARDWARE DEVICE SECURITY

Hardware Security

Hardware security is one of the protections that come in

the form of a physical device protection. It can be used

in a device to scan a system or to manage monitor
network traffic.

e In hardware security the program for smart cards
executes basic code like the cryptographic agorithms
which is attack free without physical accessto chip.

e The running code in a physically protected chip like
HSM or a digital card is used for protecting from
software bugs. If there is a software bug in aHSM it can
be broken just as any webserver, laptop and smart
phone.

e Hardware based security utilizes a devoted integrated
circuit (IC), or a processor with particular security
hardware, explicitly intended to give cryptographic
capacities and ensure against attacks. Security activities,
for example, encryption/decryption and validation,
happen a the IC hardware level. Sensitive data, for
example, keys and basic end application parameters are
ensured inside the electrical limit of crypto hardware.

e The security IC contains circuit squares, for example, a
math accelerator, arbitrary number generator, non-
volatile memory, tamper detection.

e  Cybercriminas are deflected from attacks on hardware-
based security. When attacked the security IC is fit for
closing down activities and destroying sensitive
information before being compromised.

e  Hardware based security is compelling in all application

situations particularly those where the end gear is

uncovered and physically open to the trouble makers

[10].

* >

B. Software Security

e Software security is software or the computer program
that isinstalled in a computer system.

e The software-based security can be compelling in
physicaly secure situations, preventing unapproved
access to the framework.

e When hackers know the software, they may send
payloads to exploit vulnerabilities and run any arbitrary
code they want remotely and destroy our data.
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e A software security framework puts a heap onto a host
processor. The software approach is the frail connection
inside frameworks security engineering [11].

VI. CONCLUSION

The quick growth of internet technology, the network and
data security have become an inevitable concern for any
organization to secure the data. In this paper we have
discussed the security types and compared with the different
types of security. Data security can be maintained using
different techniques like hardware device security and
software security. Hardware devices can be built that it can
identify the attacks at the application level. A hardware
device includes its own OS and has embedded technology
specifically designed for specia-purpose processing such as
cryptography. That means it's faster and more effective than
software. As the hardware is built from the ground up to
handle web services security, it won't be prone to hackers
that can foil software such as buffer overruns. The best way
isto secure the data by using hardware device-based security
and the software-based security is not sufficient to protect the
data whereas a more heavy-duty hardware-based solution is
required.
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Theme Analysis

‘As You Like It’ is a happy Shakespearean comedy. The main setting is a forest where people
go to escape the dishonesty and politics of court life. The forest represents the purity of Mother
Nature and anyone who goes near it seems to absorb this purity to some extent. Duke Senior is
shown to be the better of the two Dukes. He and his supporters decide to leave the deception of
the court and reside in the forest. When Rosalind is banished, she and Celia, both shown to be
good people, go there as well. Lastly, Duke Frederick goes to the forest to hunt Duke Senior,

and when he reaches the edge he is converted and gives up histitle

As You Like It is dso a love story with the end of the play showing four different couples
getting married. However, unlike the times in which it was written, the main person directing
the courtship is the woman, Rosalind. Dressed as Ganymede, Rosalind is able to take advantage

of her disguise by helping two pastoral characters unite, and also by planning her own wedding.
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Abstract:

Since 1991, after economic reforms explicitly took place in India as a result of opening-up of the economy
with a view to integrate itself with the global economy, the need to facilitate international trade both
through policy and procedure reforms has become the foundation stone of India’s trade and fiscal policies.
Electronic commerce (e-commerce) as part of the information technology revolution became widely used in
the world trade in general and Indian economy in particular. With advancements in technology, there have
been changes in the methodology for business transactions. India, being a rapid adaptor of technology is
apace with the current scenario of electronic data exchanges and has taken to e-commerce. In view of this,
this article tries to present a snapshot of the evolution of e-commerce business indicating the chronological
order, category of e-commerce business, description of organizations involved in e-businesses in India, key
characteristics of the firms engaged in e-commerce application, to examine the growth of e-commerce in
both physical and financial terms, to eval uate the benefits obtained from e-business, to critically analyze the
barriers and constraints involved in flourishing e-commerce businesses in India and finally to develop a
framework for effective dissemination of e-commerce in India. The role of government should be to
provide a legal framework for e-commerce so that while domestic and international trade are allowed to
expand their horizons, basic rights such as privacy, intellectual property, prevention of fraud, consumer
protection etc are all taken care of.

Key words. E-commerce, India, internet, online.

1. Introduction:

Electronic commerce is presently an indispensable ingredient of India’s trade facilitation policy. Since 1991,
after economic reforms explicitly took placein India asaresult of opening of the economy with a view
to integrate itself with the global economy, the need to facilitate international trade both through policy and
procedure reforms has become the foundation stone of India’s trade and fiscal policies. Resultantly, last few
years have witnessed a technological revolution accompanied by the wide spread use of the Internet, web
technologies and their applications. Electronic commerce (e-commerce) as part of the information
technology revolution became widely used in the world trade in general and Indian economy in particular.
As a symbol of globalization, e-commerce represents the cutting edge of success in this digital age and it
has changed and is still changing the way business is conducted around the world. The commercialization
of the Internet has driven electronic commerce to become one of the most capable channels for
inter-organizational business processes. Consequently, Internet growth has led to a host of new
developments, such as decreased margins for companies as consumers turn more and more to the internet to
buy goods and demand the best prices'. The internet augments the traditional businesses to be transformed
because ‘incumbents (in markets ) and large firms do not have the advantage ‘just by virtue of being there
first or by being of big’. The implication of perfectly competitive market as the world will observe is that
market will produce an efficient allocation of resources. Internet has accurately been an effective
instrument in changing the straightforward ways of doing business. In any market with no entry barriers —

the ‘Net’ is biggest of them, the continuous arrival of competition will, routinely, drive down the prices. In
17
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ABSTRACT:
Education is the most important and dominant face of human life since it empowers people. Spread and
dispersion of knowledge through education can lead to the formation of developed civilisation which gives
way to development in science and technological aspects, interpersonal skills and commerce. In the world
of intricate, contemporary and automatedsociety’s education has great social importance that remains the
prime reason why the philosophers of all eras, during the olden day’s sagesdedicatedtheir quality and
efforts to enhance it. Values which are specific to certain occupation are inculcated through education.
When one considers the system of education it completes the socialization process, magnificent task of
transmitting its cultural tradition, restructuring the attitudes with all these it enables professional placement
for a person along which indicates to the formation of social personality. Hence, scholars across the world
are emphasizing on making human resource educated and empowered. Around the globe one considers the
education system being divided into four basic parts such as elementary, primary education system,
secondary education system and higher education system out of these the Secondary education system plays
an important role through shaping personality of an individual. It allows to prepare adolescent learners
whose age fall between 14- 18 years for entry into higher secondary education. It also becomes a door that
opens up the opportunities and various benefits of financial and societal development. Organizations have a
common purpose, well defined goal, commonly accepted norms and rules.It can also be formulated as a
societal entity which has a combined goal which is also linked with the external environment. When one
defines it through the social sciences, organizations are considered as objects which are used for the
purpose of analysis towards various disciplines to name a few as towards sociology, monitory benefits,
political sciences and Psychology, Management, and Organizational communication. When one has to
manage to meet the needs or to follow cooperated goals, it depends on the societal group of people who are
managed and structured. The force which acts behind organizational behaviour depends on the
individual’s common driving force. It is also known that organization is mostly a connotation or a set of
people who are bound together in a recognized relationship who can achieve the respective goal in a
collective manner.
Keywords:Cultural heritage in education, Reforming attitudes, Organizational Communication,
Psychological Management
Introduction: EFAwhich is defined as education for all takes the effort to provide through adding
momentum towards growth in the secondary education system. Taking it further global aspects and a major
demand for more cultured labour force which is combined with knowledge and the basics of economics
provides a scope for urgency towards highlighting demand for secondary education. In today’s world,
secondary education has a vital mission of preparing individuals to face challenges of current time and to
provide training for the desired inclination. Achieving quality through secondary education is essential
through creating bright future for individuals and nations which are alike. Hence upliftment of more and
more secondary schools with highly proven quality faculties and best infrastructure become the need of the
hour. Schools are here considered as an educational entities or organizations which are vital and task
oriented to the society through providing basic education to the students and as well to the society. They are
the social machineries generating learned citizens for the societal improvement. They play a key role in this
and is executed by school organizations. On the foundation of the school and its performance they can be
considered as healthy schools, average schools and sick schools. But when one considers the secondary
schools which execute the plans, policies and procedures of the governmental bodies along with the long
history towards providing successful citizen to the society are considered as healthy schools or schools with
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ARTICLEINFO ABSTRACT
Article history: Climate changes have intense impact on the natural resources, economic activities, food security, health
Received 13 January 19 and quality of life. The rura livelihoods are threatened by frequent climate changes because the rural
Received in revised form 30 January 19 people depend on natural resources. The natural-resource based rura livelihoods are likely to bear an
Accepted 24 February 19 inconsistent burden of the different impacts of climate changes. If the rura livelihoods are not protected
from the effect of climate changes, the social and economic balances cannot possible. The livelihoods play
Keywords: major role for social and economic balances, but the frequent climate changes force them to take contrary
Climate changes decision. The rura livelihoods are migrating to other suitable places to persist their family life. Re-
Rural Livelihoods orienting the “Human Being” into “Human Resources” towards “Sustainable Society” is the effective
Sustainable Society initiative for safeguarding rura livelihoods and ensures sustainable development. Sustainable society is
Human Resource one that can avoid the critical dynamism and protect from the negative impact of repeated climate changes
Re-orientation so that civilization can continue its long journey towards perfection. The research work was related to the
Sustainable Development il effect of climate changes but the right initiatives with re-orienting the situation through human

resources towards a sustainable society can solve the problems. Industries are establishing in rural areas
by converting the land which results the rural livelihoods like farmers, agricultural laborers, fishermen,
land owners, small traders, toilers, travelers etc. reducing from generation to generation. Although Central
Government introduced some rural development schemes which are not reaching to the root level because
of lack of direction to human resources. This paper unfolded the impact of climate changes on rura
livelihoods and re-orienting the situation through human resources towards a sustainable society and
suggested the ways of transforming the human being into human resources to take initiative for
sustainable development. The study is empirical in nature and is based on collection of both quantitative
and qualitative data through stratified random sample and selected 200 respondents belonging to both
urban and rural society. The results of the research study were indicated the impacts of climate changes on
rural livelihoods like droughts, floods, global warming, destroy crops and food production and causes
disease and sometimes death. The urban people with the support of local government and NGO’s can take
more initiative for conducting training programme, awareness camp related to the applicability of disaster
management and rehabilitation process against the negative impacts of climate changes.

© 2019SUSCOM . Hosting by Elsevier SSRN. All rights reserved.
Peer review under responsibility of International Conference on Sustainable Computing in Science, Technology and Management.

1. Introduction

The certainty is staring the rural livelihoods in the form of climate changes, global warming, economic crisis, deforestation etc. This reality establishes the
negative effect on rural livelihoods that forced them to migrate another places especialy in cities. The rural people think that their next generation should
not suffer as like them. They realize the value of professional education and training for future survival. When the educated people stalled in cities and not
returns to their villages, the remain villagers’ loss their confidence and they also take initiative to move other suitable place that results insecure of rural
livelihoods time to time.
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| nfor mation and Communication Technology in
Sustainable Reporting towards paradigm shift in
Business

Suplab Kanti Podder
Assistant Professor, Dayananda Sagar College of Arts, Science and Commerce, Bengaluru, Karnataka.

Abstract

Information and Communication Technology is the combination of Information Technology and
Communication Technology that are used to handle the telecommunication, intelligent management
systems and monitoring for processing and presenting data. Sustainable reporting is the digital reporting
mechanism with utmost accountability, transparency and authenticity to overcome major challenges of
scrutiny, consistency of information in the corporate world. The survey was deployed to assess the
abundant Information and Communication Technology in sustainable reporting towards paradigm shift
in business. The paradigm shift is a magjor change in how some process is accomplished. A paradigm
shift can happen when new technology is introduced that radically alters the production process of a
good. Taking these inputs and purposeful contemplation on the part of the researcher the constructs
necessary for the questionnaire were formulated. The respondents were asked to rate the level of
importance of each question on five-point Likert scales. The study helped to identify the recent trends,
requirements and challenges faced by professionals especially in Indian Corporate Sectors when
interacting with the ICT in Sustainable Reporting and attract wider stakeholder groups.

Key Words: Information Technology, Communication Technology, Information and Communication

Technology, Sustainable Reporting and Paradigm shift in Business

1. INTRODUCTION

A paradigm shift occurs whenever there's a significant change in the way an individual or a group
perceives something and the old paradigm is replaced by a new way of thinking, or a new belief.
Individuals have their own personal paradigms or lenses through which they view the world.
Corporations and other organizations have corporate paradigms regarding the methods by which they
believe their goals will best be accomplished. The narrative in the beginning of the lesson about your
favorite fruit is a ssimple example of a personal paradigm shift. Sustainable Reporting has become an
important part of Corporate Sustainability. The international management experts identified the
deficiency of transparency in the existing business practices for corporate sustainable reporting. But
maintaining transparency in corporate reporting is the route of building ingenuous relationship among
stakeholders. In the present situation, corporate sectors maintain corporate governance that ensures

maximum transparency in corporate reporting regarding environmental performance, social performance
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Level of Green Computing based Management
Practices for Digital
Revolution and New India

Suplab Kanti Podder, Debabrata Samanta

Abstract: The reality is staring us in the form of global
warming, climate changes and air-quality degradation. This
reality constitutes an increasing zone on the strategic front.
These strategic changes need necessarily to be responded
through employees of an organization. Against this backdrop, the
Green Information Technology and Green HRM have emerged
as a sequel to rapid degradation of our planet due to human
activities. Therefore, incorporating the environmentally friendly
practices through IT practices, recruitment, training and
performance management functions constitute important
components of Green IT and HRM. Green information
technology is the revolutionary initiatives especially for human
resources management practices that lead to digital life towards
sustainable society. Keeping this practical and emergent context
in view, the present study makes an attempt to develop a
framework for assessing the level of green HRM practices
actually prevailing in Indian organizations. The requisite data
were collected from original sources and clarified with existing
sources. The results of the study led to the inference that
Information Technology and HRM practices of promoting
individual performance needs fine-tuning because any green
initiative has necessarily to be a collective exercise by all
concerned.

Key Words: Green Information Technology, Green Human
Resources Management, Protection of Environment, Green IT
and HRM Practices

[ INTRODUCTION

Green human resources management is the sustainable
practice towards sustainable development that reduces the
human involvement and paper works. The regular HRM
activities can be done through green information technology
that reduces the use of carbon footprints. The infrequent and
innovative activities can be performed by productive human
resources that ensure the sustainable development of an
organization. The large segment of young population in
India with the ability of green IT and HRM practices can
take initiatives of digital revolution and become the role
model of other countries. Green Information Technology in
the combination of Information Technology and
Environmental Concern. The green information technology
and HRM practices results the eco-friendly outcomes with
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the productive initiatives of Refuse, Reduce, Recycle and
Reuse. With the consideration of reality constitutes an
increasing zone on the strategic front. These strategic
changes need to be responded through employees of an
organization. Against this backdrop, the initiatives have the
sequel to rapid degradation of our planet due to human
activities. Therefore, incorporating the environmentally
friendly practices through information technology activities,
recruitment, training and performance management
functions constitute important components of Green IT and
HRM practices.

. LITERATURE REVIEW

Benz and Frey (2012). clarified in the research paper
titled “Impact of Information Technology towards HRM
practices and environmental concern”, that the information
technology plays important role for reducing human efforts
and repeated functions in an organization. Green HRM
practices like reduce, reuse and recycle are the Green IT
initiatives that ensure the environmental concerns.

Kee-hung and Ramus (2015). Explained in the research
article “Empirical study on Information Technology and
Environmental Concern”, that the information technology
and applications reduce the paper works and human efforts
especialy for the regular HRM functions. The green IT
practices response the environmental concerns.

Lado and Wilson (2013). described in the research paper
“Sustainable development and green HR practices”, that the
organization practices the green human resources
management initiatives, become sustainable comparable to
othersin the related sector. Information technology givesthe
extra power and inspiration towards the green HRM
practices with less carbon footprints and repeated
operations.

Opatha and Arulrgjah (2016). deliberated in the article
titled “The policies and practices of Green Human
Resources Management Functions”, that the human
resources management functions especially recruitment,
orientation programme, training and development activities
can be performed through green IT initiatives ensure the
environmental concerns and leads to sustainable
devel opment.

[i. RATIONALE OF THE STUDY

The present study was undertaken due to following
reasons:
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Factors that influence Sustainable Education
with respect to Innovation and Statistical Science

Mahua Biswas, Suplab Kanti Podder, Shalini R, Debabrata Samanta

Abstract: Education is a systematic and collective process of
acquiring knowledge and skills to develop the members of the
executive or administration of an organization for managing and
controlling the professional requirements of individuals,
organizations and society at large. This research paper unfolded
the contribution from Innovation and Statistical Science in
Sustainable Management Education that can ensure the
managerial Skills up gradation, Technical acquisition, Skilled
employment, Direct Link to Productive Industries, Advanced
technological knowledge and Discovering various fields of
environmental scenario. The study is empirical in nature and the
requisite data was collected both from primary and secondary
sources. Total 800 respondents were considers from divers
background of Teachers, Decision-makers and Students and the
semi-structured interview schedules of randomly selected 120
stakeholders were employed and make an attempt to assess the
contribution from Innovation and Statistical Science in
Sustainable Management Education. Data so collected was
carefully collated and analyzed for hidden patterns. Based on the
results, suggestions and recommendations were listed.

Index Terms. Sustainable Management Education,
Innovation, Statistical Science, managerial or administrative
skills and advanced technological knowledge

. INTRODUCTION

The future in uncertain and challenging in terms of
employability and survive long journey towards perfection.
Socia responsibility, expectation of high standards, imparts
practical knowledge and shift in the attitudes of the
management education institutes to profit maximization are
the major issues towards perfection. A systematic and
collective process of acquiring knowledge and skills to
develop the members of the executive or administration of an
organization for managing and controlling the professional
requirements of individuals, organizationsand society at large
ensure a balance between future demand and supply and build
asustainable society. All Organizations are now trying for the
best of the best managers, well trained and highly resourceful
persons are needed to handle the critical business matters,
meet the standards to achieve successful human resource
management and development of information technology.
Sustai nable management education is one that can ensure the
development and up gradation of managerial or

administrative skills and knowledge to protect from the
negative impact of repeated changes of business and
environmental scenario so that civilization can continue its
long journey towards perfection.
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373

[I. REVIEW OF LITERATURE

The several authors and scholars have given their own view
related to Management Education, Sustainable Management
Education, Innovation, Statistical Science, managerial or
administrative skills and advanced technological knowledge.
The review of literature contains the details about few
research papers and articles. Maryam Alavi and Douglas R.
(2017) describes in the research article “Using Information
Technology to Add Value to Management Education” that the
design and delivery of agraduate-level coursein management
at two universities via advanced information technology,
which was used to enable collaborative learning, teaching
with transcontinental student teams and multiple instructors,
and integration of external expertise. This partnership
enriched student learning and expedited faculty and
ingtitutional development. M.E. Mogee, Mogee Res. and
Anal. S (1993) defines in the research article “Educating
innovation managers:. strategic issues for business and higher
education” that the Successful commerciaization of new
technology presents companies with a series of difficult and
complex management chalenges that require special
understanding, skills, and techniques. These management
challengesin turn trandlate into an educational challenge and
how ingtitutions of higher education can help prepare
managers who can recoghize technological opportunities and
successfully match them with customer needs.

Cheryl Kerr and Cathryn Lloyd (2008).Designates in the
article “Pedagogical learning’s for management education:
Developing creativity and innovation” that the management
education needs to consider a trend in learning design which
advances creative learning through an aliance with art-based
pedagogical processes. A shift isrequired from skills training
to facilitating transformational learning through experiences
that expand human potential, facilitated by artistic processes.
This creative learning focus stems from a qualitative and
quantitative analysis of an arts-based intervention for
management development. Porter, Lyman W. and McKibbin
(1999), analyzes in the research paper titled “Management
Education and Development: Drift or Thrust into the 21st
Century” that the evaluation of management education
generated internally by the profession. It surveys management
education as traditionally provided by colleges and
universities and aso as delivered by other systems such as
corporations and third-party providers. The degree programs
in management education, including discussions of the
evolution of the curriculum, students and graduates, faculty,
teaching, scholarship and research.
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Abstract

Information and Communication Technology is the combination of Information Technology and
Communication Technology that are used to handle the telecommunication, intelligent management
systems and monitoring for processing and presenting data. Sustainable reporting is the digital reporting
mechanism with utmost accountability, transparency and authenticity to overcome major challenges of
scrutiny, consistency of information in the corporate world. The survey was deployed to assess the
abundant Information and Communication Technology in sustainable reporting towards paradigm shift
in business. The paradigm shift is a magjor change in how some process is accomplished. A paradigm
shift can happen when new technology is introduced that radically alters the production process of a
good. Taking these inputs and purposeful contemplation on the part of the researcher the constructs
necessary for the questionnaire were formulated. The respondents were asked to rate the level of
importance of each question on five-point Likert scales. The study helped to identify the recent trends,
requirements and challenges faced by professionals especially in Indian Corporate Sectors when
interacting with the ICT in Sustainable Reporting and attract wider stakeholder groups.

Key Words: Information Technology, Communication Technology, Information and Communication

Technology, Sustainable Reporting and Paradigm shift in Business

1. INTRODUCTION

A paradigm shift occurs whenever there's a significant change in the way an individual or a group
perceives something and the old paradigm is replaced by a new way of thinking, or a new belief.
Individuals have their own personal paradigms or lenses through which they view the world.
Corporations and other organizations have corporate paradigms regarding the methods by which they
believe their goals will best be accomplished. The narrative in the beginning of the lesson about your
favorite fruit is a ssimple example of a personal paradigm shift. Sustainable Reporting has become an
important part of Corporate Sustainability. The international management experts identified the
deficiency of transparency in the existing business practices for corporate sustainable reporting. But
maintaining transparency in corporate reporting is the route of building ingenuous relationship among
stakeholders. In the present situation, corporate sectors maintain corporate governance that ensures

maximum transparency in corporate reporting regarding environmental performance, social performance
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Introduction
United Natiops'y roustainabielyes v."tt[l:l'!“lih(l.,(l.‘-"lc’-".r.‘"ﬂ tatthebesinn l:pn‘.”(ll':'.nm'hu:_x:th; Sountdown to
1chieve inclugive sustainahle dovy 'oOpment anag- e shomic growth by 2030(GAP Repart 201 6). Many goals
are Jimed mhandng agriculturs! ind larestry development aad arowth, The Sustainable Developiment
Goal <2 calle the warld commn Aty to “end hunger” #hisve faad SECUntY and improve nutition and
Promote sustainabl Igriculture (GAY Repart20 16)
By2050.wor Idpopulstionwills e2.7bitltonfondcon surpUunisanticipatedtoinere: seby7 0percent (FAD),
Lontrary to this agriculture inp Hquation 18 changing in the form of decline (n the AErcuiture Laboar,
shrinking agricultyre productive landg Fesng. temperature, and shif "2 weather patterns, Poor lan
management leads to land dogradation. further reducing the soil fertility and waterpeoductivity (Hakkim,
Joseph, Gokul and Muferdha, 2016),
With these challs HECS accelerating agriculture Productivity to feed world can be - achioved through
regenerativesystemotagy i« ultureandfoodprody ction Agricuitural precessshonlds doptandpractice modern
t.:-.-):nvﬁh.-gy and Informarion: ences for offective utilization of a ricnlture INputs, ‘precision agnculture
imtative by 1S sOVErnment in the year 1983 wan PToVide solution to thegs complex thallenges (Lowcn:rg
~5] It rules out the hypothetic approach and adopts the site-speaific management approach with suitable
micro manggement practices {Hakldn ot 3l 2016). Precision larming s combination REACT, satellive
technology, mechanization, and elfective management of 31l these agriculture resources for greater
productivity {Shukar ABD), : S . il
Precision farm.‘ng is changing the Way people do farming as it rm'wrs n-~n'_-ﬁ.t ofproﬂtabllul)'. productwlty_.
sustalnabilit_v, rrop Qtlul"l}' environmental protection lmd. nira eConomig de&:clopmen[ (Lingh;u élld
Balasundram 2010} (Fountas, Pedersen and Blag kmore, 2004), (Anue ot al, 2017) (Singh). y
Indig being sacond largest populated and agri dominated counhtry has grc-a.;er requnsﬂ:llliy towards
meeting the need for global agriculture produced ':'he present agg-old l;rmmg practices are no more
Sultabloandfnvorablcfurl'armurs.indc‘,:n:m:lL';;swhenlc.'l’nvli.'l'.nl-)p:lunrntl)agrlmllurmedorbwc
jndrcaredf,;vomblc{muynmhv.uanlu,'.;'..Lurfhlmmsde’;antl;.'m:adnhangg:mhea-mtude.oﬂanncrs
towardstech nologyadoption results Precisionfarmingcan thangeth f-lxldl;magncultureproductlvlt}f Bied it
systematic phase wise colloctive offorts are taken hy different Sl.‘-k‘c hnl‘dcrs of agriculture sec‘(or towards its
adoption. Time and sitration demand 1;1r.-.':!|lnx'zr.ng the precision ..arn.ung for the benefit ofall,
Tctbuology adopted in precision farming and its penem offerings :

1. Yield Monitor- yieid monitors are becoming more common in North America. During harvest
::ropyiefdinformasiomsrerordaiongmilms:s.&»emmﬂercnces.ueanalyzedthmughcollnputnr i
tcdmology:mlsinrnrmauomsusedrurﬁnczun.n_gt!w}rar;ahlmtcofa‘;':pllcationo!a%rdlm ure lnpr:ﬂ
varivus grids. Study conducted by Taylor (2016) on commercial grape yield monitor reflacts
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DO INVESTORS REALLY REGRET?

Rosoarch Schelar, Dopt of Managerment mudzeo.
. "Correaponding Aathor

Profossor, Dept, ofManagement Stirdies, 8V University Tirdpath.

“There are any » lew puople
- | trvertmant is u nang s process

- Wt o eacited at limes aboul
] tntersseiphnary,
| whorne muck nme

_| mdequile knowledge ahout portfa

| umnographic fsctars pie,,

w0 Slairs e Nave ne fogrete o MG and fnances®, Betall (ivostors @o no exsoption,

Wharm andvidnal wants evary rupee (0 sars avws mote rupoes, Sventally

Mtus s mmit owrininly land up i regre soce. Though, behavioral knance hus smorged ss
CRNPUIBOINATY sciencs (0 akpiain slock marke! phanstnenan snd megrot analysia s ona thrut aen
areh i epanudic, sepeclolly In Indis, To sxpiore the leeliiood of regret and 14 inpact on retail imveetos
Labaviar in pordolio wvnsimmnta, i prasest siady s conductsd. Unfolding Dhe ragrets of sl bnvesiors while tack of
lio muragement and pees elloet s najor reasons for such regre e Howevey, isrrevtors
A wchitat rogrets ki big way ar they porcesys ths eck markot to be volatile and risky Frariher, ihore am (s wids soope
for o mudion vie,, analynis of varsance in Togls ameny Ellurunt groops of pveeicxs and siudios dgainet diffeyont

INTRODUCTION

Econvatis man is vy ualibs a real man (Edwnrds, 19E4) Tha
| decision making pracess and factors Influencing it have s
| drastic affect on the decision omicomes. Bpecitically in the

tmrastment decpions, theve sy two sigullicant raapony, why
! invemiors do not Behave, as we eXpact hyas (o viz.; Impaapar
| 2t substandaid fiaareial managoment wowld hevwe o diost
- impact en lovesior well-luing and 0Mo investor DuhRver
1cedy affscts the ovents in the dieel rmarkats,

The thoory of ational irvestors hes beus cppoevd by neo-
clasaical sconomic tiscry which oppoces 1At fvery invesior
has lumifed accuss 1o information and an individual in
bounded by axtarnal conatrsintn as woll as sne'n own
behavioral aspectu(Somi], 2007), Hence, the decision making
process iz yiol & atrfedy ratiosal oma, whom all yelsvan!
irdormation (s collected and objectively ovaluated, Tallier, (e
decizion makeor makes mental shortcutn in the

process(Tvarsky and kahneman ((974),

The behavioral {lpance aeserted that invedior market
“bebavior derives from psychological principles of decision
making 60 explain- why people bay or aell the stock (Al-
Tanumi, 2005

kA
af the intluence ol psychology an
itiorers and the subse guenl effect

wseplrical gvidence seggested
Mmgl financidl theories did a
 explaining rertain overts,
nigs In Both finance and
g and pehayiors tha

The anomals prompied acadaemocs 1o 100k 10 cogninve
puychology to accosm foy the irrational and illegical
bellayiora that modexn finonce had falled 10 explain,
Bahaviaral finanue speics 1o expluln oy actoss, whareas
rrodarn financw sveks 1G wxpiain the octions of the. “economic
twan’ {Homo economicux)

CONCEPTS OF REGRETTHEORY

Whatis *Regrei"?

Ragret & (ba negative emotion exparienced whan learsing
that an altervative course of action woudd bave mesulted tn 3
more fassrable outcame:

DEFINITION of Rogrel Theory'
The theory of regret aversion o anticipated Yegret
propoees thal when faceg a dectzion. (ndividials may
anficipale the possibility of (eeling regret after the
encertainly (8 resoived and thos incorporale in their ohoice
theix destiv o okiminate o reduce this possibility,

Regrel theary modals choice under uncertainty 1aking into

account the affect ol anticipated regrot. I wss originally
simubaneo

developod \sly by Graham Loomes and Robert
Sugden David E Bell and Peter C.Fishiorn und schsogquently
improved upen by sevass) athar authors,

In genoral, thesa models incorperate 1y 4
ulility hunction that depends :
outcome and positively onth
the uncertainty rasclhition,

most peop e ate very
adospled by & groap; T

Therefore, fallowing
meamber.
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Viaistant Protess " Semester Professor & Dean - Research
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Bangalor Ravenlorn ]
\Dstract:
W umportant to realize whetfie 0r-an indivadiud student s demogmiphie similarity wih
1t students shape lus o sttirude. Relational deme grap iy oo the other hand identifies
the degree to which an mdividual student s eiogriploe charactenstics are shared by othe
tudent s wirhin socin] units-such 35 a clssrpom. A per the study conducted by Tsus (1992
mnd Tapfed (1978), celational d2mao paphy 8 clodelv related to Scaal dentity and Self-
wheremr individuals classiy

identity. Tumer (1987 propasad ths self-categortzotion thaory
themselves and others mrto soctal units based on deme gr P ine characTenstics
[he puwpose of thus paper 15 to understand the significent demogaphic characteristics which
motivale students to become par Of o social unir and the extent to which these demographic
characteristics iave an iipa lent Frat

: = tdentity, demagraphics; stuclent attinides

(M1

Keywonls: sacial mits, social i

Objectives:
To understand & analyze the varobles wiinch motivate students to bocome a part of & Socil
unit and the role playved demograp hics n shaping thelr sttitudes, It has been found from the
If-defining categories positively and are motivated 10

e

liternture that people cvaluate sc
mmatam such evaluations.
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! o oo, purdussing risk power
i 0 idb el One of the most prevalent modes of
Y \ W wiswil g bnwe emituad fund Isfustry in s hag
s e g sIV u has be ruproved & rivk aking hilituy ol
3 ) h 8 woch more ereasing investasents oy foragn
d X W 1M L thus irvine fumnds e tudy for bettes futvre
X ] iexderstand et gims to know e
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0 fiversf SUwWth schemes over endxt of thvee vew v 200 5«18 have |
x @ Judgment sanplinyand Yidd on 10 + gt bond hes boen takon for the TEK lroe
c ¢ T CXtportion of paper melude IEcessary undertunding about the
11T, v tion nelud I e aoa lysts. It's an emp inal study affr mng
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Behavloural Biases in Investing -
Indicators ang Remedial Messy

Concepts, Categorization,

res

Proot M.Seinivasy edgyss

Abstract

Wrveestment Aocnlong aen natooly ¢

havicural tiages, fulliwed

Introduction:

Dwcition MIANG 15 4 complax actvity, end sa am it
vestment decisions. The

Y 10 &2 in rotorn ™Moo
Lm of money, For dvecades, Mvestmnt decisions

mance, share price mavements and rend faraeast.
ing. Eventually studios tevesied that the canyentiofn.
o way of anelysing investmant decizions bas Jaft an
Unidentifind 5 gaps between estimatad and toal gaing/
108325, This pravod to be an uvidence for furidamen-
Fal mistakes in the decislon making.

Although, 1n the mast reseatchens huve eaploted the

befavioural anomaties Ferving es psychatogical deiv
ofs for :

WhEsE ermoes. According 1o 6 lyser ot ul 12004
| CE émerged as significant exten
EEONOMICS, INCOTPOrating kay in.

ries ke o and sociology

0 Chi Mioh{2013), This stuly
® of the behavioral vanables on
decisions. Dr.Mandeep Kaur.

walitvestor bohavior way

SN market conditieng eull and
An irveestor ;houdbam#_mab’y
= rernedlal measums 1o handie the tases forms 1he

driven by yarioes Péyehaiogical lactory such ay pree
CHuticns, undor confidence, tonsenvatiem, under op-
brnisen anc information inferrarity complex, Sunithi
Kumaranizo1 1), Sudy hat benn undestaken o -
vestigate whethe locus of control oredicts hotcome
effact and Iy CONYETLe gamblers r.:llxy,.m mak-

9 PErsonal investmient decisions The urrent state

flations of the behavior of Poenclal mancets wil be
ihe Bragmatic respanse to the ioconc Y.
Wlther side of the dabate A Sarath Babu & R Ramash
Kumir{2015), apailed fzzy logic to understang the
underpinning refasionship betwes
MEMLs, investor sentiments and their
rrarket activitins Facebook Geo'ss Nt
Index (FGNHI and Vol
which [sa fear Qaugs of iny
applied Adaptive Keurg
nondlinear method,
between the sentime
LOMmpares the p«f@ T
model. "Graed dom|r

-
-

G0 Mers Sudiey Uity eupats Siral maners 1o
Emut prfmm@gimillcam
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Our Heritage

An lzrnpiﬁml Study on Forecasting Price Movements
Using Fechnical Indicators with Sclected Equity
Stock in Indian Stock Market

. ’ a1 " <
Srivank Lovj sudhanva M §° Sarah Merlyn’

(o o day o e s ; Abstract
il N CCUMIC 0 faodeatlon sed lay &y dlay imany FECIne are esierong o sinck trading
; Ay ¥ ol £ 5 sy, S0 Inveskrs s fundamental aselysin ayd 1eciaieal
‘III i¢ SaAst peice ihar af Ak wdt 26 nek, This socdy is monly foe
ooy loch 0 Bed m techndgul MESs oF Mock vk Tooke SRl umalysis is mars
TeCAN Iy ) Price muments, nat Inng-term e 0 fechinial analyais futire » ofat
Wediod ! | T M ke rex Y o rade vl buvisel! Alernis OF iInvesmoes, Thees are fooe
may [ e Jical o Whentor (Es and veatifiny. For d32 pwpose of tx study we
Mave selocsn wiabull ' I i i Uy 20 undessiung fnasd oning of yario
HHE@ions 1oed oo v VIIg the steck 5 8 plyd 1 Hod out s 1oy what Viexd an investor con rely m
Chilieae analy
Introduction
Fechnical analyvsis ha farted Dack m LE™ century when o peson called Munchiza H 1INS,
e volatilty npd 1 wling

sarned recording high pri

DESE Men from npan
ke trading with (he well

Ty successiil busine

tito today's cadlestiok chars
*Ohnecal indscators with ‘orecasting Nuture peice based on
I the market and their effect

paticorms witl driges that evolved

planned with souxt work wirk

T

hiztoric data Fochncal analvess 15 the snydy of virous tuice

on the share prices

Experts of equitv nu

ket technicl indicator analyxas like st ly price charts for price patierns
aruead indicators to forecast fiture Prce movenenty

20 decsle when to eater or exit the nvestment'market, Technical

dimost infinite, s the technical

el une different 1o Using these varions
Iklicarors one can take a RO

ol f1eld e the liat of techmical mdicarors is

BALYSIE 15 o hyo
mndicators are babelled o
l'.l.'fk.ifd.":]l)y IR price moments. S ,—1;,‘ M
Stochasti

nader four categones, cails ind Cator s dillerent from one onother in
Average. MACD are the techrucal indicators

that reflects trend m the market RS Diciifator are the indicatory that shows
mentum an the marke!. Bollinger Band, Stundard Devintion, Average True R:,ngr_\ 5h0%s
volatllity in the market and Chaikin Monsy Flow, On Balanos Volurme (OBY) indicates
volurnes

Althonugh the teehnical anslvss s a study of¢harts graphs and historic dats related to
price, yolume of-a share which should be implicit 1hat techmes undesstanding is entwely
baged on price sod does 0ot include halance heet and P&L accounts of a Compuany, l’\'utumll_\-
in the study the researcher has based assumpons that made the market are ¢fficient and al]

possible price sensitive information are buill into prie graph of & securityfindex. i been
discussed on major technical indicator which are | roadly used and also study functionality of
the different indicators.

Review of literature
A) J. Shurmila Vaiz. M. Ramaswami, (December 2016)

" Reweanch sctiolir Fam University. Astistant Profes
', Duyunenda SagurCllvpe OF Ans, Sviwice & Com
', Assistant Professar, DSCASC, Ranpulcee

ar', DSCSC, Bungnlore

meree, Banpnlore
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Profitability is e ihmate tost | far the .r‘t'c-:i'.gn'.-.:‘l\'fr»s\m;magcmtnl. 1
1 the bottom-line Aficr knowing the fis

Ol riy 'm:m.'w‘.lfm:'n'nmn;-
rink impact on the bank®

for the banke a¢

FISK Cliex)

ancial
F profitabulity, it would be (he Mast craceal ugpe
Heads-up to the bank te matigate those
I protitable amd he
comprehensive Ananelal firmoess

it would sive

velv, Likewnse althy hanking sysiconpromote
SO erCeive 1 Tiese the e unomy’s pliability
MRCIoeconemic surprises. Hetweon pisk and retamn the tradecst
15 well recopnized “m comes with higher sk and viz yersg,
0 expand husiness and 9 {norescs profitabshity, finatcial
Hictors which hayve g rjor lmpad ol
o known fisot that the amopm of sk
oncern and 15 01 a significant pature ty
Ibe Bssel committee repart also highlights the importance
M shudyiag bunk nsks (BCBS-BIS 2001 ) sad the Central baisk's angoing and
Onyistent effort 10 record it in the capital sdequacy guide lines §Shokla 20313)

0 adverse

1

Ihe higher re
Cherefore, in order ¢

institons shonld be nware of the nsk
peofitubility measures, Morcover, it
faced by finuncinl institutions is 4 great oo
he poley makers.

e —

.

BCBS-BIS. (2001), Bagel Con mittee on Banking Supervision, (Mny)
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1. INTRODUCTION

India 15 the fourth fasgest economy In INE world (in
PPP terms) and the second fargest in devaloping Asia
By 2032, 11 expectad 1o avertake Japan 1o become
the thirg-largest economy in the world 8y the end ol

the probiem daNd

piskoey for India
‘India beirg) 15
younger” o
skilled young working professionals
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The world aging pogalation is estimated tobe clase to
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In two yoirs, 13 countries, and 3 4 by 2030, Wil be

mar-aged” - withmoez Than 2% af their populaticn
over 65 122]1 Is also ostimated) tnat due to india’s
demiaraphic dividensds majority of thix supply o the
global laber Torce will come fram India, with 50% ot

its population under the age of 25 and more than 65%

st il nolonoer b2 working

belos the &ge:of 35

autl India beira a developing couniry faces Many
ifficulties. “Unemployment™ is one of that kind. The

Unemployrment Rate of Indiais chmbing a new high &%

vhe fime passes. End of March 2013 the
unemployment rate of the country hasgane up 1o4.1%
and the rumber of unemployed persans s estimated
3t & 7 milllon. Moreover, the job market of Indiais

mostly conducive for skilled, educated and urban

Micro Small and Medium Enterprises (MSMES) play
an impeeiant rofe In prigaing this preblem of Indis.
This secioe has the atility of reduction of reglonai
disparity through Income generation, creates
amployment oppartunities, reduté poverty and above
all induce regional development. Apart from creating
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ABSTRACT-

Banking and Financial industry players are facing significant internal and external chalienges. To survive; they
must focus their efforts on creating value for castomer by focusing on operational ¢fficiency aad cost benefit. In
present business and technology environment, Automution s only hope towards schicving this goal. Many
organizations have claimed economic and operational benefits it offers; however, few have expressed ditficulty
in embracing this lechnology transition duc to chinllenges it poses However, due 1o secusity and salety ‘ff
customer information, technology transition becomes more complex and challcnging‘. A careful situation anakysis
is most important for successful technplogy transitson, This study Nm3 at understanding challenges ?f nmﬁ
adoption in banking and financial services, Further the attempt is made (o develop RPA adoption

banking and financial services buginess process
Suntind and financial services, Automation,

Automuion,

Technology adoption, smooth transition)
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e its own cconomic and Hime-Consuming Fhuilenget_: urther maki
sive IT tansformation or extensive business: process
6 to rely on third parties (o improve process exq:cut‘lqln‘
yever oven these ipitiptives are complex, Hime CONSUMmng, &
isks (Deloftie 2016)
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Ahstract

Invessmont docisiony arw et oaly camplex but Glses vefTesive mast of the tives. There bt st several atilice ty explain these complex deckiony
of inyestoer. Thee theory of ratiomality was nov ampy paccessfal i wxplateing the lyvesnmmnt befurvicur and it intrigued researchieny to explore
cther infNamolng fuciors ike behuvioiral aypect. Befonsawsrail flnimce ks o fnteeddeiplisary science that provkdes sugparring evidenies 10 cerhnn
aerratic frehiveiours of irvesivs. Al this Juneries, b brimg togetier the comoepts, colegrvization, il awet remediol mectiwrer i Iehaviraral
biases becones very feiching, The poper amewpes o praswil wivlif desription of verioas behaviaueal biaser, Fullowed by their cutegorizatios &

cognitlve and emranonal bises. _ .
In the presont study, the bt iekarnd Biasey af imvenionr are cotagunized Sesed o marre! rondivons (dull and bvat) aadd wihadliry u_wll. w
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farms the exsence of the paper. Feiw teste KAe Myers Riggs Tear etc., ideresifued ot e eod of the paper
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Prediction and Analysis of Water Resources
using Machine Learning Algorithm

Sarakutly T. K., Ravikomar K., Hanumanthappa M.

Adsrrat: Walter demumd prodiciion plaps on bepoeiout rele le
iwrbra wnd envirenmientel ploaeing, acolagical developemen,
decision-making processes and apimasr wllloaton of wier
revanrcer. A procive water demand predierion fas @ Key job in the
Sovecavting, design, pracess, aod srganlanion of warer reseinces
Sraemeworks. The peder ciress marural resgwrces and the ever
fncreaving population size makes B dominam do sccsrnmbely amd
efficlently forecars water demamd In the wrban arec witick &
Jpassitle by applving dans mining fechomigees oo ohe krge volimes
of avedlahle woter date. Thix paper focnies on building precise
pevalictive madels for wwer demond prediction ey swppart
v meaeleine mirich fakes core of e monfaear changeabifity af
water dewvered ol diverse levels for eptimol operatiore

Repwords;, Doig Winlig, Macidre Lenvming, Support Fector
Mackime

L INTRODUCTIOMN

Ecological orsaniration of waler resources 8 wery important
since the ecopomic development of sevesal countries depend
on i Water demand prediction s & crucial factor in
veclogical water resowrce forecasting and organization which
lelps in finding novel water resowrces. There is an expanded
requirement for water demand prediction in ight of the fact
that it can give a simulated perspective on fistlure and
recognize reasensble administration cholces to adjuse water
supply and demand. Accuraie water demond prediction is
important due to the increase in population growth rates and
incresse in development growth in whan areas [1]. Exact
family unit level fgures might be wiilized for accurately
foresesing fidure interest and in distingoishing Gamilies that
ire anticipated o utilize huge amounts of water later on &
potenial Focuses for productivity checking. In any cass,
making these exnet prescient models for oblites mformmion
can be trying becanse of the huge amount of informatien
presemt |21,

Humercus: methosds are presemed for predicting  urben
demanmd for water, The chnice of a partioular method is based
om the nvailnbie data, [k order to predict urban water demand
varuas medboidelogies like cconometric prediction, emdl-use
prediction and time  series  prediction  are  available,
Deterministic or probatilistic models are the models used for
predection, Delerministic models are extensively used for
wier prediction.
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Accomplishing the ideal expeciation sxactness is a difficubt
assignement in light of the fact that the prediciion model
shomfd at the same tme think about an assortment of
dominand features like explanatory variables which influence
waler request. These incorporate sociceconomic constraints
like hausing density, population density, ocoupation, income
and water levy; climate information like precipitation and
lemperature; pritection measures and social factors like
cisstamer inclingtions and propensitics. While unceraintics
orcar during prediction; peobabilistic model can be used,
wherein the gquantifisble unesmainties are sdentified by
allocating probability distribution functions o all explanatory
variables inzide the prediction medel [3], Water consumption
usage data can be collected with at most pocurmey using
techrologies, like smart meter and lewel sensors, The
forthcoming water demand can be modeled bemer with
prediction techniques. The short time prediction of water
demnand  helps i futwre s water  demand  predactions,
optimization of the water system operations and models the
water allocation system [£].

The cjective afthis paper is (o develop a prediction model
which heips in anticipating the future water demand which is
mostly hooked on uncerain parameters. This paper discusses
abowt Support Vector Machme (SYM) used for foreeasting
water demand which helps in optimal and effective water
demand anagersent [5], The paper is structured as follows.
Section 2 deliberates on the research works that has used
prediction methods on organization of water resources. The
brief overview of the methodology wsed is explained in
section 3. Section 4 claborates the dataset wxed in the study,
Finzlly section 5 and section & containg the cutcormes and the
conalusions.

1. RELATED WORK

Dt mining technigues helps in extracting hidden intelligent
data trom a huge collection of data. Dafferent water demand
predicting techniques have been suggested with various
features linked to precise goals, datn availability, forccas:
herizans, and used variables, To analyse the performance in
forecesting  water demand, prediction technigues  like
artiticial newral netwack, suppan vector machine, d:::p meural
nelvrk, Ganession process regression, multple regression
and random forest can be used. This section provides an
outling of the different methods used o predicting water
demand, Predictive modeling  technique like Regression
analysiz was wsed in water demand prediction due to i
simplicity and reliability. Anificlal neoral nerworks which is
& self-miaptive model that caphmes nonlinearities in data,

& Sodemces Pullasion
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A Review of 5G Wireless Technology and
its impact on Cloud Computing

Dor. Salinl Suresh

Department of Comymiter applic atwnns
Diayyonamda Sagar College

Abwiract; We all are aware of the peommg
nd trendmg fechnolozy o probobly  few
years which & 50, This paper dscasses
ahowit the different generations of mobile
network commumication, and 5G%s effec
vn Clowd Computing. A detaiked review
ond comparson of dédferent 30 networks
presented n the paper.

Keywards: Mabile  commumcation, 50,
Clowd Computing, Celinlar networks

I INTRODICTION

Mobie communicolos s ome of the
misdern  domaing with  cutting-edge
icchnaques. [1 & cmerging n cnomus]y
fasl pace curmenily and deak with all the
grenps ol maohils amd  wireleay
communications. It B abko  broadly
estnhlished that Cloud Compoing (O] [1]
B a key empowerng lechnokges for the
ffth generation (30 [2] communcation
networks. 50 & the new experemenm iy the
kb wday. I was staned before 4G wok s
hamd arcund the glbe, Rescarchers are
really working hurd on this progect. There
are many new weolnologies  emerging with
S0 I Fact expens say thot with emeigence
of 56 many new fechnologies ure somg to
sep in of which we have ol beard off,
Secton U discusses generotions first four of
celulir metworks, Secton [ claboraes.

1l GENERATIONS OF

CELLULAR NETWORKS
(1G 1o 463)

Volumea 1X, 1ssue VI, June/ 2020
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Farst peneration (1G] wis mtroduced m
lte 198iFs, Truly speakmg @ wesnot G as
it was given s mome aflerevolomm of 20,
1G sipnalks are analop sipnak. 1G was
bmched by Nppon  Telegraph and
Telephone (NTT)in Tokyo n arcamd 19749,
By the end of the year 1984 1 pot rolled out
m ithe whele of JTapan and m 1933 1S
approved the frst 10 operatons omd the
Moloreh's DyvmaTAC became the fa
mohile  phose. 10 B mwduloted to higher
frecpency, opcaly 150 MHz and wp
Three standards, TZ-801, TZ-B02, and TZ-
B3 were developed by NTT (Nippon
Telegraph  amel Telephome Coporatien),
whikk a competing  system operated by
Dam Denden Phinnmg, Inc. (DD} used the
Japim  Tofal  Access  Ciomrmumssations
Bystem  (JTACS] standard, The  magr
dendbvantage of 10 network was that i@ wes
ehzkyg network nol digial this gave a spark
i evoliron of 20 [3]

Mi 5 shor form of second
generation celular network, These celular
oetworks  were bunched oo the GSM
stanclard m Fmlsnd by Radobng m 1991
i celubr network become more efficent
than 106G with the vse of mde frequency
lI'IlEi.'II'I.I.I'ﬂ enahling L1118 8 users  per
frecueney bund with{4]. Now GS3M became
the predommant 26 fechnoksy  that swept
all over the workl 206 metworks mun on
HXMHE freguency and this frequency wis
used for both 1[G and 20 but 10 make space
for 20, 16 systems were shut down, 206
wias abk w0 delver mobik network. In
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Secured containerization for enhanced security and
isolation in collaborative research cloud
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dlvitraer— Clonad sevviees are widely cishreaoed by rescanch
imstitntions 1= facil#ale the collabursive elforis Although cloud
computing emabbis casy acerss fo the reearch resources as an
aligrmate tp cenventlenaol, discrete dats nzanagement  wnd
sharing framevorks, there are several challenges concerming (o
the secarity and confidestiality of sensitive rescarch data and
applicatiens, shared aeaneg risearchers. This paper  has
diseussed the scemrdly valmeruhililies of clond envirommcents,
secndly Peguiremeats im eollahorarive rescarch clead  and
elnborntes approach cowerds the avgmemtatisn of secerity amd
salatinn of the shered resourees in dioud envirenmenis, The
enkmnzed access confral madel presemted in The paper cnsires
the confidemtfality of the sharcd dastn opd beds thooogh
cintalncrization &nd the cantalners are further secured by
appiving Lisus seeurlty modubs,
Kerworele== Clogd commpraimg, cofimbsratine researci,
comkaimeriialeon, secnelny, few comtral

| INTROTIUCTION

Dhis 2 Chee brasiech of securiy and Leck of controd am the
shared resourcss, vesearchers are contemed to share dabi,
towls, anel inferenees b eallabarative rescarch envibonments
Cliwad based reprodwcble research enables the replication of
comipotational - enviromment  deployed by the  oeigioal
rescarcher o perform  mvendive  anclysis using specific
applicatinn o teol which prasily neduces che timss and effers
Wumneroas approqches have bevn sugeested foe shaving of
applicavions: or teols, dma, aloop with complets compais
anviimmtenl ameng fessarchers, Forocsample, warkflow
apfware, wvirhezl machines amd contimers are ublized lor
sharing of appiications bandled with all i@ dependencics
R, the origmal research owner may lose contrel over the
propitciary tals asd applications that ger disseminoued
amch mitiple resenrchers

Adthough  wemy  salutions have been propesad o
liloratures, to address socure dalg sharing in ool lnbaragive
rescarch environmenes and data owner’s access condtrol
prstblem [1] 2], consslerable wock doss neg exisi m secissd
shoning nd secess. control of application or wols. Secure
sharinig ol the serislive reseirch dita snd applications asiess
such publically hosted collaboeation platforms calls for e
rohust access contral approach that asures confidentiality
andl authorized secess,

I BACKGROTIMD
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Tharpopandivan et al. [3] have peopossd o boost
rrmagemen] model os servies Tor e providers as well as
usess - and  delivers  privicy, frsl and  secierity from
adversaries,

Thilakemarhan eral [2] have presented & detailed review
abwait the concems in sharing of mfarmation and smporance
of retaining privacy aml scorecy of shared dach in s
clomabng Jike  healtheare, povernment cie. Authors |z
illugruted the type of afacks Gl svetems are sysceptible
o and the major rensans that mako the cloud EViEHITLE
prame b these allacks.

Dinnan Thilakannthon et ol [4) bave famibonzed an
aparosch for safe sharing of infornution in collaborative
envizormtienis based on clood. Dac ewner insiston the aoeess
palicies using  NACML  palicy  langoage. The Palicy
delinition pomts (PDF) in the objec mlers the policies and
perligy gnfarcement paint (FEP) enforces the podicy.

Chen ol al. |5] have propedad architeciore buile on
saftwnre and hardwure  that hendles data and pedicics fin
access oonirol and provides 0 authentie asers and
|,||:|_|;|-'|i|;,=31iq,|n5. 10 remiks g betior access comirol. The salulwes
assigna the pelicies us hardware tge fo the dota

Becon el nl, [6] have inspectzd llae [u:actlmh”ll}' alf
positianing [FC egmbodied in ke closd Fromewark el
Authors have noted the saitalaliy. and  polential - of
deceniralized 1FC models for academic research ventures.
The paper has explamed virsins aspects of elo] securiny
with respect @ daln ang resiewed cxisting as well as proposcd
work on Information Nows contred,

Fggquin:f @ oal [7] have comaersod seearding  Lhe
wolation provided by coniiner technology and ypenvsor
hosad virmnl machinies. The proprsed IFC empesversd eloud
mndel offes secured and clastic dam sharing. The paper 2lso
brinzs off 2 cormparizmn on condaine iseletion amd suggesed
IFC-gnabled aperating svspm medel

Il FROBLEM IDENTIFICATION

Even though the wilzzalion al cloud services - in
cedlaborporve  Tescareh  has manifald benehis, dhere ane
numerons  challenges  wath  respect 1o Zecurity  and
confidentialiy. of 2engitive research datn wad applications,

Fage 135 of 13%
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A Stady on Anomaly Detection for Keystroke Biomerrics Using Classification Technigue
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1. Introduction

Amomaliee penemally ksowii s rEHEE,
awnliers expectations. oF  desiativns. 10 13 mainly
apphied in business arza of research. Mnding
#irange patberns in nerwvork rathe which canses a
bk ek, health mantioreng, fraud detectapn gic.

The anamoly delection is classified us collective:

tumlextual and point anamoly.in the firsl case, if

e peTsed i opying the

sifermation rom dhe emcde maching is meast 10
collective, 1o the sooond ease of anamody deteciian,
time-renizs datn of network will be used.in the poind
annitsaly, same dota will he gucesad from mpues given.

Waka = a sulleshinn of misching hamvibig auciliss B0 lik

iliiE ek 10 b6 heviag e alpormuns o @ pee-procesing.
chssificalimi, mpeakan. CUREiE.  eascdiiog oiles, el
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Abstract

The =wisting study sdvances a modest collaborative united water division model, which can
support the managers and pronouncement producers in best distribution of partia! water from
a stowage basin to diverse employer segments, sllowing for socio-economic, environmentsl
and technical facets. Basin'rver streciures study models are usually employed in the dssign
and asssssment of substitute strategies for answering to water linked issuss and
requirements. One of the key issues is the water resgurces division and the cost related with
impelting, if required. Taking the sukabée rescliution is measured as an optimal value for
preprocessing. The case study expressed in this papger includes 3 multifarious structure of one
dam, two pumping siations and two digression edifices all heiping dormestic usars output unit,
The factors casi-off were concentrated to a warmth study to measure their comparative
impression on the firm strategy.



i Advances in Text Steganography Theory and Research: A Critical
Review and Gaps

Gurunath B., Debabrata Samanta

Source Title: Multidisciplinary Approach to Modern Digital Steganography
Copyright: € 2021 Pages: 25
DO 10 401897 5-1-75983-T160-6.ch003

OnDemand: . -
{Individual Chapters) $37.50
€ Available

Current Special Offers o

Abstract

There is an immeanse advancement in science and technology, and compuling sysiems with the highest degree of security are the present hot topic; however,
the domination of hackers and espionage in terms of disclosing the sensitive information are steadily increasing. This chapter presents a theoretical view and
crifical examination of the faw text steganography methods in the contemporary world. It tells the direction in which research has developed over the past few
years. Cryptography, the encipherment to a certain extent, protects the data by making it unreadable but not safe. Improvisation of the same can be done using
another fayer of protection that is steganography in which the secret embedded inside the cover text will not be revealed.
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Abstract

Differential evolution algorthm 15 an optimizaton technigue which 1s very efficient and simple
far global optimization over continuous spaces. This paper apphes differential evclution
algorithm in water resource allecation and distribution problems in order to sllocate water
resgurces m an optemal way. The slgorthmm considers the optimal allocation as 5 simulaied
binfogicsl evclution process. The main sim of this paper is 1o implement diffzrential evolution
algorithm, to allocate water resources optimally and to check its efficiency through a case
study. The objective is to mest the water demand of the users by minimizing the total watsr
supply from pub®c water source and to encourage the use of other water sources especially
rain watsr harvesting. An optimal water allocation model 5 conssdered and the resuits show
that it &5 simple, accurste in producing the resuls, adapiable and reliable
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Abstract Abstract:
The recent improvement in Medical picture developrrent has facilitated Computed Tomography Image stedy by Automatic
Crocurnent Sections division of impaired cell. Avtomatic division of impaired cell wall provide the required information, cross conrsiation and lop
N T valus. The contrast between ardinary and impaired cel will prowvids a correct notion about the impaired cell. Empioying the GLUI
techrique, the cperator can distingt the provided two mapge characieristics and accomgplish the appropnate examnation of the
I Literalure Survesy medical image. The benefis of this suggested technigus are insxpensae, less tirme consurning and simple to cperate. The

operator can easily insert and speculsie the values.
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Abstract

The modeting approach is increasing the intensity of research in all the domains. The
present paper deals with predictive modeling and probabilities. [Jata analvsis is & technigue
used to transform, reconstruct, and revise some information that i= an essential step o
achieve the goal or the end result, The prasent study involves the usage of kogeistic
reeression technigue for data analysis. Variows domain -specific methods pertaimimg oo
science, husiness, 2tc. are available for data anslysis which'pltays & key role in decision
making and model building, The significance of this analysis is to get the percentage of the
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Abstrace

The comcept of e-learning has great potential from the educational perspeqy
Dstematic, real time educational facilities for all categories of learners. Even tho i
extstence of E-learning for a long time, it has pot greater importance due ':3?;""?"1&' bt
Ppandemic whick resuits in a shift from classroom learning to E-learning, The obfecti v
was to _,il"mn" the CSR initiatives taken by corporate sectors in India and o Sind out rh:'ﬂ E?]r-m
of CSR initigtives towards E-learning in rural India. The result shows that few !u{-t;:”m
:a:fur:r initiated for encouraging the E-learning system in rural areas with CSR Sund mf,u '::‘-'Farur
p ﬁz gmr:mr the a:peﬂn_.‘:‘m and contribution of CSR fund for effective E-learning J-m :
me.m e “:?:::; E:.ﬂr doing more research on E‘EE J'a-_ai'rr':m‘vea: on E-learning gnd ;mﬂ
s vorporaie sector for contributing adequate CSR Sunds for effecsiye i

Keywords: E-learning, Ca te Soct o
E.platform PO tal Responsibility, COVID -19, E-content, Smart classroom,

INTRODUCTION
Duri . . :
:Im:g 1840°s Isaac Pitman, a qualified teacher he was sent completed assignment by mail, In 19
a Harvard professor, BF Ski , 5 :
I F'fmr Skinner invented the teaching machine which were used by schools
il
gram). It was in the year 1999 Elliott Masie was the first person to usc the word E-kari

like Vi ing’ ‘Onli
: !W]r;ﬂf ning” and ‘Online Learning' were also used during the search of accrd
iption o ng. i I
descr learning. Severa) schools were sai up in early 90°s to deliver online courses by U

internet and reaching out to learners who were unable to attend ¢plje
ges,
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Abstract

India’s unprecedented rise in urbanization, population, and income aver the last Sew decades has
had a marked impact on its citizens' mobility. Sincel980, India's fransport demand fas risen by
nearly eight times, more than almost any other Asian economy, In many areas, this growth has been
good, including the development of the booming automobile indusiry and associated ecomomic
growth. India has a chance to reshape personal mobility and to set other nations an example. It s
now crucial for the subject of mobility to be addressed holistically in this growth-driven journey.
There are, however, several issues that need tackling, Considering the above stated, this paper aims
at- addressing and acknowledging the efforts made so far in the mobility sector, to highlight unlizing
more fuel less vehicle and fhow India can bring about mobility transformation lo drive
decarbonization and attain environmental sustainability. The paper also aims at providing suilable

suggestions to cilizens as fo what they could do and the role they can play to help India realize its
mobility vision

Keywords: Mobility as a Service (Maa5), Shared Mobility, Mobility Trangformation, E-Vehicles,
Eftw'runrr:l;m‘ Sustainability, Citizen Social Responsibility.

Introduction
_ Covid Seenario : | _ _
i he workl's second populated nution, is o place for 1.3 hillion people. With a rapidly growing
ia, t
e pulation (2.35% CAGR - Compound Annual Growth Rate between 2011 and 2031),
urbet pu mte of motorization (12.7% CAGR between 2010 and 2025), vital levels of road
i tastng r g - & 1
Mgminn rising number of road fatality, insufficient tracking of mobilty, declining air quality and
i i

—
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Abstrace:

CSK activities and donation-based Crowd funding is emerging trends and generates financial Reed
In simple both are the same coin with different faces which generates financial funds to achieve m,
target at a specified time towards the social and economic welfare of the society through raising the
Sunds through the Indian based plagforms is more competitive and challenging. CSR will create g
wide range of opportunities fo generate funds through the large number acrass the comnr Wsing
crowd funding as sources in another way, crowd funding can be used to create a micro fmard mr;.
personal and social causes and different activities with a company s CSR goals. The study aims o
kmowing the relationship among fundraisers through a donation-based model in m:rmi' Junding
using Indian based plagforms that have the potential to become CSR activities. Lesser the mininum
contribution more the success rate, so it i advisable to minimize the minimum contribution fevel 5o
many contributors can contribute fowards the campaigns. It can helps the needy peaple which a
social and economie impact towards the Indian economy.

Keywords: Contribution, Donation-Rased Crowdfunding, Indian platforms, personal and socl
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Keywards:  Fimancial Dimension, Customer Dimension, Intemnal Processes Dimens;
Learning and Growth Dimension o

Abstracy

The rescarch aimed 1o recognize the reality of the ication af the Ba
Approach and the Obstacles applied in Indian Earr.;]::-.‘-}wm. ;ﬁe !ﬂmmiﬂrﬁiﬁ
quesiionnaire composed of two dimensions, then the guestionnaire was distributed fo mufe .,..:
Semale emplovees in Public Sector banks aperating in Bangalore City of Karnataka State Dlarg
were statistically analyzed By the SPSS propram. The study concluded that the reality of e
application af Balanced Seorecard Approach in banks was High in general on all dfmmﬁ: of the
study, and that the mast important obstacles to the application af the Balanced Scorecard .fam:
Mpproach in these banks are the lack af kmowledge of these banks and the benefits of 1k
application af this approach. In addition 1o the high cost of implementation and the lack of qualiied
personnel to implement it, the study recommended the meed Jor aftention and increase banks
focusing on the application of this approach because af its advantages which are Indian banks
should work to intensify its afforis to develop and improve banking services to keep up wih
develapments in the world.

INTRODUCTION

The idea of "What can be measured can be managed” has been discussed among administrat™
professionals. This statement was the first beginnings of the concept of instirutional measurere:
on which institutions rely on the evaluation of their overall strategy and used many mensures (AR
Fadda, 2006). In the 1980s, a set of administrative concepts emerged fo monitor processe !
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Abstract

India’s unprecedented rise in urbanization, population, and income aver the last Sew decades has
had a marked impact on its citizens' mobility. Sincel980, India's fransport demand fas risen by
nearly eight times, more than almost any other Asian economy, In many areas, this growth has been
good, including the development of the booming automobile indusiry and associated ecomomic
growth. India has a chance to reshape personal mobility and to set other nations an example. It s
now crucial for the subject of mobility to be addressed holistically in this growth-driven journey.
There are, however, several issues that need tackling, Considering the above stated, this paper aims
at- addressing and acknowledging the efforts made so far in the mobility sector, to highlight unlizing
more fuel less vehicle and fhow India can bring about mobility transformation lo drive
decarbonization and attain environmental sustainability. The paper also aims at providing suilable

suggestions to cilizens as fo what they could do and the role they can play to help India realize its
mobility vision

Keywords: Mobility as a Service (Maa5), Shared Mobility, Mobility Trangformation, E-Vehicles,
Eftw'runrr:l;m‘ Sustainability, Citizen Social Responsibility.

Introduction
_ Covid Seenario : | _ _
i he workl's second populated nution, is o place for 1.3 hillion people. With a rapidly growing
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e pulation (2.35% CAGR - Compound Annual Growth Rate between 2011 and 2031),
urbet pu mte of motorization (12.7% CAGR between 2010 and 2025), vital levels of road
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Abstract

Business analytics is the advanced technology _driven system with combined efforts of
performing various ma rketing, finance, hurman resource man agement, production and
pperations management sinctions and maintaining records, classifying, analyzing the
data, and preparing report for managerial decision-making. Smart education system is
indicated by the education that builds character and ensures the in dependent working

ability. This calls for creating a learning environment wherein all stakeholders are

encouraged to improve their knowledge and ability. sustainable development is one that
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Abstract

Business analytics is the advanced technology-driven system with combined efforts of
performing various marketing, finance, human resource management, production and
operations management functions and maintaining records, classifying, analyzing the
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A STUDY ON WOMEN EMPOWERMENT THROUGH
ENTREPRENEURSHIP - ISSUES AND GOVERNMENT INITIATIVES

Dr. Savits Trivedi’
Abstraet

I fesitin, mvcarey Towalintions one sppvorting wowsen enreprencursiip. Many instiiutions have
heen etablished for G develapanent of wonven, sweh a, Naiomed Bark for Agriculiure and
Keardl Lhovndepaments (NABARD) 1istrics Fivancial Inveltnsioree (O, Nasiowsad Institwte for
Faeepenvwentup s Small  Buvinesy  Davelupwsent  (INIESBUILY, Enteeprencursh\p
Inevulegmmonst Tratltwre of Db (DU, ) Sovall Tedustries Developeent Bank of India (SID8BIL),
Federaiens of Tedion Wemaon Kstreprenewe (FASMEy, Seif’ Employment Wamen Arsoxciaiion
WEVAL Avwewciiotiems af Women Enreprencurs of Karnataka(AWAKE) ad World Assembly af
Naartd and Muodinm Emtropecrcur (WASME) eaw. 1t is regquired fo sndersband thelr potentiol
Phirt CORANIAREY ARer wimers 10 siard Yeeir ventures. Ov ove hand they can Tk cxfter of thelr
famdly ard onr thw by fand they con weo e intelligence Gt warkptace for prychologloal
setiyfactlon This paper focuves evs the chatlenges fuced by the waosien enirepremnes wnd the

Iniakitives takeen by dhe goverament 1o ey the ”.
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ROLF OF MICROFINANCE INDUSTRIES IN POVERTY ALLEVIATION

IN INDIA
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ABSTRACT
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: wn-lr::ur ousedokts and micre. wmal and medium eszecrises (MSMEsL
m"al'r M" e SemTduLion of these segments to India®s overall ODP. Micro firance
‘.:;.ﬁ“;,‘&m,‘“:t.lsu e b;dlw agencies imespective of iegal fhems and models
MFis and § thers, recently banks arc shawing interess and mostly opersts & NesS
Commamlane aodel wikd MFis. This paper focuses on ;::"roh of m:m.;.:wm
mndadricx 1 redoving the poverty b India
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Abstract

Even with the promising benefits, precision agriculture initiatives have not generated desired

adoptability among Indian farming community due to greater resistance to adopt 1echnology.
This scenario needs to change 1o bring  socio-sconomic development Smooth technology
transition requires ¢ffective strategies designed after corctul assessment of its deterninant

factors, This study aims at assessing the individual behavioral factors affecting precision

technology adoption. This stody Mtempts to link between individual perceptual factors with

intention 1o adopt the technology. Study 15 conducted at Raichure distict of Kamatiks chmul

| mwgmem less irrigated land and huge caltivable wastc land (Which represent largely
e o ture demography), Various individusl perceptual factors

fcf the study. Study reveals link between behavie
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Abstract

marketing refess o the proces: of selling the productd and Services Dased om 1helr imerest anc

g =
snyiranmental Benefits o (ho socsety. Green marketing i ypecaily peacticed by many environmentil
mpanies tht are commitied to cnvironmental ond secial responsibality. Geeen cnncketing i w now inkieg)
o protect socicty and eoviranment, The muln thisst of the wudy is fo measure the relstionshp an A";'.
QuIUAIEr ywareness and perseplion loward green i wrkating with reference 1o Indinn Tobacca 'A"'Hll;'.ﬂ"\'
1101 Limited. Study finds that there s pasifive axaosiation berween gender and annual income: of ITC
contumers in Buangalore gty and concluded thiat there | relationship between tunivines awnrencis
scysion bf green marketing prodhects

codsumer perceplion, environmenial Concerms, amd Consuined buying o
of ITC cosumess in Banpalore city

Keywords: Green Marketing, Consumer iivansmess Enviroament, Perception,

different tems, crealion OF Nesw Iems, (EARASAITES,
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and  promoting: Becawss of

Crresa marketing is one of the swatcgies that can
help 10 the compinies selling their products and

services achieve thedr primary. koals of the

buadiness (Papadas, K. K et al. 2019} Ihese The biggest chollenge fof green mntketng

fypes- Of mirategies  Iocuses 00 create  on woduct cpmpanwes S bow oo create
Green v iroomental frizily matk:mng

benonts

mrarketing (¥ processes by which (ndivic communication with mix  platforms - thal i
s and enviranmental groups fulfill thew mandatory foe green marketing Betivities by
demand el objectives thropgl o Stralegr various companied  (Nundishy J_etm\ 2021).
approach that minimuze the effects of nogative Consumers  demand neW ecg-fnmi!y proen
envitonmontal impact (Chung, K. C. 2020) In mroducts by assessing featnes Jike-quality, pries,
this manner, Green marketing hos keope O lsbeling and durability et and simijarly green
arerciges of showing which sncorporates prodicls  companies  RiSo ang  mititve

custalnnble  environmoatil
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Introduction
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busivess (Papadas, K. K ct al, 2019). These
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suctainable  environmental bonehite - Lipeen
murketing (s processes by which individuals and
groups and environmental grouf: fulfill thesr
demand and objectives thiough SIraiegLo
appronch that minimize the effects ©
environmental impact (Chung, K. C,
this mannet, Green marketing has scope
of sthowing which meorporales
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for the environmentalist and ndividuals dre 1
aeotect the mother ofearth (Sharma, A. P 2021).
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environmental friendly markeling
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mundatory for green markenng autivities by

various companies (Nundish, J etal 2021)
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I INTRODUCTION

Fechnoal analysde Rag staeted back in 18" contary whes o person cifed Miomzhine Homoin tghly secorextvl miness men
trom Jepate, started recording ligh price volitiiny and trading paaterng wWith M bnages Bal evalved e oday’s camdesnice
charts, The e ng study should be well raanad with £ propet ropnd work and the technical indicatory fosceast ni Feturs prise
based on histone dara, The annlysis i clear where we the shudy of vanioos foroes in the martket:-and thew elloct on the share
prces theough techmical apadysis, So, all the paramesees should be fctersd i for somdoacting technical amalysis on the sk k
trading In the past cperts of equety nuwrket perdorsial echnwal indicator
goalysis o understand and 1o fefiest oo prce chans foe prke moveoments regisiered al e market 204 we have uses vanpus
tochnical (ndicalors g0 asses 204 o (oreses e fumue prive Suauetivns, Using these technizal ondicmon oec can exyentially sake
2 wood mvestment des oo foc shoet wad moed oo teem, and akso determios oze van eoter o exit thie financial markss.

Techmics! analysis here s 8 Hroud fickt and the lechmical indicators ae libelled fewer than fow calegoces, withy each indicmur
diffesent lnrm' aoather in fopecisting the price moments. The SMA (Simple Moving Average] amd (Mayirs Averags
Convergence Divergeace) MACD ure the technical indicatars that reflect the trend in the marke. RSL (elative S\reng!h Indax)
sod S".o;{u.ﬁuc Oscillstor are the indicators thes indicate the momentum in the muket. Bolllages Baod, S!:mdlrd Dcvull.cn,.nnd
Average True Raoge show volanlity in the marker. Finally, Chakin Moary Flow aod {(On Balance \'olumc:{ OBV indicote
voltanes it 1he aarket, Althaugh (e technical nnalyss 15 4 sty of ¢ harts, graphs 20 bistanic 4131 ltill.t\"i.(o peice and solyoe
of & share, If .30 bo moted that technival undesstunding s enticely based on pace and does nat incluce B(Y (halance sheet) and

PRI {profit il Joss) dccounts of o company. In this stidy certain assumplions wers 20 which made the macket “efficien”
#od ll posxitile “paice” sengitive” information is incladed in pricc graps of u "y antyindea”, Beskdes, majur lechnicul

indicators witich are broadly used in temture are siadied aloag with their funclonalings.

Il. LITERATURE REVIEW

Io the rescarch work condusted by J. Shormula ct al [1] on *Forecasiog Stock Tread Using Technial Indicaloes”, the author

triedl 00 study the different technical indicators effectvensss asd its forecasting ubility ca the selocted share price. Study was

carmied okt on 22 technical dicators and ot was ¢ scluded that in arder to effectively execute 1he trade gi:l. 1817 nclcm:
) 1 as aleo demonstrated thar techmical indicaturs helpinyestor 0 =Xe STasia 15

umderstand the teobnical indicatves, It was also demonstm sl < : o

primuzily fike the enter-ar exit steategy in the markes at the right price / time thereby resulting in netcasing the profitability

‘ el ; w Fqu jgk Promiu Rel Technical [ndicators”
proportion, 1o one of ks reatarch works ntled “Forccasting the Fquity Rigk Promivmn The Rele of zg“.,
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ABSTRACT
The management education In Inda
:’Imbishmem of institutions like Indian |n1:1?°n:t‘mﬁcm?\‘agm 8&11)9‘0&::;‘ yﬁuﬁ;suu:;:
Mam al'"t"° B\:‘dgnuz‘o of management, Since then many universibes have started Faculty of
nage es and various othar managemen| insttutions have also come up 10 cater
to the growing demand of managers, both locaky and globally, Howeyer, LPG (liberaization,
privatization and globalization) have mada a ground for popping up of hundreds of private,
commercialized managemsnt courses and Institutes. Changing economic conditions and
intensification of giobal competition have given management sducation an Increasingly key.
role In the success of business houses. Except IIMs and other statulery Instihutions in Indis,
nearly 95% of higher education instituions {HE!s) have baen duectly ot indirectly regulaied
and monitored by University Grants Commission (UGC) and Al India Counch for Technical
Education (AICTE), uridér siege of the Ministry of Education, Government of India, The
model curriculum, which 15 devised by UGC and AICTE guides, by and farge, the board of
studies (B0S) of universities, scademic councils of autenomous and stand-alone institutions,
What is the quality of the modal eurriculum? How often it s updated? Dees that model
curmicuium ensure updated leaming and make students industry-re: The condition i still
worse for affiliated colleges - of universities, including enginearing and managemant
ons, which are compelied to follow the curiculum prescribad by the unversity, hardly
d for over a decace.

;‘,‘igpy,wm_fows on current scenatlo of managing mamm_am:,vmpﬁop&
dia, diasgnosing the gap beiwean managemeni sducation Curtiulim 9.
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A novel approach for linguistic steganography evaluation based on artificial
neural networks

Authors R Gurunath, Ahmed H Alahmadi, Debabrata Samanta, Mohammad Zubair Khan,
Abdulrahman Alahmadi

Publication date  2021/8/26
Journal IEEE Access
Volume 9

Pages 1206869-120879
Publisher IEEE

Cescription  Increasing prevalence and simplicity of using Artificial Intelligence (Al) techniques,
Steganography is shifting from conventional model building to Al model building. Al
enables computers to leamn from their mistakes, adapt to emerging inputs, and carry out
human-like activities. Traditional Linguistic Steganographic approaches lack automation,
analysis of Cover text and hidden text volume and accuracy. A formal methodology is
used in anly a few Steganographic approaches. In the vast majority of situations,
traditional approaches fail to survive third-party vulnerability. This study looks at
evaluation of an Al-based statistical language model for text Steganography. Since the
advent of Matural Language Processing (NLP) into the research field, linguistic
Steganography has supersaded other types of Steganography. This paper proposes the
positive aspects of NLP-based Markov chain model for an auto-generative ...
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Publication date 2021
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Abstract:

Tremendous growth in Biotechnology field and the nawer inventions have posed a lot of challenges 1o the technology domain
which replicates the Demand-Supply model. The Physoganstic analysis process invohres analysing the sequences and building
various forrns of irees which depicts the evclubonary reistionship among the organisms of mierest. This procass invohes
funetioning of pipeline of tools related to Phylegenetics, various methods and models are in use which uses moncithic
architecture which is a fraditionsl unified model method. The monofithic moedel building has & cognriive complexity code base
and scaisbality 1s 3 major drawback, which can be addressed by application contasnenzabon technology. Containerzation is an
application wirtusization technology immplementsd at Clperating System level. In this approach distributed applications can be
deployed and sxecuted by sharing resources of virtual or physical machinefs} with other contamensed appiications. This paper
proposes & contginerization model against the existing monolithic model speciic to Phylogeneatics, Further it slso gives insight
on deploying contamerzation applicstions on public cloud (AVWS) using Elastc Contsiner Senvice.

Published in: 2021 Third Interesticnal Conference on inteliigent Comrunication Technologies and Wertual Mobile Neteorks
(HCRCA)

Date of Conference: 04-05 February 2021 Dol 10, F0BNCICWS0878. 202 1. 5383305
Date Added to IEEE Xplore: 31 March 2021 Publisher: |IEEE
k15BN Information: Conferance Location: Tireneheli, Indiz



BEEREES  Essentials of Abstracting and Indexing
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BT for Research Paper Writing

By R Gurunath, Debabrata Samanta, Soumi Dutta, Joseph
Varghese Kureethara

Book Interdisciplinary Research in Technology and
Management

Edition 1st Edition

First Published 2021

Imprint CRC Press
Pages 7

eBook |SBN 9721003202240

ABSTRACT

“One of the earliest forms of recording human experiences on earth has been through rock paintings found
in most parts of the world” {(National Research Council 1986). Indexing and abstracting are very much
encouraging words far authors, editors, reviewers, publishers, and all the stakeholders in the research
domain. it showcases different aspects of researched information in 8 way how it is stored, searcned, found,
measured, and cited so an. These index methods are used for quality assessment of the journals and articles.
Web of Science of Clarivate Analytics, 5copus of Elsevier, EBSCOhost (Elton B. 5tephens Company), ProQuest,
and many maore are the organizations taking care of Abstracting and indexing databases processes. In this
paper the authors give the overall idea of Journal Indexing.and rules to get indexed, ethicat practices, peer-
review types and processes, different research-metrics, about COPE {Committee on Publication Ethics), A case
study on 5copus, types of indexes, and citation indexing. Fnally, 2 compartson of Journal indexing for two
indexing agencies is analyzed.
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Comparative Study of Clustering for Intrusion Detection
in Machine Learning

For the current era; it is verv much necessanv to find the proper data mining technigues for the

accuracy of the result. Network security plave a very important role in the intrusion detection.

The clustening alzonthms apphed to intrasion detection bechnsgues which can perform the
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Latent approach in entertainment industry using machine [PDF] from rspsciencehub.com
learning

Authors  5Salini Suresh, Niharika Sinha, Sabyasachi Prusty
Publication date 2020/8/1
Journal  International Research Journal on Advanced Science Hub
Volume 2
lssue  Special lssue ICARD 2020
Pages 304-307
Publisher RSP Science Hub

Description  Mowadays, a huge amount of data is available everywhere. Therefore, we need to
prioritize analysing this dataset which would help us in gaining some meaningful
information for the development of an algorithm based on the analysis. These feet can
be obtained by using Machine Learning. Data Mining, and Data Analysis. Machine
Learning which is a part of Artificial Intelligence is used for designing algorithms based
on trends of data, patterns and the relation found between them. ML has been used in
various fields such as Marketing. gameplay, intrusion detection, bioinformatics,
information retrieval, healthcare, entertainment and also on COVID -19 applications and
s0 on. This paper presents an overview of the contribution of ML in Entertainment
industry



Machine Learning: An Intuitive Approach In Healthcare [PDF] from rspsciencehub.com
Authors  Salini Suresh, Niharika Sinha, Sabyasachi Prusty, Sriranga HA

Publication date  2020/7/28

Journal  International Research Journal on Advanced Science Hub

Volume 2
Issue 7
Pages B7-74

Publisher RSP Science Hub

Description  Health is a crucial resource for a person’s being to measure in our society from any
disease. The fast development of the population appears to be trying to record and
dissect the massive measure of knowledge about patients. Healthcare may be a need,
and clinical specialists are constantly attempting to get approaches to actualize
innovations and give effective outcomeas. The main problem faced by the healthcare
industry is the rising costs which include diagnosis and prediction of diseases, drug
discovery, medical imaging diagnosis, personalized medicine, behavior therapy, and
smart health records. Machine learning gives us an advantage of processing these
information naturally which helps in making the human servicas framework progressively
powerful. Getting the correct determination may be a key part of Healthcare. It clarifies a
patient's medical issue and suggests health care treatment. The disease diagnostic
technique is a complex, community-oriented action that has clinical, intelligent and data
social events to make a decision about a patient's medical issue. Google has built up a
ML model to assist recognize dangerous tumours on mammograms. Stanford's profound
learning calculation to differentiate skin malignancy. This paper is focused on the
importance of Machine Learning in Healthcare just like the different application areas,
latest research works in healthcare, wise machine learning contribution in Healthcare,
and so on. Machine Learning is an application of Artificial Intelligence that helps in
automatically learning and improving itself from experience. It is used in many other
sactors like Law, Marketing & Advertising ...




Segmentation and Analysis of Brain MRI Images

Procesgings of the (nternational Conference on Smart Data Inteliipence (ICERD! 2031 |

6 Pages - Posted: 10 jun 2021

Lakshmi M. B.
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Date Written: May 25, 2021

Abstract

mage segmentation piays z vital role in the field of medical imaging as it renders better diagnosis and early
detection of diseases. The brain is one of the mest important organs in the human bedy as it is responsible
for all the actions and reactions in our bedy. It is the key factor that distinguishes us from ether animals.
Therefore, brain imaging iz important in medical imaging because it helps the doctors to examine and
understand the interior of the brain which iz active. Magnetic Resonance Imaging is one of the brainimaging
techniques. Brain image segmentation iz used for measuring and anticipating brain anatomy st that we can
figure out any changes init. The brain tumor is any abnormal or uncontrolied growth of cells in our brain.
This project iflustrates the application of fuzzy logic in medical imaging, mainly for image segmentation. This
uses FCh clustering for providing efective sepmentaticn of blurred boundany areas of the brain. Thus, it
segments any abnarmalities. in the MRl images. This work also uses morphelegical operations to detect the
presence of any brain tumer. The segmentation-and analysis of brain anatomy with the help of brain MR
images is the prime-objective of this work.

Mote: Funding Statement: Mo funding was received for the work:
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Publication date  2021/6
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Social media and steganography: use, risks and current status

Authors

Publication date
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Steganography or data hiding is used to protect the privacy of information in the transit; it
has been observed that the information that flows through Online Social Networks {OSN)
is very much unsafe. Therefore, people hesitate to communicate their sensitive data on
social media.. Most of the information on the online social network is not useful to users
and appears to disregard such details. People’s actions provided a possibility for digital
Steganography through the Internet.. TCPIF covert channels were used for
steganography until the last decade. People began to utilize social media as a covert
conduit to communicate hidden messages to targeted users as social media grew in
popularity. There are numerous Online Social Networks accessible nowadays, ranging
from Facebook to the more contemporary Twitter and Instagram. All of them may be
utilized as covert channels without the general public noticing ...
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Introduction

Given the inevitable quantum jump in the elderly popolistion in the coming years, i what is beéing temmed
w the Cirey Tsonamd', our preparedncss as a country |8 inadeguale tather 10 say it s the least T[] Rising
life expegtuncy of Indian population |s prompling social, ecoboimical, and psychological problems for
geriatric segment creating chullenges for their graceful sging prosess, The anticipated increase in life
expactancy [2] further might lead to serious situntion if proper measures ate not initiated well in advance,
Cause and impaet will drown in case we ]t nddress the fonlcoming healthcare challesges of clderly

population

Medical cara s the major chalfenge for elderly; due 1o changing -socio-cconomic. condlition, and
psychological siuation meeting required timely medical care is missing in our soeicty. Abseuce of
frequent, immediate medical jntervention might result into fatal consequences. Literature iS evident that
inadequate care process and structure ase unable to mect complex healthcase needs of the elderly
populution across the globe [3]. Such situations can be avoided by continucus moaitonng physiological

parameters and activities [4] [5]. To provide specislized care for this scgment necessary shange o
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Online food ordesing and ducovery y'.:.'!-m'w have transtormed the
wiv Indian customers ¢t Qutsourcing i the food and restaurant

i 4

gGness. pained wide acceptance AMORE business OWNKTS primar

i due 1o prosbects of curning wdditsonal cevenne, proader custarmes
reach, and growing the customer baze [ncontras], The convenicotc
e nEmery motve for castomet’s inclination 1o

f shwpping became e pr

s online pirchases, Citomers enuld save more time by porchas-

Wit
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ing
12014, the onling fooll Uelivery market
019 and cited factors such as the rapi
rpet penetratiod, growth of smariphonts; Tise in disposabile m-
-ome. speedy process by rhanization, rise n disposable incotme, aml

¢ of working women respansible for the growth,

[he industry 35 expected 10 rezch USD 8 billion by 2022, growing ata

nual growth rate of 25-30, dominated by Zomato and

2020). Variety in foods, peer aavotacy, and advertise:

rowth in anline food delivery. Theyeport turther

roiected 1o grow by 18-201, al
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C ABSTRACT

the banking sectors throughout tw world are stild suffesing cnsis,

from the impact of the fnancial
inge sssets (NPA) inlo one of

g " s oS .
public descusaion aboul plians to dump these bad loans & non pesfonn
hift hazasdous assets from

more bed banks has heated up in past years: A bad bank is estublished to §
i regular bank to it, allowing the existing bank's balance sheet to be cleansdup, The transferred assets

are thea serviced and fiquidated by the bad bank,
The following research paper examines whethes sesting up & bad bank 1 a solution for Non-

Performing Assets (NPAs), whether it is a viable option for the government to set up a different uni
to manage the NPAs, It also highlights how governments might efficicatly relicve weak banksof toxic
asscts by moving them 1o a bad bank

Ihe purpose of this research paper 15 o enucially exnmme the concept of o bad bank sgainst the
goncept of failures of many historical examples. It highlights the vital aspects w0 consider while
shorm:-tz 4 bad bank. The adventages and dissadvantages of bad banks are also highlighted The actions
3 as well as the current seenario, The paper also Insludes

are done by the RBI and the goverament,
!7’ historical examples of Bad Banks, cnough light hias been put on the managetnent of NPA in which we
have taken an example of SBI, and the impact of NPA is beea stated. My plan fo the bad banks has

<

also been included.
Keywords - Bad Banks, NPA's, Asset Management Company (AMC), Asset Reconstruction

Coatpany (ARC).

INTRODUCTION

troduction of Bad banks | | o |
':'l;e concept of 3 bad bank I India was first proposed in 2017, but it never mawnahzgd, tl;uwas again
i ; ken the pandemic broke out, govt. started considering this concept
2018, later in 2020, when the pandemic bro
P"’P"“’d skl I sinesses were badly nffected s & result
I cause duc o pandemic many businesses were DAGHY AHEC |
i i ; perind which was prior 90 days to 180

loans became NPAs, The Govl. of India also extended the NPA
w7
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A Formal Assessment of Spotting Leaf Syndromes with ConvNets
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Absiract:

Leawss are part of plants that interface with the climste and deal with their fundamenial reguerements. [n our Bees, healthy
plants sre imporant and used for many purpases throughoul Se. Plant dis2ases represent 3 significant eavironmenial concsm
& big hurdlz is the detection of leaf dissases in large fields. Farmsrs face great problerms = handling different bypes of leaf
dizezses. Flant hicdogist assist cultivators 0 recognize leaf disea=es throwgh agrcultuss! Isbs or by observing wisual features,
Thase spprosches cannot be suitable for 31 cuitivators dus to the cost of expents and the fack of avafabiizy of labs. High
performance ratz of Convolutions] neural networks plays 3 significant role f detecting leaf dis=ases. This survey demonsirates
vaniows Convnets to assorts keaf syndromes. It also performs an importart role = infermabon cofiecton to improve scourscy.

Published in: 2021 2nd Internationa! Conference for Emerging Technology (INCET)

Date of Conference: 21-23 May 2021 DO 10 TIOWINCETS1 4042021 2458263

Ciate Added to IEEE Xplore: 22 June 2521 Publisher: 1EEE

k |SEN Information: Conference Location: Selsgavi, Indis

L Introducton

Agnoubiural prociediviey is somewhai on which ecanomry profoundly bang on: This s one-of e explamadions that zicameess
cheleclionin plarts adapts » sigeificant roli in the: sgrobusinesses liekl, 2= harsing e synérome in plamts e seny aonxmuns), On
S off chemios Thal apamoprisle considination & Ral ke ot this Sme-t ot poinl il causes geeine infucesses 'on plarts and
because of winch indiddual Biem qualty, volome, orefioency s predispesed. Dirsooseny of planl ilmess, browgh some planied
pndcess i advantapeaus a5 oty o fiugpe work of chacking i lenge homessesgds of yialds, and 2 Se begirming ghaesie isel, &
dedingishes syriplores of diseerorsYield adrmenl loeation e preemiss of berses! scness counier acion ooereure crop
opsity. Cormverilionad iossion strstegpes for crog ackness mosty rely gpon manes perseplion ord thos ead b fos eoogaiion
effociierees and hidpless amwerserng quahity, Ranchers need proficont infommalion. and noal specalists cun'Eserve e sk
corEslenty. sa they miss $ie bestidest oppocunty far aeaidanos. A of ke seiuee proparstion, deson acknowtedgmenl,



A novel approach for linguistic steganography evaluation based on artificial
neural networks

Authors R Gurunath, Ahmed H Alahmadi, Debabrata Samanta, Mohammad Zubair Khan,
Abdulrahman Alahmadi

Publication date  2021/8/26
Journal IEEE Access
Volume 9

Pages 1206869-120879
Publisher IEEE

Cescription  Increasing prevalence and simplicity of using Artificial Intelligence (Al) techniques,
Steganography is shifting from conventional model building to Al model building. Al
enables computers to leamn from their mistakes, adapt to emerging inputs, and carry out
human-like activities. Traditional Linguistic Steganographic approaches lack automation,
analysis of Cover text and hidden text volume and accuracy. A formal methodology is
used in anly a few Steganographic approaches. In the vast majority of situations,
traditional approaches fail to survive third-party vulnerability. This study looks at
evaluation of an Al-based statistical language model for text Steganography. Since the
advent of Matural Language Processing (NLP) into the research field, linguistic
Steganography has supersaded other types of Steganography. This paper proposes the
positive aspects of NLP-based Markov chain model for an auto-generative ...



A Novel Approach for Semantic Web Application in Online Education Based on Steganography

Authors D, Gurunath, R., & Samanta
Publication date 2021

Journal  International Journal of Web-Based Learning and Teaching Technologies {(IJWLTT)

Volume 17
Issue 4
Pages 13

Publisher Gl Global

Total citations  Cited by 15
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Scholar articles A novel approach for semantic web application in online education based on
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A Novel Plant Leaf Ailment Recognition Method using Image Processing Algorithms
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Insights into Artificial Neural Network techniques, and its Application in
Steganography

Authors
Fublication date
Jourmnal

Volume

Issue

Pages
Publisher

Drescription

R Gurunath, Debabrata Samanta
2021111

Journal of Physics: Conference Series
2089

1

012043

IOP Publishing

Desap Steganography is a data concealment technology that uses adificial intelligence
(Al} to automate the process of hiding and extracting information through layers of
training. It enables for the automated generation of a cover depending on the concealed
message. Previously, the technigue depended on the existing cover to hide data, which
limited the number of Steganographic characteristics available. Artificial intelligence and
deep learning techniques have been used to steganography recently and the resuits are
satisfactory. Although neural networks have demonstrated their ability to imitate human
talents, it is still too early to draw comparisons between people and them. To improve
their capabilities, neural networks are being employed in a number of disciplines,
including steganography. Recurrent Neural Networks (RNN} is a widely used technology
that automatically creates Stego-text regardless of



Insights Into Deep Steganography: A Study of Steganography Automation and Trends

Authors R Gurunath, Debabrata Samanta, Digvijay Pandey
Publication date  2022/3/31
Journal  Cyber Security and Network Security
FPages 129-155
Fublisher John Wiley & Sons, Inc.

Lrescription  Recurrent neural networks (RNNs) are built on the foundation of feed forward networks.
The greatest comparison for RMNN is simple writing analysis, where the prediction of the
next word is always dependent on prior knowledge of the sentence’s contents. RNN is a
type of artificial neural network that mimics the human neuron network and is used fo
recognize a series of data and then analyze the results to anticipate the conclusion. The
L5TM is a kind of RNN that comprises of a stack of layers containing neurons. This
article also discusses the problems that 2ach technology faces, as well as potential
solutions. To reduce losses, optimization algorithms change the characteristics of neural
networks, such as weights and learing rates. One of the sections provides optimization
algorithms in neural networks. A section devoted to some of the most recent extensive
research on ...
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ploces of wark und every employee E%ﬁaﬁﬁn
carcer, Howeyver, organisional politics s a concept

AOSTHACT
The bebaviour of people in onganizations iv mainly influenced by their perceptions fowanis
ihe vasions aspecty of the orgamization, Onganicstions shouid eavre: thal the employees
perceive (mmmes in femis of nowink, sanoin proooeo and gresting the employecs with
tespect angl dignity Jin deicnmiining various oursomes. Perceplion. of orgondeatsonal ivatice
Pemds o enbance the pomifive work related hehaviaun smoag employect faulling in-trus,
commitiienl and job perfornance and reduces the counter-productive . work relatcd
EEJE._..._. svch as absenteciam. tumover. and lack of productivity. The puspase of ki
envestigntion s jo find oat the nole of Crganseationed] Justice (07) snd Perception of Pulities
(PORF) on Gculty fob Perfirmance (TP in bapher educational imsfitations (MEE) in tve Indian
oontext. 373 Tacully membees with more then tweo yoars of auperience were chosen for the
prexent invemigation, The hypoibeses wine teated using statistical techniquen such 61 oac-
way ANOVA, Pearsan comviation and Mudtiple Regression analysis. The results showad that
fatulty experienced & high level of Organirational Jetice and moderate tevel of Politics in
._.m_?n_.q ._..._unnnnu_n_”u_. and high levels of Fob Performance Organirstions] justice imfleenced Job
siformance of faculty. However, perception of politics id not infhsedca thest Job
performance. The findings of the snady mild 1o the theatwtical lseranare and alss eanmibute in
BUEEEting waks o luild a tnaly inspired wotkforee.

EEVIWORDS
Higlver | Edication, Eca el A : =
O nrt S Hor. Pecoepiton. of Paditics, - Jol | Performadice,

INTRODUCTION
Collcges ard universities are game changers in determinin

g and sty the Tishere and canoes
a_.npa_.____“-m:u. In arder to make the students employable and industry ready, these HEIs have
modified their cerriculum as per e mguinoments of e industry, Henee, thisre isa Tot of
pressure on the faculty members 1o deliver woeld-class knowdedgs o their studenin. This
requires thee faculty of HE 1o be highly engaged and deliver 3 superior parformance. Heges,
__“FW.. is uutnm,.._uﬂ._..uﬂ o stody sboul the onganicational difficulitios feed by leachen in HEIs

Higher educativn is 4 means of cbisining o swccessful and sasainable life reslting in
financial sceunly and a splendid career (Kyflosen, 2012), It is threugh higher edscation that
the nationwide progress cun be atalned (Teai, 2612 Over the years the oiiscatinn sector hds
become companibla to any other commercialized and. busizess onganisations and concepts
such as organizational justice, perception of politics, work engagetent and job perfomance
have become equally relévant and significant for this secior o,

Thire luive . been seviersl stidiss revoliing around power and politics over the last eacy
coplurics. No orpanization ‘which invelves people s free from politics and cducalnsl
institutions sech s coileges and eniversilics ans oo FifTerent From thin, Meople terd i beid in

“ewvery wiorkplace on bugis of certain common grounds @nd in eder fo stay inflaeniial ar

axerl dome ki< of infloence on others in tlee g ARl

B e e pntatm
rganivatonal politicd is o i i

it ar multiple levels throughouwt hisher
i= not fo bo feghsicd ok itls capabie of

Workplace politics can ba healthy on
thetestable, There fs oo denying the faer that

. ISSIE R

T

o

i.‘irr;t:ni
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imepcking the sitedes, befvior and ultimaiely dhe porformance of emgployoed and i
OrIELM N, .

Emgplrysen capect b ofpanirations 3o kv conpis nsechankams in place e caoure fabmais of
newarda, prodedures, ploceksss, reteues s nloradtionn, Employess lead w have fher onm
perccptions towands e falmcas of thess mechansuns and th mflyences their averall
perccplion tawnnds e onganlsation, eis work relaied behavioun vush 83 job performdace,
comsnitnent, Tt e, Ceganiationsd politics eventmally isfluences tha faimess of an
arganization ko an extent by way of disparity of Wages smoeg groups, discnimangtion, ek of
mecognition, eic, When crganismonal politics exgoods it Binkir and organiationad fustice
imbaluiced, cophayecs’ lavolvemeat, dedication, will 1o work and sewse of belanging takes 2
it (Kabsy, 2016), As 3 rerudt of this employee” peroeive lek of justice in (he srpamizations
sl that affects their lack of productivity, sbsenteciam, thisr wense of rexponaibility, skippisg
deadling & imlention 40 quit the job (Adam, 1963; Kalay, J016). Thia impact their jub
neluted perfonpance drastically. However, the extent 30 which orjanicismsl jutice
perception af palitics ingaetd the: job perfoimance nf facmley. in highar sdecatnal
imstititices s nod clearand i sulgective, :

_rnnﬁﬂuq!ar.uuﬂaﬁsﬁﬂgahauﬁifwﬂgaﬂ
Orpanizatineal hntice, The wond onganicaticnal [uslicc wai framed by Grecabery (1987) in
aeder bo descrite the people’s crncemm lowardy fhirtess in the workplace,

Greerberg (1990} defiocs organisaticeal; pusfice mn “the oxient 6 wiach the employoey
crsider . the orpanerational decipkony arg Bur”

Adthough difTerent dimensions for erpaszional jutiee have heen pu forth, and cach
influcneiag mn aspect of (be croployes’ hebavior at thetr jot, wverall ﬂﬂlﬂﬂlul.hn
alvo has a significant impact the employees’ pateption of justics in the ergERIten.
Chgamirational ustice profoandly imguts E%oni% by affecting te
EE%E%EE.?%EE_EEFE.#

Anigpima, J0 10k --
The magr %ﬁﬁiﬁgfgiﬂgﬂﬂﬁnia.g%nmﬂgi
ongasirational justice of Faubty wembers i ke higher cducationsl ipsifolicss and it

inflimace cn heir job porformanie.

Literatare Revien

Eﬂn.___w .
effective fisndtioning af sy o :Einﬂ_ﬂ:&aauuﬁuw-nﬂ_ﬁusﬂiﬂmﬁ
HIEEEFF_‘EES. n."_.dswﬁ_.ﬂ._c_uﬂﬁ. izationibl Justice was Eamed by Greenberg h
1957 Motawidlo and Kell (ZOL2] E:E_.Tw%n]...iuqﬂ_ expecied vl i
arganization of 1he divicte hehaviotal epianches that an EFiﬂﬂmﬁﬂﬂnﬂx.;.E.
poriced e time', lofbal, Reban, Emﬂnl&i:afuﬂﬁh&.ﬂ:i:ino arganizaideal
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Identifying stock market bubbles and evaluation with momentum
index and CCI

o

Stack markets ought to be efficient while stack prices reflect all available information

d equitably. This bubble majorly forms when market participants inflate stock prices
€ stock value based on some valuation system. Identifying the formation of these
becomes imperative to provide information for the investors and these bubbles
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Abstract: India is the largest and healthiest demosracy in the world, It is obvious thal elections are essential to maintain the basis

and essence of democracy. Electoral bords re promigsory notes thiat may be sequired by unybody 1o give money to political parties
Any person who is an Indian citizen and any company may acquire this electoral band, This 15 n coverl method of giving tash or

funds o a political party, This article will lock at how & funclional demotracy s impacted by clectoral changes and their covert
| electoral bonds be redecmed through & bank account that the Election

ebjectives, The fraud [s:exscerbated by the need that-al
All electoral bond transactions are done digitally or with cheques. An initial comprehensive

Commission of lndia has made public
understanding about the working of ¢lectoral bonds in India alongs
beief overview of the specific tyx benefits to investors is provided. The study identifies that the awareness of electoral bond

ide the minimum threshold nnalysis sets the slage for the study, A
5 ACTO4S

various age: groups, gender, educational qualifications doesn’t change. It was emparically established electoral bonds were not
pereeived to be pisky by individuald, but they were negatively perceived
Tndex Fermy: Efectoral Boads, Tranches, Awareness, Perception

L INTRODUCTION
Privr to the implementation of electoral bonds, political parties were supported by cash and illegal funds; as a result, the supreme

«court filed a petition on March 4, 2016, requesting that political parties stop raising. money through cash and instead use electoral

bonds.
The Tnidian government was later warned by the Su preme Court that funds raised by political parties through electoral bosds' muir.llm
used for-any unethical purposes, including rerrorism and protest, and in 2017 the Supreme Court issued 2 new procedure for the

issuance of electoral bonds under government control.
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Abstract

The primary concern of every individual and organization is the secunty of sensitive information generated via authorized activities; nonetheless, illicit data
drawing and extraction by attackers is prevatent, which may be mitigated by covert approaches. Although cypher technigues give excellent protection, they
raise suspicion in the eyes of adversaries, resulting in both passive and active assaulis on the information sent. Steganography, on the other hand, helps to
reduce third-party suspicion. This method conceals sensitive information on cover data and fransports it to the targets without skeplicism. However, the issue
depends enfirely on the effectiveness of the embedding method; it must also safisty other data concealing features such as embedding capacity. As payload
grows, 5o does skepticism. This article handled this issue to lessen suspicion while maintaining embedding capacity. The article proposes a format-based fexi
concealing algorithm, a raditional way for dealing with embedding capacity and invisibility. The authors compared our results to those of other similar current
methads. They discovered that theirs are pretty decent—the present study offered both standard public communication security and medical data protection.
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Secure checked based three person affirmation plot for records trade telecare remedy facts
structures permits two customers simply store their verifiers prepared from their certifiable thriller
state in approval verifiers informational index. By then the confirmation professional can test the
clients’ verifiers and help them to exchange electronic medical records or electronic prosperity

statistics securely and favorably. In this work, we must suggested protocol based on SPSD.
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Cescription  The Severe Acute Respiratory Syndrome (SARS) are caused by the strain of the corona
virus causes cold and influenza. In recent years, the covid pandemic spread throughout
the world killing millions of people. The fatality rate has increased and it also leads to
pneumaonia for breathing problems. Several methods like wavelet filter banks, time series
methods, Meural networks was developed for the diagnosis of severe acute respiratory
syndrome coronavirus, still the accuracy can be improved. Less works is carried out for
hardware implementation for syndrome detectors. This proposed work represents the
FPGA (Field Programmable Gate Array) implementation of the hybrid method using
Convolutional Recurrent neural network and Independent Components Analysis (ICA).
The architecture extracts the ccomplex features from ECG (Electrocardiogram) samples.
The hybrid Statistical and Recurrent Meural Network ..
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Lrescription  Recurrent neural networks (RNNs) are built on the foundation of feed forward networks.
The greatest comparison for RMNN is simple writing analysis, where the prediction of the
next word is always dependent on prior knowledge of the sentence’s contents. RNN is a
type of artificial neural network that mimics the human neuron network and is used fo
recognize a series of data and then analyze the results to anticipate the conclusion. The
L5TM is a kind of RNN that comprises of a stack of layers containing neurons. This
article also discusses the problems that 2ach technology faces, as well as potential
solutions. To reduce losses, optimization algorithms change the characteristics of neural
networks, such as weights and learing rates. One of the sections provides optimization
algorithms in neural networks. A section devoted to some of the most recent extensive
research on ...



Journal of Intelligent & Fuzzy Systems 44 (2023) 88038816 8803
DOI:10.3233/JIFS-224289
10S Press

Hybrid statistical and recurrent neural
network architecture implementation in
FPGA device used for severe acute
respiratory syndrome coronavirus detector

V.M. Senthilkuma#*, S. Thenmoz/i, NINVIKERMEdavallf and U. Yedukondafl

aDepartment of ECE, Vivekanandha College of Engineering for Women (Autonomous), Namakkal, Tamilnadu,
India

bDepartment of ECE, Dayananda Sagar College of Engineering, Bangalore, Karnataka, India

CDepartment of Computer Applications, Dayananda Sagar College of Arts Science and Commerce, Bangalore,
Karnataka, India

dDepartment of ECE, MVR College of Engineering & Technology (Autonomous) Paritala, Andhra Pradesh, India

Abstract. The Severe Acute Respiratory Syndrome (SARS) are caused by the strain of the corona virus causes cold and
influenza. In recent years, the covid pandemic spread throughout the world killing millions of people. The fatality rate
has increased and it also leads to pneumonia for breathing problems. Several methods like wavelet filter banks, time series
methods, Neural networks was developed for the diagnosis of severe acute respiratory syndrome coronavirus, still the accuracy
can be improved. Less works is carried out for hardware implementation for syndrome detectors. This proposed work
represents the FPGA (Field Programmable Gate Array) implementation of the hybrid method using Convolutional Recurrent
neural network and Independent Components Analysis (ICA). The architecture extracts the ccomplex features from ECG
(Electrocardiogram) samples. The hybrid Statistical and Recurrent Neural Network (RNN) Architecture implementation in a
real time hardware detects the Severe Acute Respiratory Syndrome presented. The proposed method can be implemented in
MATLAB, Embedded and DSP (Digital Signal Processor). But, the FPGAs consume less power computationally efficient.
Since, ICA is an efficient method due to its blind source separation property accumulate the extraction of features accurate
described. The mathematical model for the analysis of ECG signal using RNN is analyzed and based on that the proposed
model is selected. On investigation the hybrid method using the statistical and neural network model is efficient in the analysis
of biomedical signal especially ECG. The proposed ICA based RNN model is mathematically evaluated and tested with real
time data. For implementation, Quartus software is used for effectiveness of the proposed model.

Keywords: Field programmable gate array, recurrent neural network, independent component analysis, electrocardiogram,
severe acute respiratory syndrome

1. Introduction

_ ' The Severe acute respiratory syndrome (SARS)
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Impact of Job Satisfaction

on Employee Performance:

A Study with Reference to
Biblical Management Principles

Diwakar Prahaladaiah*, Udayakumar H M** and Mukesh Soni***

The paper examines the relationship between job satisfaction and employee
performance. The study adopted qualitative and quantitative research methods
based on a survey conducted among the employees of IT MNCs (Multinational
Corporations) in Bengaluru. Through systematic literature review and textual
analysis, the study explores the principles of Human Resource Management
(HRM) in an organization and employee job satisfaction and performance. It
found that there is an impact of job satisfaction on employee performance and
that a significant correlation exists. The study also cites strategies from the
Bible in this regard. The analysis brings out the importance of holistic approach
in the organizations for its growth and development.

Introduction

Human Resource Management (HRM) or people management is an essential part
of any employer or organization. "Human Resource Management (HRM) is important
in organizations, which facilitates the effective use of people to achieve
organizational and individual goals” (Hashim, 2009). Employees’ motivation,
commitment, resolving conflicts, performance evaluation, employee rewards, and
employee retention are all critical areas addressed by HRM. Essentially, people
make an organization. If good people are lost, the organization is lost. The global
trend shows that a microbusiness organization can have employees, consultants,
and other stakeholders engaging in spreading the business across several
countries. The motivation of the employees and commitment towards the
organization are correlated with the rewards and benefits from the employer and
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Abstract

Green computing is the system of implementing virtual computing technology that ensure minimum energy consumption and
reduces environmental waste while using computer. ICT Based Teaching and Learning (ICT-BTL) tools can be implemented for
effective and quality education especially during the pandemic like Covid 19. The researchers collect the data from original
sources with their personal experiences and eagerness to understand the concept in depth and the applicability for prospective
mankind. The results include positive impacts of developing and implementing the green computing for ICT-BTL tools in smart
class rooms. ICT experts and entrepreneurs believe in initiating the virtual classroom operations for the betterment of future and
protecting from the faster growing technology era in education and research industry. The present study can be initiated for
developing modern classrooms and ICT based education system with 3D presentation, demonstration of practical examples in the
realistic manner.

Article Preview

Top
1. Green Computing Inspirations For Ict-Btl

Green computing concept originated during the year 1992 while most of the companies initiated energy star for the electronic
goods like printer, television, refrigerators, air conditioner, etc. which was the indication of energy efficiency (Asikainenet al. 2019),
(Billett, Paulina and Martin, Dona, 2018). Millions of computers are used by individuals and organizations that consume the
maximum portion of energy (Chatterjee, S., Bhattacharjee, K.K, 2020). With the consideration of proper utilization of renewable
and non-renewable energy, different research institutions under government and non-government initiated to find the solution of
reducing environmental waste and ensure energy efficiency that leads to discover the idea of green computing (Boud, D, et al.
1993), (Boyle, et al. 2019). ICT-BTL system has interconnections with green computing that leads a society into eco-friendly
movement and sustainable development. UNESCO describes the importance of energy savings and released the guidelines for
using the ICT-BTL practices exclusively in the developing countries. ICT-BTL system aggressively initiated by various countries
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Abstract :

Skill based education is the systematic execution of teaching-learning practices that develop the
employability skills. In the competitive world, the institutions are playing vital role to develop
curricular activities in association with industrial experts that constructs favorable atmosphere and
guarantees of independent working ability. The education system facilitates a creative environment to
learn and implement the knowledge for the personal and social development. Innovative
entrepreneurship is the outcome of skill-based education and resourceful project works during study.
The present study makes an attempt to identify the impact of skill based education on innovative
entrepreneurship towards sustainable development. The research methodology consisted of
identification of key factors related to skill based education system and innovative entrepreneurship
process. The questionnaire was formulated and the respondents were asked to rate the level of

importance of each question on five-point Likert scales. The study was empirical in nature and based on collection of both quantitative

and qualitative data through stratified random sample with the sample size of 400 respondents. Majority of the respondents accredited

high level of impact of skill based education on innovative entrepreneurship towards sustainable development. The participants agreed

that innovative entrepreneurship can address the social issues and develop the economic situation for the advancement of individuals,
organizations and the society at large.

1. Introduction

Sustainable education system interconnects the

Skill based education is the road map for smart
education system of future generation that construct
self-confident among the young minds and develop
employability skills. The learners can choose their
desired sector to the specific job role or
entrepreneurship activity [1]. Innovative
entrepreneurship is the outcome of skill-based
education towards sustainable development.

teachers, learners, institutions, and industrial experts
through eco-friendly electronic and computer
devices that ensure maximum efficiency in
education with minimum environmental impacts
[3][7]. Skill based education is the combination of
vocational training, professional certification
programme, business incubator, case study analysis,
internship and project work [6].

Vocational Case Study

Training Analysis
Professional Skill Based Internshi
Certification Education nternship
Programme

Business Project Work

Incubator

Fig.1: skill based education practices ®
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FRESH WATER GOVERNANCE AND WATER USAGE ANAL Y SIS OF INDUSTRIES
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Dr.Mahalakshmi.V, Head of the Department of M.Com, DayanandSagar Institutions,
Kumarswamy layout, Bangalore, maha.5299@gmail.com

ABSTRACT

Water is the major essential and basic requirement of every life on this earth. Fresh water is vital for
all life supporting systems in this world, it is used for producing food, power generation, industry,
sanitation etc. Governance of fresh water is essential for equitable distribution and balancing of
growing demand for freshwater due to increased population and development activities. Good water
governance is necessary for fairly allocating water resources and avoid disputes. From the total
available water major portion of water is used for domestic purpose. Industrial and manufacturing
businesses use 12 % of the public water supply, Industrieslike food, paper, chemicals, semiconductors
and chips used in computers and cell phones including dairy, sugar mill, oil and gas automotive etc
use high level of water. Most of al these industries are located in and around the cities and only few
of them are away from city limits. This study concentrates on the issue of shortage of water supply in
cities or towns due to sharing of fresh water with Industries and other business sectors which can
otherwise operate much far away from cities and towns near water bodies without using public
freshwater supplied through pipe lines. An analysis of the freshwater governance to identify which
sectors has high consumption level of fresh water and which industries have to operate within cities
sharing water along with public, identifying industries which can use the water resource from lakes or
ponds far away from cities, this division and allocation of permission to industries contributes to
balanced distribution of piped freshwater supplied to cities and cater to hassle free supply of water to
domestic use and specific industries which need to operate within cities and the rest of other industries
to move to places near lakes or rivers. This allocation or division will also be helpful for maintaining
public health and wellbeing and sustainable supply of freshwater all the yearlong to general publicin
any town or city. The study also poses few attributes which can conserve water usage of industries.
Theme: Future of Society Sub Theme: CSR in a competitive Business environment

Key words:
Fresh water Governance, balanced distribution, general public, Industry, water usage

1. Introduction

Indiais the most populous country in the world which accounts 17.1% of world’spopulation. From the
last one decade booming economics, population growth and rapid urbanization have considerable
impact on India’s water demand. Due to rapid economic and demographic changes, the demand for
water isincreasing day by day. As per the report of Asian Development Research Ingtitute, irrigation
sector alone will need additional water, and Industries water demand will range from 65 to 80 billion
cubic meters (bcm) by 2025-2050 with the present 37 bcm consumed by Industries. Increasein demand
and developmental activities is changing the scenario of water condition in India. At the same time
good freshwater is necessary for good human health and the ecosystem, keeping a runningflow of
healthy waterwith asustainabl e distribution of water supply among public and industriesisachallenge.
Magjor part of the freshwater get polluted due to waste water and industrial production, there is no
sufficient system created to manage wastewater generated daily in India. Rain fall isabundant in India,
many rivers are flowing throughout the year and lakes have sufficient water all yearslong, in spite of
these features India faces scarcity of fresh water in cities and rural areas during summer.

National water policy AMRUT 2.0 focuses on making the cities self-reliant and water secure. There
are both public and private water control boards, the wellbeing of the society is dependent on the
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reliable drinking water. The supply of water is handled by Panchayati Raj Institutions PRI in rural
areas, Municipalities in urban areas called urban local bodies ULB. Fresh water governance is
necessary and need of the hour to balance the supply of water between public and industries
specifically in cities. Public demand for water is mainly for all domestic uses, industrial demands
include water for stores, offices, hotels, laundries restaurants and mostly manufacturing plants. While
planning the water allocation system by local bodies’ priority should be in order of drinking water,
irrigation, hydropower, ecology.

In India, the domestic water consumption is about 135 litres per capita per day (Ipcd) for the urban
regions and 75 litre per capita per day (Ipcd) for the rural regions totally which accounts for 4% of the
water footprint. About 30% of the country’s population is supplied with safe drinking water though
with limited supplies. The amount of domestic water consumption per person varies as per the living
conditions of the consumers. Around 50% - 60% of the total water consumption is accounted for the
domestic water consumption in India. According to the Ministry of water resources, water is used in
industrial areas of the country accounting about 6% of water available. Water Demand amongCertain
Important Industries are taken as information from a study as shown below

Water demand in various industry
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From the above graph the research has indicated that special quality paper production, paper
production and stedl industry consume high level of water per unit of production, followed by
distillery, fertilizer and textile.

The objectives of this study are

Objectives
1. Toanalyseabout industries which are using highest water
2. Todetermine attributes for conservation of water by Industries

M ethodology

This study isthe review of dataavailable regarding water resources, usage and conservation reports of
National,International organisations and local bodies. Secondary data is obtained to collect
information relevant and required for anaysis. Online publications, reports of national and
International policies and reports are referred for the study.

This para starts from Introduction, next para 2 contains the data collected about distribution of
freshwater- globally, in Indian perspective-Industrial and domestic usage statistics, para 3 descriptive
Analysis of the data, para 4 attributes for conservation of water, para 5 limitation of the study, para 6
conclusion.
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2. Industrieswhich have highest water usage

Distribution of fresh water:

Out of the total water available on earth 96.5% is in oceans, 2.5% is fresh water and 0.9% is other
saline water. From the total freshwater available on earth, 68% isin the form of ice and glaciers, 30%
isin the ground and

remaining on surface in the form of rivers, lakes ponds used for different purposes. In urban areas
piped water supply from rivers, natura lakes, reservoirs or deep wells are connected to properly
planned network pipe lines connected to all areas in cities. Integrated water management systemis a
process which ensures water supply as a holistic process, the water situation should be gauged for the
local bodiesto link water distribution process with city development plans,and integrated policies can
help in sustainable development and ensure balanced distribution of water at every level. To have a
sustainable running water for domestic use, water used for industrial purposed should be saved by
shifting such industries which needs no fresh water but, other sources of water can be used in their
processes. Global water availability shows that fresh water available is 0.76% .Distribution of
freshwater in Indian scenario beginning from total water distribution to specific with public
distribution and industrial distribution. The statisticsin Indiais as mentioned below:

Tablel
Few Globalwater rankingsof India
Water availability per person p.a 133th rank
Water quality record 120th rank out of 122
Hydroel ectric power capacity 51 rank
Acute water stress 13" rank
Ground water exporter 3 rank
Table?2
Fresh Water usage of India
Global water % of fresh water available 0.76%
India Water usage as % of World water 17.1%
India fresh water % of world fresh water 4%
Utilisable water flow % of annual water flow 94.12%
Table2.1

Industries using highest water in India

Industry consumption % of freshwater available (from publicsupply) 12% around 500 billion
cubic meter water per year, asper CPCB (central pollution control board)
Thermal power plant % of water used 88% (440 billion cubic meters)

Engineering 5.05% (25.25 billion cubic meters)

Pulp and paper 2.26% (11.3 billion cubic meters)
Textile 2.07% (20.35 billion cubic meters)
Others 2.62% 13.1 billion cubic meters
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Figure 1: Industry usage of freshwater (Highest water users)

The graphical representation of data collected on highest water usersin industry category isindicated
in the analysis, it indicates that thermal power consumes highest water and only 3% is available for
other uses.

Table2.2
Domestic water usagein India
(Domestic consumption % of Total water available (including groundwater) 60%)
Per capitawater availability 1588 cubic meters(15,88,000 liters)
Drinking water usage(urban) 135 liters per head per day (Ipcd)
Cooking 5 Ipcd
Sanitation purpose % of fresh water 55 Ipcd
Washing (clothes utensils house) 40 Ipcd
Industry consumption is 1643 Ipcd (approx.)
Domestic and industry consumption is 235 + 1643 Ipcd = 1878 Ipcd which is higher than available
percapita water.

Industry draw water without any hassle but the sufferers are the general public.

Average daily water intake of an individual is analysed inage group of 30 to 44 yearsis 2.26litres per
day®. Even though we reduce usage in one requirement we consume balanced in other requirement
depending on geographical situations and environment. If we reduce the consumption of water
conservation may be possible but, it is only a fraction of savings does not contribute to high level
saving unless big industries reduce water consumption from fresh water and save for public use.

3. Descriptive Analysis

Fresh water includes both surface water and ground water used by public, industries, irrigation and
other requirements. In this study fresh water governanceis analysed for equitable distribution of public
water supply for most required developmental activities and decisions regarding balanced division and
distribution of water between public and industries are guided. From the above data industries use 500
bcm of fresh water as against 60% of freshwater for domestic purposes.

In this study the data starting from global ranks in important water levels are listed to focus down to
identifying freshwater availability in Indiaand further poses the details regarding usage of freshwater
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by industries as against domestic use. The anaysis of the gathered data from various reviews is

provided as under.

Table 1 Indian perspectivein Global waters: Indian ranking is good in terms groundwater exporter

and hydroelectric power with 3 and 5™ ranking respectively indicating highest loss of water which

may have led to acute water stressin India.

Table 2 Water usage in India shows India uses 17.1% of globally available water and uses 4% of

available freshwater in India, in spite of yearlong flowing river water source, ice and glaciers and

abundant rainfall the utilisable water is less because of no sufficient preservation system compared to

other developed countries.

Table 2.1 Thermal power plants use water mainly for cooling which can other wise use other than

public water for cooling. According to the Water resource Institute upto 40% of thermal power plants

are located in the area facing acute water shortages i.e 40% power plants are causing water

shortage, 19% plants declare non-compliant and 14 plants report using sea water, which exempts from

complying water norms, nearly 269 power plants were there by 2019. Their water consumption of 88%

of water could fulfil the water needs of four cities for two days according to the study by TERI (The

energy and resources Institute). On the other hand solar plants consume a fraction of water used by

thermal plants. This indicates that these industries should be compulsorily located out of urban areas

or out of supply area of public water.

Engineering and construction industry use nearly 41% of surface water, 24% of municipal water that

is public water supply. According to a survey conducted by FICCI water mission responses were

obtained from sectors like automobile, construction, real estate, 1T, food processing etc. amost all

industries faced shortage of water, around 24% of industries have waste water treatment and using for

industrial process, they are also of the idea to join hands with government and local body to work on

water conservation. All these industries are normally located near cities sharing public water.

Paper Industries, one of the highest water consuming industry nearly 10% of fresh water goes to

make paper, up to 20 litres of water goes for production of one A4 sheet paper. Paper industries are

located in cities using public water.

Textileindustriesin India uses 4% of fresh water globally, for the process like dyes, and chemicals,

washing and rinsing i.e 200 to 250 cubic metersfor per ton of cotton cloth produced in India.. Annually

93 hillion cubic

meter of water used equal to 37 million Olympic swimming pools of water. Industries are located in

cities sharing public water.

Thus, al industries which use highest water are using freshwater from public water supply and are

located in urban or city areas sharing water. .

Table2.2 Domestic water usagein Indiais60 % of total fresh water available out of which 135 litres

per head per day for drinking, 5 Ipcd for cooking, 55 Ipcd for sanitation, 40 |pcd for washing and total

water consumption per individua is 2.26 litres. Approximately total usage of water for domestic

purposeis 235 Ipcd.

Thus, the following istheinterpretation of the descriptive anaysis of the data gathered about the water

usage of industries which use highest water:

1. Industries which are involved in exporting ground water should be reduced, dependency on
hydroelectric power should be reduced

2. Thermal power projects need water mainly for cooling which can otherwise be supplied from sea
water

3. Engineering and construction can be supplied water from lakes or industry discharge treated water.
Except food processing industries other manufacturing industries should not be permitted license
even with single pipeline of normal public water supply.

4. Paper industries can strictly be ordered to use only treated water and should be granted permission
to setup unit only around water treating points.
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5. Textileindustries are run in small scale in India especially process like dyeing, rinsing etc. Home
based dyeing units should be banned because they use lot of public supply water for dyeing and
rinsing.

6. Thermal power plant use 3000 litres of water for 1 megawatt-hour of electricpower,( 1 cubic meter
is 150 litre of water)

7. The water available for domestic use is 61000 cu.ft(17,50,700) litres)of freshwater per person
every year, means 4976 litres perday per person is available. As per data collected 235 Ipcd is
used per day per person for different domestic purpose. This showsthat only afraction of available
water is used by public and remaining water is shared with industries which is causing water stress
at high level.

From Table 2.1 and 2.2 the water availability and usage by industries and domestic purpose out of

freshwater available shows a stunning analysis and truly Indiaisin water crisis not due to shortage of

water but, because of high water usage industries. The analysisis as follows:

1. Table?2 - Global water % of fresh water available, 0.76% (1123bcm)

2. Per capitawater availability (2010) 1588 cubic meters (1588000 liters)

3. Surface water available annually is 690 billion cm

4. Industrial consumption is 500 billion cm

5. Domestic (listed) usage Table 2.2,

Thus, available surface water is majorly used for industries, fresh water available for domestic use is

a fraction of water available and requirement indicates much higher than actually distributed-

approximately more than 32000croreliters are required percapita(3200000 cubic meters of water

required). Water used by industries arein billion cubic meters and water used for domesticis available
inLiters.

4. Attributesfor fresh water conservation

Fresh water includes both ground water and surface water. This study concentrates on only surface

water shared for different purposes through systematic pipeline distribution. These lines are extended

to both public as well as industries, public are already are supplied lesser than they deserveit is the

industrieswhich over use water resource. In para 2, discussion about highest usageindustries are listed

and analysis about their usageisdiscussed. Theseindustries are also interested to join with government

in conservation of water. Through the analysis from para 4, 5 attribute are listed for balancing supply

and usage of water for health and well ness of society. Responsibility of Industies and Government.

Industry

1. Reducing usage of water

2. Using treated water

3. Shifting of industries near water bodies

4. Rain water harvesting

5. building more fresh water storage bodies

Government

1. Permit thermal plantsto use only seawater or treated water

2. Permission for only engineering industry which are necessary for domestic livelihood. others
should be located far from city where pipe water distribution should not be shared

3. Textile and paper industries should be advised to use treated water

4. Should not permit dyeing, rinsing unit at household level to use public water

5. Licence should be given only after ensuring al above points

5.Limitations of the study

Water governance includes political, economic and institutional rules and practices and process
through which decisions are taken to implement for balanced supply and accountability. Asthis study
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islimited to study, only freshwater governance among the water resource available on this globe. The

limitations of the study are

1. Only freshwater resource is considered out of many other sources

2. Ground water usage need higher importance to be studied separately

3. Only highest water usage industries considered to compare with domestic usage because fraction
usage may not contribute much in conservation of huge amount of water

6. Conclusion

National water policy Amrut 2.0 isrelated to making cities self-reliant in water resources. The normal
supply of freshwater to urban is mgorly used by industries which need highest water located within
or nearby to cities having access to public water supply. Industries like thermal power plants,
engineering, paper and textile further distillery, fertilizer industries need water which need not be fresh
water supplied to public. Theseindustries should purchase treated water or use water from seaor rivers,
should aso be not given permission to establish within cities or nearby cities. Engineering or
subsidiary units should join hands with local government in conservation of water. Paper industries
should not be given permission to setup unit within in or nearby to cities and no water pipe connection
should be extend to such industries instead be allowed to operate near water bodies. Small units of
textile process units like dyeing and rinsing located within cities should be excluded and shifted near
water bodies and should not be alowed public water connections. Conservation of water in reducing
domestic use with industries joining hands with government in devel oping models in conservation of
water.
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