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Abstract: One of the key aspects of building a good machine learning model is Feature engineering. Feature engineering is a 
process where we create new features from existing raw features. To create new features, we require domain experts who have 
knowledge of the subject. By using their knowledge they create new features which are helpful for a machine to learn better. 
The time taken by the domain experts to understand the data and then create new features is time-consuming and expensive. 
This problem is addressed with a neural network which will not require domain experts to engineer new features. Current paper 
deals with the case study pertaining to the data of Human Action Recognition. Using the data, the machine predicts the various 
physical actions and appearances of a person like if the person is sitting, standing, walking, walking up stairs, and walking 
downstairs or lying. We compare the accuracy of the model using data which was feature engineered by experts and the model 
which was not feature engineered by the domain experts. 
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I. INTRODUCTION 
 

Data is the world’s most valuable resource, it is very 

important for an industry to grow and be a helping hand to 
the human. Data is used to build intelligent machines which 
can work on complex problems which require human 
understanding. Data can be used in any domain like in health 
care to detect disease like cancer at earlier stages, improve 
business revenue, targeting the right audience in digital 
marketing, etc. The key factor for the machines to work on 
relatively complex problems is the availability of rich 
information. The rich information is not readily available in 
the form of data but needs to be generated from the existing 
raw data. Feature Engineering is the process of generating 
rich information from the raw data. The process of 
generating new features requires a lot of experience about 
the particular subject that the problem is related to [1]. This 
requires a lot of time and is highly expensive. For many real-
world problems, we try finding a solution using Artificial 
Intelligence which needs to be faster and cheaper. But 
generally, we cannot actually generate features manually and 
then train a model because of high time complexity. For this 
reason, we use the Neural Network.  
 
Neural Network uses the raw data and generates features by 
itself which works well for complex problems. This avoids 
the requirement for a domain expert to work on finding 
complex data from raw data. In this paper, we are using 
Human Action Recognition data to do the comparative 

study. The dataset is collected through a smartphone by 
wearing it on to the waist [2], and it is categorized as 
Walking, Walking Upstairs, Walking Downstairs, Sitting, 
Standing and Laying. 
 
A. Feature Engineering 
Feature engineering is one of the essential steps in the 
applications of machine learning. For training a machine 
learning model well, we require pre-processed data. In the 
process of data pre-processing, other than data cleaning we 
also need to feature engineer the data in such a way that a 
model’s performance is high. In feature engineering, we 
require domain expertise of the subject to create new 
features from the existing raw features. The features used in 
training a machine learning model is important as it 
influences the result that would be achieved by the model. 
This process is time-consuming and expensive because the 
domain expert needs to understand the problem and data 
before creating new features. 
 
B. Classical machine Learning 
Classical machine learning is a set of algorithms and 
statistical modeling which takes data as an input and models 
it using statistics and algorithms to give the desired output. 
The most common classical machine learning models are 
Linear Regression, Logistic Regression, Support Vector 
Machine, Decision Tree, Random Forest, etc [3]. Even 
though the time is taken to train this model is less but the 
time taken by domain experts to create new features is very 

about:blank
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high. The domain experts need to try out many methods 
which might or might not work well to build a model [4]. 
The time taken by a domain expert to create new feature is a 
big disadvantage because in the real world, time available to 
solve a problem is very narrow and the classical machine 
learning models even though take less time to train a model 
but the amount of time taken to feature engineer the data is 
very high. 
 
C.  Neural Network model 
A neural network is basically inspired by how neurons in our 
brain work to send signals to each other to do a particular 
work. A set of neurons are interconnected in such a way that 
the output of a neuron will be an input to the other neurons. 
In a neural network, we don’t need domain expertise to do 

feature engineering as the model engineers the new features 
by itself by taking raw data as input and the accuracy 
achieved is similar to the output accuracy achieved using 
classical ML models with feature engineering [5]. 
 
The performance of the models are compared using two 
types of data, one with feature engineering done by domain 
experts and another without any domain expert but using an 
only neural network to build a model, and then compare the 
performance of the models using  Confusion matrix and 
Accuracy as performance matrix. The paper is organized as 
follows: Section II gives a view of related works pertaining 
to the subject of study. Data set creation details are given in 
Section III. Section IV deals with the methodology followed 
whereas Section V describes the various outputs obtained 
after the study. SECTION VI gives the conclusion of the 
study. 
 

II.RELATED WORKS 
 
The field of Artificial Intelligence is gaining popularity as 
the utilization and implementation factors have increased 
exponentially. M. B. Holteet.al [6] have discussed the 
human recognition activity through multi-view video and the 
recent developments in the domain. K. Charalampous and A. 
Gasteratos [7] have given insight about online deep learning 
methods which can be a better aid in action recognition. 
Since not much emphasis is given on model building with 
and without feature engineering the current work is carried 
out. 

 
III. DATASET DESCRIPTION 

 
These experiments were conducted for a group of 30 
volunteers between the ages of 19 to 48 years. Everyone 
wears a smartphone on the waist (Samsung Galaxy S II) for 
six activities (Walking, Walking upstairs, Walking 
downstairs, Standing, Sitting, Laying). Using its embedded 
accelerometer and gyroscope[8], we capture  3-axis 
acceleration and 3-axis angular velocity at a constant rate of 
50 Hz. Data has been manually tagged by video recording 

experiments [9]. The obtained data sets were randomly 
divided into two groups, of which 70% of the volunteers 
were selected to generate training data and 30% of test data. 
The sensor signals (accelerometer and gyroscope) were pre-
processed by applying a noise filter and then sampled in a 
fixed width sliding window (128 readings/window) of 2.56 
seconds and 50% overlap. The sensor acceleration signal has 
a gravity and body motion component that is separated into 
body acceleration and gravity using a Butterworth low pass 
filter. It is assumed that gravity has only a low-frequency 
component, so a filter having a cutoff frequency of 0.3 Hz is 
used. From each window, the feature vector is obtained by 
calculating variables from the time domain and the 
frequency domain. 
 
The raw features that were taken: 
body_acc_x, body_acc_y, body_acc_z, body_gyro_x, 
body_gyro_y, body_gyro_z 
total_acc_x, total_acc_y, total_acc_z 
 
These are the engineered features by the domain expert 
using raw features: 
mean(): Mean value, std(): Standard deviation, mad(): 
Median absolute deviation, max(): Largest value in array, 
min(): Smallest value in array, sma(): Signal magnitude 
area, energy(): Energy measure. Sum of the squares divided 
by the number of values, iqr(): Interquartile range, 
entropy(): Signal entropy, arCoeff(): Autorregresion 
coefficients with Burg order equal to 4, correlation(): 
correlation coefficient between two signals, maxInds(): 
index of the frequency component with largest magnitude, 
meanFreq(): Weighted average of the frequency 
components to obtain a mean frequency, skewness(): 
skewness of the frequency domain signal, kurtosis(): 
kurtosis of the frequency domain signal, bandsEnergy(): 
Energy of a frequency interval within the 64 bins of the FFT 
of each window [10],angle(): Angle between to vectors. 
 

IV. METHODOLOGY 
 
The model's performance was analyzed on both features and 
non-featurized data sets. 
In the first step, we build classical machine learning models 
with both raw and featurized data. The results were noted 
down for each linear, non-linear and tree-based models with 
both the data sets. 
In the second step, we build deep learning model (LSTM) 
with raw data to see how the model performs in a neural 
network without taking feature engineered data. 
 

V.  RESULTS AND DISCUSSION 
 
The various results obtained after model building and testing 
its efficiency is presented as below: 
 
Step 1: The Human Action Data is being collected from UCI 
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which provides open source data. The data is in two formats 
a) Raw data b) Feature engineered data. 
 

 
Figure 1: Histogram depicting the raw data from each user 

 
Step 2: Raw data contains only the data which is not 
featured by a domain expert and thus hard to classify its 
activity. We have used TSNE(dimensionality reduction 
technique) to reduce the dimensionality of the data to see 
whether the data is separable or not and we can clearly 
interpret that the activities are hard to classify by seeing the 
TSNE plots and similarly we also applied TSNE on the 
featured data and saw that we can interpret most of the 
classes clearly which are separable from each other. 
 

 
Figure 2: Image showing that there is no good separation of 

each class in raw data 

 
Figure 3: Image showing that there is good separation of 

each class after feature engineering of raw data  
 

Step 3: We implemented classical machine learning 
algorithms with raw data to see how well the model is being  
trained. In the table, we can see that the accuracy is 
approximately 50% for various classification models  
algorithms. 

 
 
Step 4: To improve the accuracy, we tried using the feature 
engineered data which was done by the domain experts. The 
accuracy has been drastically improved as seen in the table. 
The best accuracy was around 96% for the model with the 
classical machine learning model. 

 
 
Step5: We tried reaching the accuracy of around 



   International Journal of Computer Sciences and Engineering                                   Vol. 7(9), Apr 2019, E-ISSN: 2347-2693 

  © 2019, IJCSE All Rights Reserved                                                                                                                                        59 

96%without feature engineering and only by using the raw 
data. As the data is a Time series data, using LSTM 
technique was the best. We experimented using one hidden 
layer and two hidden layered neural network with parameter 
tuning of the hidden layers and dropout rate, and got an 
accuracy of 91% in two hidden layer LSTM model. 
 

 
 

VI. CONCLUSION 
 
From the above experiment, it is seen that with raw data it is 
difficult to train a classical machine learning model when the 
problem is complex and hence domain expert is needed to 
generate new features which would be useful to build a 
better performing model. When we need to solve a complex 
machine learning problem we can use a neural network as a 
model training technique which would give accuracy similar 
to the classical machine learning model with feature 
engineering. Even though training a neural network model is 
time-consuming but it is comparatively less when a domain 
expert takes time to understand the data and generate new 
features which might or might not be useful for training a 
machine. Training a machine using the neural network is a 
better option when we don’t want to interpret the output 

predicted and if the output needs to be interpreted then 
domain knowledge and classical machine learning model is 
a better option.  
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Abstract-  Autonomous driving technology is an upcoming and fast developing, and a future business booster in the automotive, 
smart cities, transportation, and other related sectors. The better usage of the concepts such as Artificial Intelligence and 
Machine learning in the field of automotive industry is a promising one. Certain automobile companies are investing billions of 
money on research and development of self-driving vehicles. In this paper the author broadly discuss about the autonomous 
vehicles and their working functionalities, adding to that, the pros and cons of LiDAR technology behind every autonomous 
vehicles. This paper also throws light on other enabling technology such as GPS, Video Camera, Radar, Position Estimator and 
Distance Sensors and compare with LiDAR technology. 
 
Keywords: Autonomous Vehicles, self-driving vehicles, LiDAR, GPS, Video Camera, Position Estimator, Distance sensors. 
 

I. INTRODUCTION 
 
The invention of the real autonomous vehicle goes back to 
1926. A radio-controlled car devised by Francis Houdini 
which he drives without anyone at the steering wheel. This 
was published by New York Times. This car was controlled 
by radio to start engine, gear change, and horn.  John 
McCarthy, father of Artificial Intelligence in 1969, called 
“Computer Controlled Cars” capable of navigating a public 

road via television camera input.  
 
In 1990, Dean PomerleaufromCarnigieMellon 
University(CMU) explains how neural networks are used to 
self-drive a car by taking  raw images from road and send 
steering signals in real time.Pomerleau again in 1995 take 
their autonomous car on the road and travels over 2000 
miles in coastal region of US. Then inthe year 2000 sensor 
technology accompanies autonomous vehicle technology to 
assist the parking of the vehicle.Over the world each year it 
has been recorded that 1.2 million lives are lost, and 90% 
due to human mistakes. Humans are more used to have their 
own control on the vehicle over the machine control. Now a 
days people are being familiar by the idea of the vehicle 
taking over the driving task like automatic emergency 
decelerate. 
 
Later several locomotive companies started research to 
improve self driving cars further in that Toyota, Lexus and 
BMW are prominent.  Google ventures into the autonomous 
vehicle and its project Waymo initiated in 2009 at Stanford 
Artificial Intelligence laboratory. By the end of 2014 Google 
announced that their car driven 300,000 miles under 
computer control with no single accident. From then major 
automotive companies like GM, Ford, Benz, BMW and 

others are working hard to launch their autonomous cars in 
the near future [1]. 
 

 
Photo credit Wikimedia Commons 

Figure1: Autonomous car,1925 
 
The concept of Autonomous Vehicle (AV) is part of robotic 
technology that uses several sensors for sensing the 
surroundings. A model called sense-plan-act combination of 
sensors such as LIDAR (Light Detecting and Ranging) along 
with GPS, Video Camera, and Radar [2]. 
 
Implementation of AV’s is a challenging one because 
decision  making  must be very fast in severe conditions, 
infrastructures to facilitate the movement of AV’s, 

communicating with other co-vehicles, the expectation that 
the AV’s will perform better or equal with respect to the 
existing vehicles,environmental aspects[3].  The cost of these 
cars would likely not affordable to common people, price 
might be in the range of Rs. 7000000. If a car crash occurs 
legal process is a tough task. The AV’s relay on information 
of users and locations would be a major security concerns. 
On the other side accidents can be minimized, traffic 
coordination and parking would be easy. The people like 
disabled, old aged and very young can travel freely. Speed 
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limits can be varied depending on the traffic; sensor 
technology works better than human, drastically reduces theft 
of car [4]. 
 
Over the last 10 years a rigorous notifiable developments 
have been made and many technologies are used in AV’s 

such as Sensor technologies, Graphical Processing, GPS, 
Radar, LiDAR and many other. Off late the advances in the 
deep learning are well utilized for the purpose. The concepts 
like Transfer Learning, which is used for thepurpose of 
detecting objects and its changes for autonomous navigation 
by a vehicle in real-time. Deep learning is used to detect and 
classify the traffic lights and lane.GPS system helps in 
identifying car position and navigation. Various kinds of 
sensors are used, like LIDAR, which measures the distance 
to the target [5]. 
 

II. WORKING FUNCTIONALITIES 
 
Certain functionalities are used in AV’sthatdetects the 
position of the vehicle itself and position of other vehicles 
nearby,edges of the road, lanes, traffic lights. Apart from 
these altering thesteering,acceleration and braking,in 
conjunction of various systems together are used to control 
the driverless car.  
 
RADAR:The position of the vehicle nearby can be identified 
by RADAR sensing technique.  The Radar operates in any 
weather conditions and it can pierce through any objects. A 
set of radars are used to work in different directions whereas 
human driver look only in one direction.  Obviously it is 
better than a human.  

 
Figure 2. Different enabling technologies of Autonomous 

Vehicle 
 
VIDEO CAMERA: These are basicallyused for reading the 
different signals such as brake lights of other pass by 
vehicles, traffic lights, the road signals; detect color of the 
signal, current speed limit used for detecting objects. The 
cameras upload footages to on board computer and the 
computer employs different algorithms to paint the picture 
of the vehicle. These processes are done at real time to draw 

important reading and also the movement of the car is 
controlled [9]. 
 
LiDAR:It is abbreviated as “Light Detection and Ranging”, 

developed in 1970, an important core hardware technology 
of driverless car.   First used at National Centre for 
Atmospheric Research,used to measure clouds. It is a 
distance Sensor and uses light signal to gauge the objects 
surrounding the vehicle a number of times in quick 
succession to generate physicalcharacteristics. The light 
sensor continuously encounters the laser pulses at 150,000 
pulses per secondby a target object and it bounce back to 
another sensor thatcalculates the time takenfor the pulse 
return. A 3D map of the target object and its surface features 
will give result. The followingcopywriter picture shows the 
different components of LIDARSystem that work in tandem 
for a common goal [11]. This consists of a laser, scanner and 
optics and a specialized GPS receiver, are very much vital 
for the movement of the system.  
 

 
Figure 3. Components of LiDAR Sensor 

 
Presently, there are different companies are using the 
LIDAR Technology, out of that Google and Uber are basic 
users. Google is particularly used to detect pedestrians and 
cyclists, traffic signs and other nearby objects. 
 
GPS:These devices again very important for the navigation 
of un-manned vehicles. They provide HD 3D street maps 
and deliver large-scale of geographic terrain. Under a single-
path condition, a robust GPS device would not only help in 
millimeter-accurate positioning and data correction, it would 
also mitigate the risk of spoofing and other vulnerabilities, 
such as radio interference and terrain-related blockages 
which means  that malicious entities won’t be able to 

intercept and tamper with GPS signals [12].The advances in 
the area of positioning and sensor technology have 
tremendously coined to provide reliability for self-driving 
vehicles. GNSS or GPS, High precision Global Navigation 
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Satellite system that is capable of providing decimeter-
levelaccuracy to ensure a vehicle stays in its lane, or a safe 
distance from other vehicles [13]. 
 

 
Figure 4: Shows the different technologies used and their 

application in the Autonomous Vehicles 
 
POSITION ESTIMATOR: It is used to estimate how fast the 
vehicle is moving, and is  implemented in Google car as an 
example on the left rear wheel and monitors the wheel 
motions. It is to detect the RPMs of the car, speed, which 
helps to know a more accurate position of the car [14]. 
 

III. PROS AND CONS OF LIDAR 
 
As we gone through LiDAR have many merits as compared 
to demerits. It is used not only in automotive industry but 
also construction industry. This is a sensing technology 
gathers data very quickly and accurately as a result of 
positional advantage. It gives much higher surface density as 
compared to other methods. It has high penetrative abilities 
in densely forested area. Can be used at nights, no 
geometrical distortion, can analyze complex data 
automatically, very minimum human dependency, not 
affected by extreme weather.  
 
On the Cons side, LiDAR, can be expensive and may be 
affected by heavy rain or hanging clouds, high sun angles or 
huge reflections. Unreliable in the areas of uneven water 
surfaces, huge datasets that require high degree of analysis 
and interpretation.Does not have a proper standards. Laser 
beams used by LiDAR pulses are usually powerful in some 
instances and these may affect the human eyes [16]. 
 

IV. CONCLUSION 
 
Although the technology will essentially eliminate the need 
for humans to drivevehicles, bring ahostof new 
infrastructure challenges and pose wider societal questions. 
There is always a saying that when a new innovation comes 
to market it reduces the number of jobs. However, this is not 
going to happen because it requires lot of skilled people 
required and jobs will be created. 
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Abstract— Big Data is the buzz word today. Numerous projects centering big data are booming. It hides in itself vital 
information which if unearthed would provide great insights into various areas. The growing need of this data is complicating 
security. Handling big data projects is a challenging task. To prevent a potentially disastrous data breach, big data security 
should be considered seriously. To prevent security issues, some simple steps should be implemented. It can be done with best 
practices and internal controls, like protecting against NoSQL Injection points. These points provide a way for attackers to 
access Big Data. This paper discusses the various big data security threats and different innovative Tech solutions to meet 
many of the security concerns hindering the Big Data persistence, analysis and presentation.  
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I.  INTRODUCTION 
 
The Big data is mainly evolved from any kind of source that 
consists of huge volumes, velocity and various variety of data. 
It helps to gather, collect and store the information, manages 
and analyze, with vast amount of data with proper speed and 
right time. In terms of complex, and noisy data big data helps 
to handle in an efficient way. To handle such huge amount of 
data it has become a great challenge. The big data analytics 
helps the companies to analyze many types of data such as 
structured , unstructured in terms of streaming data and also 
the combination of both that is semi-structured data. Big data 
has made valuable changes in the industry in areas like health 
care, finance, banking fraud detection, credit management etc, 
to provide faster, proper valuable services due to which the 
government sectors started focusing.  IT owns the raw data 
and business units started taking the responsibility to provide 
valuable ownership. To classify the information is even more 
critical. For big data owners always security breach will 
become major issue. 
  
The paper is described as follows. Importance of bid data are 
discussed in section I, The important challenges are given in 
Section II, In section III security issues are discussed, 
followed with existing methods and tech solutions of big data 
in section IV. Finally the paper is concluded with some 
solutions in section V. 
 

II. CHALLENGES IN BIG DATA SECURITY 

The various important challenges related to Big data security 
are discussed below: 
   

A) Big data security challenges related to characteristics:   

 
Fig-1: Big Data security challenges 

 
Data Volume: The Volume of Big data is increasing every 
nanosecond. The main source which is generating a large 
volume of data is social media. The data is generated from 
Petabytes to Zeta bytes. It is very hard to maintain such large 
data.  
 
Data Variety: Since the data generated in big data includes 
structured, semi-structured and unstructured data (which can 
be in any format i.e. audio, video, text images, etc.), it 
increases data complexity.  
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Data Velocity: There is a large amount of data that is coming 
in and out of a system with a very high speed. There is no 
exact technology that can deal with this data overflow. 
 
Regulatory requirements: It is very important that the data 
which is stored as big data is problem specific and goal 
oriented. As supervised learning requires accurate data to 
infer correct results,  failing to which it may lead to 
inaccurate results. 
 
Data Veracity: Random data, Uncertain input data and 
approximate modelling lead to data veracity challenge. 
 
Application Specific Security: Many users access the same 
application without having proper authentication to it, 
causing security threat to the application. 
 
Framework Specific security: Providing the required 
framework for all the data is not an easy task. As each and 
every task requires an independent framework 
Security for data during rest, processing, presentation: Big 
data includes private data which has to be secured during 
rest, processing and presentation which is again a difficult 
task because of its large volume. 
 
B)Technical Challenges  
Big data in today’s world combines the rapid increase usage 

various types of data from different sources which is 
characterized into many forms. Due to this privacy and 
security are the major problems to deal with. RDBMS will 
not support to handle such streaming data because it is 
structured. NOSQL databases gives a proper method to deal 
with streaming data. It also helps for storage and retrieval 
purpose. The NOSQL databases are characterized into four 
types. 1. Key-valued, 2. Document Oriented, 3.Graph 
oriented and 4. Column oriented databases. The companies 
depend upon their input data they use specific NOSQL 
database to provide insights for their companies. To handle 
such streaming data NOSQL data bases provide main feature 
called Scalability to provide great performance. Some of the 
challenges in terms of security are Integrity, availability, 
confidentiality are the important elements of security. 
Encryption is one of the important aspect of security. The 
NOSQL databases deals with BASE properties .The access 
controls and techniques such as attribute based encryption are 
important to protect the sensitive data. Big data must accept 
and support multiple layers of security in terms of the data 
which is at rest and in motion.  
 

III. SECURITY ISSUES IN BIG DATA 
 
Some unique security issues in Hadoop are encountered 
below: 
1) Split Data:  

The clusters of Big Data contain the data that represent the 
quality by allowing multiple copies transferring from one 
node to another which ensures redundancy and resiliency. 
The split data is available to share across multiple servers. 
Due to the absence of security model fragmentation leads to 
security issue. 
 
2) Distributed Computing: 
The data is distributed over the cluster of nodes. At any 
instant the data is available. To deal with huge amount of 
parallel computation the environment is complicated created 
with risks of attacks. These risks enable more security issues. 
  
 3)  Data Admittance:   
Majority of the companies generate sensitive information. 
There is a risk of unauthorized access to physical and logical 
systems. Access control is the important component that 
ensures security. At the first stage itself the data is addressed 
in terms of access related scenarios. 
 
4) Communication in the large cluster:  
As the data is distributed in large cluster of nodes a major 
concern of Hadoop occurs. They don’t implement proper 

secure communication between node - to- node. This leads a 
major security issue. 
 
5) Communication and Interaction with Client: 
The client communicates with the resource manager and data 
nodes. There should be an efficient communication between 
Client and data nodes. Managing the protected nodes from 
clients and Name servers is difficult. There is a chance to 
propagate harmful data in terms of client. 
 
6) SQL Injection 
Database security is a vital aspect of protecting the 
information. To access companies data attackers have control 
over the data. The SQL injection attacks adds harmful data 
into the database layer through various statements. The 
attackers can access, alter, delete and insert all the unofficial 
data. The SQL injection declines over the years due to good 
frame works. The SQL injection also allows the attackers to 
take off user’s identity, alter with existing data cause  
Some issues such as negating transactions allow the whole 
data on the system. It also destroy the data to make it 
otherwise unavailable. It becomes main administrators of the 
database server. 
 
The script below is executed on a web server. To authenticate 
with a username and password this script is a good example. 
The example database has a table named users with the 
following columns:  
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# Define POST variables 
uname = request.POST['uname'] 
pwd = request.POST['pword'] 
# SQL query vulnerable to SQLi 
sql = “SELECT id FROM users WHERE uname=’” + una
me + “’ AND pword=’” + pwd + “’” 
# Execute the SQL statement 
database.execute(sql) 

These input fields are vulnerable to SQL Injection. An 
attacker could use SQL commands in the input in a way that 
would alter the SQL statement executed by the database 
server. For example, they could use a trick involving a single 
quote and set the pwd field to: 

pword' OR 1=1 

As a result, the database server runs the following SQL 
query: 

SELECT id FROM users WHERE uname='uname' AND p
word='pword' OR 1=1' 

 
7. NOSQL Injection: 
NOSQL databases handles the streaming data. To deal with 
the data of this kind security is the major issue. The 
databases are challenged in terms of encryption, proper 
support and some fine grained permission. Due to this there 
are chances of unsafe network and attacks. There are 
different NOSQL databases to handle such attacks. These 
databases use various query languages .These are immune to 
injections. Security challenges are improved . Many 
applications and services use NOSQL databases mainly to 
store the user’s data. The access is provided to database via 

driver. A driver is a protocol wrapper which gives libraries to 
access multiple languages. Some times the drivers itself are 
not secure enough to handle such data. The attackers can 
boat a web access request with an injection. 

 
                Fig-2: NoSQL Attack Vectors: 

 

 
Fig-3.  A Typical Web application architecture. 

 
IV. PROPOSED SECURITY SOLUTIONS FOR BIG 

DATA 
 
Huge data sets dealing with parallel computations and input 
data from various sources are supported by Hadoop 
framework . The framework supports all types of data in 
terms variety, velocity and volume which is aggregated as 
structured, unstructured and semi structured data. The 
enterprises should access security to data to extract maximum 
value in terms of analytics. To deal with such data there is 
high risk . The insightful data is exposed. To initiate big data 
and get the solution to give security of the sensitive data 
enables analytics for good insights. The following are some 
requirements for the solution: 
a. To secure this data in big data systems and give access 

control to data protection by monitoring all the details. 
b. To guard the data and to maintain for accurate analytics 

in its encrypted form. 
c. To present mass layer encryption to progress security and 

to enable clusters of data to scale up accordingly. 
d. To control security tools NOSQL clusters are built  
e. According to business requirements the business is scaled 

up. The solutions are architecture to improve the growth 
of business. 

f. The protection should be given to users from complexity 
of security.  

g. The solutions in terms of data protection need to work 
independent of complex reengineering dealing with 
environments of IT. 

h. Cloud technology is utilized to give protection of data. 
 
4.1 Security models: 
A) Data De-Identification Model 
At initial level the data should be de-identified. Across the 
country many government agencies share the dataset of 
information to analyze the data for emerging risks. During 
the production itself data is protected. There should be a 
steady encrypt and decrypt operations. This model can 
counteract the data breaches by portraying the data which has 
no value. The important techniques used in data- 
identification model a tokenization, encryption and data 
masking. 
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B)  Unique Approach to Security 
This approach towards the security gives a method to deal 
with protection of the data. Where ever the data goes the 
protection is provided. The security is mainly focused on 
infrastructure elements mainly servers, networks and 
databases. This method handles the data at risk. In case of 
any breach the actual data is exposed in the event. The data 
centric security approach is mainly used to capture the data 
protection by an application making the data which is not 
used to attackers. This approach gives the protection at the 
stages of rest, motion etc. The data can be unmasked by 
proper users who are authorized based on their need. The 
access is highly controlled with proper management. 
 
C) Walled Garden Model 
This model specifies covering the security into the 
application. 
The main purpose of this model is to place the group of 
systems into its own network. It is done by accessing through 
various techniques like firewalls and also controlled access. 
It gives proper security for the cluster by giving security. The 
demerit of this model is it does not provide the means to 
prevent the user credentials from misuse .The users cannot 
view the modified data which is stored in various systems. 
 
D) Jujutsu Security  
This security is originated from the martial art method. It 
represents manipulating the opposite person energy against 
himself instead of fighting with the enemy. The bigdata 
handling vast amounts of variety data relies on the capability 
to design and apply a specific engine which is dynamic that 
recommends the insightful data in the system. The Jujutsu 
security model helps to design Big data security in an 
efficient way.  

 
4.2 Tech Solutions for the Big Data Safety & Security: 
The major issue, tackled by big data analytics with respect to 
data protection sight is ensuring the data security and its 
confidentiality. Big Data analytics will provide the deep and 
helpful insights from the data, but its major concern in this 
process is protecting privacy of sensitive information against 
data breaches as it holds huge amount of private data. Data 
breaching may affect in much more critical way and lead to 
disturbing consequences than we expect and see usually. 
Thus, there is a crucial need for robust Tech solutions to 
protect data from all above security breaches.   

 
Big data Security – Best Practices to avoid security issues 
1. Vetting cloud service providers: 

If your big data is stored in the cloud, you must assure 
that your provider has adequate shield mechanism in 
place. Ensure that the provider does periodic safety 
audits and agree on consequence in the situation when 
sufficient security principles are not met. 

2. Safeguard your data:  

It is very vital to guard both your data that is raw data 
and the upshot from analytics. To ensure no key data is 
seeped out, encryption should be used consequently. 

3. Adequate access control policy:  
Strategies should be made such that they allow access to 
endorsed users only. This will prevent unofficial access 
to data from both internal and external sources. 

4.  Network protection:  
Sufficient security can be provided for the data getting 
transmitted via network to guarantee secrecy and 
reliability. 

5. Real-time security control:  
A supervised control on the data access is very much 
needed. Threat intelligence can be used to avoid 
unofficial data access.  
Some of the Tech solutions are discussed below: 

1. SQL Injection Mitigation: 
We can mitigate or avoid the SQL injection occurrences 
by using input data authentication and parameterized 
query statements. We should avoid the direct input in the 
application coding. The programmer should filter all 
inputs, along with web page input forms like login pages. 
We should remove vulnerable code elements like single 
quotes and etc. Fair idea is to hide visibility of DB errors. 
SQL Injection can make use of database bugs to gain 
details regarding your database. 

a) SQL query statements with parameters:--  
PreparedStatement object 
Parameterized SQL statements can strongly mitigate the 
security attack. Runtime query statements fails to 
distinguish among program code and data. SQL 
statements with runtime parameters allow programmers 
to execute static SQL query by passing external 
parameters as input to the query. In this process, the SQL 
interpreter constantly distinguishes application code and 
data. 
authenticate() method using a runtime parameters feature     
is as below:-Prepared Statement object 
 

 
Fig-4: Example of PreparedStatement 

 
Irrespective of input from the user, dynamic 
parameters name and pass won’t influence the actions of the 
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sql statement. Merely using PreparedStatement object only 
can’t resist SQL injection attacks. It supposed to be patched 

all along with parameterization aspect (“?”) for all dynamic 
parameters. Usage of PreparedStatement object alone cannot 
serve the purpose if we are not using parameterization. 
 
b) Stored procedures:  
These well defined and stored chunks of SQL statements are 
triggered by the application code. Programmers design and 
write SQL query statements with automatic dynamic 
parameters. It’s feasible for a programmer to write dynamic 

SQL query statements within stored procedures.  
 
c) Input validation:  
A usual resource for SQL injection is malicious intended 
external input. Off course, at all times it is an excellent 
coding standard to only allow permitted data input via input 
validations like blacklist validation technique and whitelist 
validation method. Blacklist validation checks the user input 
data with a set of recognized suspectable or intended inputs. 
A program enlists all possible indented data inputs, and then 
verifies and validates the user data input aligned with the 
prepared list.  But, an attacker can easily escape from the 
Blacklist validation techniques by applying an alternative 
malicious data input which not part of the programmer’s 

prepared list. 
 
Whitelisting could be a far better technique to mitigate the 
SQL injection risk. Whitelist technique checks user data 
input against a set of well-known, authorized input. In this 
validation, the program knows clearly what is correct and 
incorrect input values. So it rejects the malicious input. 
 
d) Principle of least privilege: 
This is a typical safety measure which assists to lessen the 
possible loss of a triumphant attack. Program shouldn’t allow 
or give DBA or admin grants or permission upon the DB 
server. Furthermore, based on requirement necessities, 
privileges can be allotted. For example, One need read 
permission are only granted read access to the table. This 
ensures that if an application is compromised, an attacker 
won’t have the rights to the database through the 

compromised application. 
 
2. NOSQL Injection Mitigation: 
Mitigating security risks in NoSQL deployments is 
significant in light of the attack vectors. Let’s examine a few 

suggestions for each of the threats:  
 
1. Prepared statements should be used instead of building 

dynamic queries using string concatenation.  Strong JSON 
structure queries 

2. Input Validation: Validate inputs to detect malicious 
values.  

3. Principle of least privilege: To minimize the potential 
damage of a successful injection attack, do not assign 
DBA or admin type access rights to your application. 
Similarly reduce the privileges of the operating system 
account that the database process runs under. 
 

4. Security scanning to prevent injections  
In order to mitigate injection attacks it is suggested to use out 
of the box programming tools while building queries. For 
JSON queries such as in MongoDB and CouchDB almost all 
languages have good native encoding which will finish the 
injection risk. It is also advised to run Dynamic Application 
Security Testing (DAST) and static code analysis on the 
application in order to find any injection vulnerabilities upon 
not incorporating coding guidelines. The problem is that 
most of the tools in the market today still lack methods for 
detecting NoSQL injections. DAST methodology is 
considered more reliable than static analysis, particularly if 
used in combination with some backend inspection 
technology that improves detection reliability, a 
methodology referred to as Interactive Application Security 
Testing (IAST). 

 
5. Access Control and Prevention of Privilege Escalation  
Earlier NoSQL did not support proper validation and role 
management, but today it is possible to manage proper 
validation and RBAC authorization on most popular NoSQL 
databases. Utilizing these methods is significant for two 
reasons. First, they allow enforcing the principle of least 
privilege thus preventing privilege escalation attacks by 
genuine users. Second, similarly to SQL injection attacks, 
proper privilege isolation allows to lessen the damage in case 
of data store exposure via the above portrayed injections.  

 
V.CONCLUSION 

 
Big data industry is rapidly developed. The evolution of 
technology and the innovation in applications are advanced 
with the increasing speed. With this rapid development new 
forms of data storage, distributed and parallel computing 
developed. Big data security should be considered seriously 
and appropriate measures must be taken to prevent a 
disastrous data breach. The challenges in security should be 
handled with well-organized tools and policies which help to 
protect the applications. In this paper we have enlisted all the 
security models to ensure the data security. Providing robust 
security model in dynamic big data environment is crucial 
and long way to go but understanding the existing security 
models is helpful to design secure systems. We made effort 
to discuss the possible best practices and tech solutions to 
mitigate prominent security issues like Data Admittance, 
SQL Injection, NOSQL Injection and etc. 
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I.  INTRODUCTION  

 
Nowadays big data is a bandwagon theme in every IT sphere. 
The data developers are increasing continuously and the 
numbers will be effective by 2020. According to a study, 1.7 
megabytes of data are acquainted to everyone every second. 
94% of the Hadoop users accomplish logical data which was 
not done earlier. Besides, 88% of users examine data on big 
level and 82% of users continue with their data. There will be 
more content in 2020 than 2009 [1]. According to a study 
published by IDC Digital Universe, 1.8 zeta bytes of data 
was produced in 2011. In US the tweet users tweet for three 
times in a minute. It can also be added that 2.7 zeta Bytes of 
content occur in digital world till date [2]. The US library 
gathered 235 Terabytes of content in 2011 and $200 million 
was invested in the big data assignments by the 
administration dept. of Obama’s Government. According to a 

study analysis of IDC, by the year 2020 the business between 
B-B and B-C will compute to 450 billion per day. Facebook 
amasses, attains and examines 30+ petabytes of data 
collected by the user. Walmart manages about 1 million 
client’s exchange every hour. Besides, 5 billion users are 

engaged in calls, messages, tweet etc. worldwide. Earlier it 
used to take ten years to decode the human genome earlier 
but nowadays the technology enables it in a week. Approx. 
20000   tera bytes was managed by Google in 2008 [3][4]. 
The largest AT&T record claims names  which include 
leading volume of data in a single record and the succeeding 
greater statistics of line in an individual file is 1.9 trillion 
which constitutes AT&T’s widespread named index.  
 

II. DATA MINING 
 
Generally, mining means extracting some important things 
under the ground for instance gold mining, valuable stone  

 
mining etc[5]. The Data Mining is also named as Knowledge 
Discovery or Knowledge Extraction. At present data 
extracting is employed in such locations where there is 
plenty of data is processed. 
  

III. PURPOSE OF DATA MINING 
 
Data extracting is the computation procedure of splitting the 
data from lines, extents etc. to important information. 
Information extraction can be linked to any kind of data, for 
instance, data warehouse, operational database, interactive 
information and also the World Wide Web[6]. 
 

IV. DATA MINING AS A WHOLE METHOD 
 
The complete method of information extraction is based on 
the three underlying principles: 

i) Data Pre-processing- It consists the changes done.  
ii) Data Extraction-Outburst of the data extraction. 
iii) Data Evolution-It consists results after the process.  

 
Figure 1: Basic of BOTNET 
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V. HOW BOTNETS WORK 
 
The botnet malware usually seek susceptible expedients 
through the cyberspace, instead of pointing distinct sole, 
firms or businesses. To blight number of linked expedients 
and practice the calculating control can be the prime 
objective for developing a botnet and means of the machines 
for mechanized chores which usually continue not seen by 
the operators of the machines [7]. To cite an example, an 
invalid traffic botnet which corrupts an operator’s system 

will affiliate the system's internet service providers to distract 
deceitful transit to firm web based commercial. Even though, 
to remain hidden, the botnet will not oversee the network 
users, that will alert the operator. On the other hand, the 
botnet may employ a lesser share of the portal's procedures, 
sometimes operating in the backdrop, propelling a scarcely 
obvious expanse of movement from the corrupted machine 
towards the embattled advertisements. Such information 
measure segments will not accord to the cyberthugs 
operating advertisement deceit drive [8]. Even though, botnet 
which links heaps of expedients will produce an immense 
volume of forged transit for advertisement fraudulent. On the 
other hand, it also evade a particular’s exposure by means of 

mechanism.  What you require to be vigilant of is the 
illegitimate and nasty botnets [9]. What happens is that 
botnets receive contact to your device through some piece of 
nasty coding. In some cases, your device is straightway 
hacked, while other times what is identified as a “spider” (a 

database that moves the Internet searching for holes in 
security to utilize) does the hacking mechanically. 
 

VI. BOTNET ARCHITECTURE 
 
The other method to monitoring corrupted bots includes a 
P2P web. Rather than employing Command and Control 
servers, a P2P botnet depends on a distributed method. 
Corrupted machines can be encoded in the form of an image 
for malevolent web, or as well as other machines in the 
similar botnet [10]. The bots later segment efficient 
instructions or the botnet malicious software’s modern 

forms. The P2P method is a known method , as cyberthugs 
and hacker clusters attempt evading exposure in the form of  
cyber security dealers , regulation implementation 
organizations, that has  applied  Command-and Control  
transmissions by the means of  screen , trace and interrupt 
botnet tasks. 
 

VII. BOTNET INVASION 
 
Apart from DDoS strikes, botmasters also use botnets for 

additional nasty objectives. 
 

a. Ad Fraud 
Cybercriminals can employ the collective working strength 
of botnets to course deceitful strategies. For instance, 

botmasters form ad fraud strategies by instructing number of 
corrupted machines to stay deceitful websites and “click” on 

ads marked there. For every click, the hacker then receives a 
share of the promoting fees. 
 
b. Selling and Renting Botnets 
Botnets can even be traded on the internet. After corrupting 
number of machines, botmasters search for other 
cybercriminals fascinated in employing them to spread 
malware. Botnet buyers then exhibit cyber-attacks, spread 
ransomware, or take away particular information. 
Regulations immediate botnets and cybercrime endures to 
develop [11]. As botnets become greater intimidations to 
internet infrastructure, communications systems, and 
electrical grids, users should confirm their machines are 
effectively secured from corruptness. It’s likely cyber 
regulations will initiate to grasp operators more liable for 
crimes committed by their own machines [12]. 
 
c. Client-server model 
The client-server botnet organization is set up like a simple 
system with one key server governing the communication of 
data from each client. The botmaster employs distinct 
software to start command and control (C&C) servers to 
transmit commands to each client machines [13]. While the 
client-server model functions better for captivating and 
sustaining control over the botnet, it has numerous sides: it’s 

comparatively simple for regulation implementation 
authority to setting of the C&C server, and it has only one 
mechanism element. Put an end to the server, and the botnet 
is at rest. 
 
d. Peer-to-peer 
Rather than depending on one integrated C&C server, fresh 
botnets have developed to employ the other interlinked peer-
to-peer (P2P) structure [14]. In a P2P botnet, each corrupted 
machine works as a client and a server. Individual bots have 
a list of other corrupted machine and will look for updation 
and to communicate data between them. P2P botnet 
organizations make it firmer for regulation implementation to 
trace any integrated source. The deficiency of a single C&C 
server also makes P2P botnets firmer to interfere. Like the 
mythological Hydra, cutting off the head won’t kill the beast. 

It has many others to retain it active. 
 
e. Methbot 
Methbot drive is operated continuously about 800 to 1200 
active assistants in information stores in the U.S. and the 
Netherlands. 6000 betrayed spheres and about 850,000 active 
Internet Protocol addresses can be observed in the drive's 
functional organization, and many of which are deceitfully 
listed which seem to be related to certain U.S.. based ISPs. 
The corrupted assistants are able to create bogus connects 
and mouse operations, and fabricate social media account 
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logins to perform genuine operators for duping traditional 
advertisement fake recognition methods [15].  
 
f. Don’t click on apprehensive links 
Links to spiteful websites are general infection keys, so 
evade connecting them devoid of analysis. Drift your pointer 
over the hypertext and check to see where the URL really 
goes. Spiteful links like to stay in message boards, YouTube 
comments, pop up ads, and the like. 
 
g. Get Antivirus Software 
Getting antivirus software is the apt method to evade and 
eradicate botnets. Look for antivirus security that’s planned 

to shield all of your machines, not just your computer. 
Remember, botnets go stealthily in all types of machines, so 
opt software which is ample in scope. With the Internet of 
Things increasing, so too does the prospective for botnet 
dimension and strength. Regulations will ultimately alter to 
grasp operators more accountable for the movements of their 
machines. Taking defensive deed now will shield your 
identity, data, and devices.  
 

VIII. CONCLUSION 
 
As botnet malicious software has turned into an intricate 
process and media is localized. More attention is paid to 
various other methods from Command and Control 
organizations. Recognizing and eliminating botnet malicious 
disrupt software at the source machines are the part of such 
methods. Interrupting botnet invasions has been complex due 
to the birth of malicious software Mirai which targets 
networking device like routers and IoT machines which have 
feeble and default password and can easily be tacked.  
Besides, operators may not be able to alter the passwords for 
many IoT devices, later it leads to expose to attacks. If the 
creator is unable to modernize the gadget’s set of instructions 

programmed on hardware device, to cover them or alter their 
complex keys, later a factory recall of the corrupted gadgets 
are to be performed. 
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Abstract— Blue eyes technology aims to create computational machines which can sense and understand human feelings and 
emotions. It uses camera, microphone and various sensors to recognize human actions and emotions and aid disabled people. 
There are many researches in this area, still they have some limitations. In this paper we have proposed on architecture for blue 
eyes technology which can identify human emotions through facial features and sensors such as Galvanic skin response sensor, 
heart pulse sensor, temperature sensor. This paper explores various image processing techniques such as noise removal, 
segmentation, image enhancement.  Supervised classification technique such as artificial neural network with back propagation 
is used to predict emotions. This research involves many areas like Machine learning, Image processing and IoT. 
  
Keywords—Human Computer Interaction, Facial Expression detection,  Galvanic  skin response sensor. 
 

I.  INTRODUCTION  
 
Human Computer Interaction (HCI) is a vast research field 
that comprises of computer science and technology with 
human interaction. HCI incorporates multiple technologies 
like cognitive science, computer science and ergonomics 
etc., The blue eyes technology which will be discussed in 
this research paper is an application of human computer 
interaction. It is based on the facial expression identification, 
heart beat sensor, temperature sensor and has perceptual and 
sensory abilities. It helps to commutate the machines to 
behave and have sensory movements just like a human 
being. It also gives rise to the concept of brain human 
interaction.  
 
Blue eyes technology recognizes the human emotion and 
sensory actions using few gadgets. It helps in recording the 
operators conscious and their brain involvement under their 
physiological condition to identify their action. The blue 
eyes technology can use the concept of image processing 
techniques such as image acquisition, image enhancement, 
image analysis and manipulations for facial expression 
identifications and sensory abilities to identify the human 
emotions. In this research paper we are trying explore the 
concept of blue eyes technology and the different techniques 
associated with this area such as machine learning, Iot, 
image processing, artificial intelligence etc.,. In this paper 
we are trying to explore the role of blue eyes technology to 
predict a person‟s present state such as whether he is in 
normal condition, anxiety, happy, sad or disgust. 

The article is organized as follows, section I contains the 
introduction of blue eyes technology, section II includes 
architecture of emotion prediction system, Section III 
contains working of galvanic skin response (GSR), section 
IV explains Image feature extraction, Section V describes 
emotion prediction by Backpropogation algorithm, section 
VI explains the applications of blue eyes technology and 
Section VII concludes the research work.  
 

II. ARCHITECTURE OF EMOTION PREDICTION 
STSTEM 

 
Blue eye technology is completely dependent to identify 
human action and facial interaction. The computer gathers 
the information of the facial expression of human using 
some gadgets and sensors. This technology will help the 
doctors to check up their patients and predict the patient‟s 
health complications. This can be done by allowing the 
sensors to interact and understand the person‟s present 

position. We can achieve it by using temperature sensors, 
body movement sensors and pulse sensors. 
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Figure 1: Architecture of Emotion Prediction System 

 
Galvanic skin response (GSR) finds a person state by their 
sweat and skin moisture. GSR measures changes in sweat 
gland using changes in voltage.  The electrodes in GSR have 
to be measure the changes, and need to transmit that 
information to the recording device. For measuring the pulse 
rate we can use the pulse sensor amped which is a plug and 
play type of device by which we know whether the person is 
suffering from anxiety. Heart beat sensor helps to assess the 
heart pulse rate. The heart beat for a normal person is 78 
beats per minute. Heart beat sensor results digital signal as its 
output. Both sensor output and facial expressions are given as 
input to the classifier to predict the emotions of a person. 
 

III. WORKING OF GSR 
 

Galvanic Skin Response (GSR) is used to compute the 
continuous variations of the electrical characteristics of the 
skin caused due to changes in sweating in human body. 
Sweating is controlled by Autonomic Nervous System 
(ANS). The sweat gland activity increases especially when 
the sympathetic branch (SNS) of the ANS is induced 
heavily, which in turn amplifies the skin conductance and 
vice versa. In this way, electrical phenomenon of the skin 
will be active because of the human Sympathetic system 
responses. Such system is directly involved in the emotional 
behavioral regulation in human body.  
 
The electrical skin response signal is extremely simple to 
record. Two electrodes need to be placed between index and 
middle finger of the hand, which generates a variation of a 
low-tension applied current in between those two electrodes. 
The principal behind GSR is, if sweating in human body 
increases, conductance of GSR also increases. The GSR 
sensor supplies a very less constant voltage between the 
electrodes. This circuit records the skin electrical 
phenomenon and its variation by applying Ohm‟s law.  
 

      Figure 2: GSR Architecture 
 
In figure 2, Keeping the voltage (V) as constant, the skin 
conductance is calculated by measuring the current flowing 
through the electrodes. With this setup, any fluctuation in 
current flow is because of changes in the electrical 
characteristics of the skin. 

 
IV. FACIAL FEATURE TRACKING 

 
Identification of facial expressions serves as a element of 
natural human machine interfaces. To identify facial 
expressions image processing techniques can be used. This 
section deals with feature extraction from the captured 
image. 
 
a) Image preprocessing: 
Image pre-processing is a technique to obtain a superior 
quality image by removing irrelevant parts from the 
images. 
 
Resizing of the input images can be performed with the 
Gaussian filter which also gives the smoothness to the 
images. Normalization acts as a preprocessing method 
through which illumination can be reduced and disparity 
of the face images can be minimised with the median 
filter and to achieve an improved face image. 
 
b) Noise removal 
During image acquisition i.e., digitization and 
transmission noise can get into the digital image. Most of 
the real time scenarios, imaging sensors can be affected 
by environmental conditions or interferences, because of 
that noise are added to an image during transmission. 
Let a(xi, yi) is the actual image, η(xi, yi) is the noise and 
r(xi, yi) is the resultant pixel. 

r(xi, yi) = a(xi, yi) + η(xi, yi) 
 
If we can estimate the noise, we can restore the image. 
Median filtering may be a nonlinear technique to take 
away noise from images. It is extremely effective in 
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removing noise and protecting the edges. It is highly 
efficient technique to remove „salt and pepper‟ sort of 
noise. The median filter traverses every pixel of the 
image, and transforms each pixel by the median of its 
nearest pixels. A pixel along with its neighbours is 
known as "window", which slides through all the pixels 
of the entire image. 
 
The median of a window is calculated by arranging all 
the pixels belong to a window and substituting the pixel 
being considered with the median pixel. 
 
c) Image Segmentation: 
Image segmentation is a technique used to partition an 
image into many slices, where each slice has similar 
features. It is a critical state in image processing. 
 
Clustering is an unsupervised learning method to group 
similar objects based on the principle the inter class 
similarity should be minimum and within the class 
similarity will be maximum. The similarity function is 
based on the distance between the pixels in the image 
usually Euclidian distance or Manhattan distance. 
 
The Euclidian distance is measured using the formula, 
 
 

 
 
K-Medoids is an unsupervised clustering method based 
on partitions where each cluster is denoted by one of the 
pixels, which work as follows. 
 Partition the pixels into k-nonempty subsets. 
 Compute the seed point of the cluster. Seeds / 

Medoids are the centrally located pixel in that 
cluster. 

 Allocate each pixel to the cluster whose seed close to 
it. 

 Repeat the steps until no new assignment. 
 Each cluster identifies an object in the facial image. 
 
d) Feature Selection: 
 
The concept of forward feature choice algorithm is to 
assess all feature subsets that include just one input 
attribute. 
 
In other words, to locate the best individual feature, m, find 
the Leave-One-Out Cross Validation (LOOCV) error of the 
subsets, {A1}, {A2}... {Am}, where m is the input 
dimensionality. 
Find all the 1-attribute LOOCVs and evaluate them, then 
capture the best 2 features and evaluate their LOOCV error, 

and repeat the same procedure until m features have been 
computed. 
(1) Collect a training data set. 
(2) Divide it into K partitions 
(3) For each partition ( p = 0, 1, ..., K-1 ) 

 Let OuterTrainingset(p) = all partitions except p. 
 Let OuterTestset(p) = the p‟th partition 
 Let Inner Training(p) = randomly selected 70% of 

the  OuterTraining set(p). 
 Let InnerTest(p) = left over 30% of the  

OuterTrainingset(p). 
 For q = 0, 1, ..., m  

  Find for the best feature set with q 
components, fspq. Using leave-one-out on 
InnerTraining(p) 

       Let InnerTestScorepq = Root Mean 
Square score of fspq on InnerTest(p). 

               End loop of (q).  
 Select fspq with the top inner test score. 
 Let OuterScore p = Root Mean Square score of the 

selected feature set on OuterTestset(p) 
      End loop. 
4)  Return  mean OuterScore. 
 
e) Image Enhancement: 
The image enhancement technique is to make the digital 
picture more appealing to our eyes, (i.e.) making the 
images smooth or sharp. It helps to process the image so 
that the resultant image is more appropriate than the 
original image for a specific application. 
 
The histogram of an image represents the frequency of 
pixels in an image. It shows the distribution of gray 
levels in the image which is extremely useful in image 
processing. Histogram finds a metamorphosis s=T(r) to 
be applied to every pixel of the input image f(x,y) such 
that a uniform distribution of gray levels in the entire 
range results for the output image g(x,y). Distributing the 
frequencies is a best way to improve dark or washed out 
images. 
   
The discrete approximation of the transformation 
function for Histogram Equalization is given by   
OkT(Ik)    Pr ( Ii)     =  ni / n 
     i=0 to k           i=0 to k 
 

Ik  - input intensity  
  Ok - processed intensity 

 k - Intensity range(e.g 0.0 – 1.0) 
 ni -  the frequency of intensity i   
 n -  summation of all frequencies 
 

V. CLASSIFICATION BY BACKPROPOGATION 
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Sensor input and the extracted facial features are given 
as input to the classification algorithm to predict human 
emotions. The backpropagation classification performs 
learning on a multilayer feed-forward neural network. It 
identifies weights for each connections between the 
nodes to predict the category of tuples iteratively. A 
feed-forward neural network with multiple layers has one 
input layer, one or more hidden layers, and one output 
layer. 
 
Each layer can have multiple units. The input values to 
the neural network are the attributes of every training 
tuple. These attributes values are multiplied by a weight and 
sent from input layer to the next layer of “neuron like” units, 

known as a hidden layer. The outputs of the hidden layer 
units can be input to another hidden layer, and so on and 
finally it reaches the output layer. 
 
Back propagation learns from the training tuple by 
comparing the network‟s calculated value for every tuple 
with the actual known target value ie., class labels such 
as anger, disgust, aversion, happy, sad, anxiety etc., For 
each training tuples, the weights are changed so as to 
decrease the mean squared error between the network‟s 

prediction and the actual target value. These 
modifications are propagated “backwards” direction from 
the output layer to first layer which is input layer through 
intermediate layers. 
Algorithm: 
 
 for each training tuple T in Database { 

 for each input layer node k { 
o Ok = Ik  
o for k = nodes in all layer except input layer 

Ik =  Σ wikOi + θk 
Ok = 1/ (1+e) −I k    

o for  k = 1,2,…. nodes in output  
Errk = Ok(1 − Ok)(Tk − Ok) 

                // Backpropogation 
o for  k = 1,2,….all the nodes  

Errk = Ok(1 − Ok) Σ Errkwk 

 k 
o for each wik in network  

       △ wik = (l)ErrkOi  
       wik = wik + △ wik 

o  for each bias θk in network  
△ θk = (l)Errk ;  
θk = θk + △ θk ; 

 

                }} 
 
Once the classifier is trained the unknown status of the 
person will be predicted from the features and sensor 
information. 
 

 
Figure 3: Artificial Neural Network 

 
VI. APPLICATIONS OF BLUE EYES TECHNOLOGY 

 
1. Aids disabled people. 
2. Used to monitor critical patients to provide medical 

assistance. 
3. Based on emotions in smart home system, music 

can be played. 
4. Can be used in automatic car driving. 
5. Can be used in power control station and flight 

monitoring. 
6. In supermarket, based on the prediction of human 

temper, marketing of products can be done. 
7. It can be used in security system. 

 
VII. CONCLUSION 

 
Resent researches reveals understanding the human 
emotions play a vital role in social networking. This 
paper gives an approach of creating Human Computer 
Interaction that has perceptual and sensory capability 
like human beings. The idea presented in this paper 
predicts human emotions such as sad, disgust, happy, 
tensed, etc., along with their blood pressure and 
temperature to suggest whether they need medical 
assistance. 
 

REFERENCES 
 

[1]. Fu Zhizhong, Lu Lingqiao,Xian Haiying Xuju,”Human Computer 

International Research And Realization Based On Leg Movement 
Analysis”, Apperceiving Computer And Intelligence Analysis 
(ICACIA),2010 International Conference. 

[2]. Amir Aly, Adriana Tapus,”Towards an Online Fuzzy Modeling For 

Human Internal States Detection”,2012 12th Internal Conference 

On Control, Automation Robotics And Vision Guangzhou, China 
,5-7th December 2012(ICARCV2012). 

[3]. Mizna Rehman Mizna, et. Al. , “Blue eyes Technology”,  Eighth 
International Conference on Digital Information Management 
(ICDIM 2013), IEEE, 10-12 sept 2013. 

https://ieeexplore.ieee.org/author/37086686618
https://ieeexplore.ieee.org/xpl/mostRecentIssue.jsp?punumber=6684408
https://ieeexplore.ieee.org/xpl/mostRecentIssue.jsp?punumber=6684408
https://ieeexplore.ieee.org/xpl/mostRecentIssue.jsp?punumber=6684408


   International Journal of Computer Sciences and Engineering                                   Vol. 7(9), Apr 2019, E-ISSN: 2347-2693 

   © 2019, IJCSE All Rights Reserved                                                                                                                                        33 

[4]. Jigisha M. Patel ; Nikunj C. Gamit,"A review on feature extraction 
techniques in Content Based Image Retrieval", International 
Conference on Wireless Communications, Signal Processing and 
Networking (WiSPNET),IEEE,2016.Page s: 2259 - 2263. 

[5]. Rahmaniansyah Dwi Putri ; Harsa Wara Prabawa ; Yaya 
Wihardi,"Color and texture features extraction on content-based 
image retrieval",3rd International Conference on Science in 
Information Technology (ICSITech)Page s: 711 - 715 . 

[6]. Liu, M., Fan, D., Zhang, X., & Gong, X. (2016, November).Human 
emotion recognition based on galvanic skin response signal feature 
selection and svm. In Smart City and Systems Engineering 
(ICSCSE), International Conference on (pp. 157-160).IEEE. 

[7]. Koelstra, et. al. Deap: A database for emotion analysis; using 
physiological signals. IEEE (2012) Transactions on Affective 
Computing, 3(1), 18-31 

[8]. https://www.irjet.net/archives/V5/i4/IRJET-V5I4913.pdf 
[9].https://www.mepits.com/project/184/embedded-projects/blue-eyes-

technology-monitoring-human-operator-and-intelligence-sensing-
system 

[10].https://www.slideshare.net/keerthik10/blue-eyes-technology-
monitoring-human-operator-and-intelligence-sensing-1 

[11]https://www.mepits.com/project/184/embedded-projects/blue-eyes-
technology-monitoring-human-operator-and-intelligence-sensing-
system 

[12]https://researchersclub.wordpress.com/2014/04/04/blue-eye-
technology/ 

[13]https://www.academia.edu/10086667/Blue_Eyes_the_Future_Tech
nology 

[14] https://ijrcar.com/Volume_4_Issue_1/v4i108.pdf 
[15] https://www.ukessays.com/essays/computer-science/study-of-blue-

eye-technology-computer-science-essay.php 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Authors Profile 
T. KohilaKanagalakshmi 
M.C.A.,M.Phil.,M.E., Asst.Professor, 
Department of MCA (BU),Dayananda 
Sagar Institutions, has beed in teaching 
profession for more than 10 years. She has 
secured gold medal in Master of 
Engineering from anna University, Chennai.She has 
qualified GATE examination and presented papers in IEEE 
conferences. She has given guest lectures in various colleges 
 
 
Vibha s is pursuing bachelor of computer 
application in dayanada Sagar College of 
arts science and commerce. She has 
published paper in cloud computing and IoT 
and it has been published online in IJAECE. 
She has attended seminars on networking, 
machine learning and cloud computing. She has done an 
online NPTEL course in C++. 
 
Prathibha K H is pursuing bachelor of 
computer application in dayanada Sagar 
College of arts science and commerce.she 
has attended many seminars on machine 
learning and cloud computing. She has 
done an online NPTEL course on C++.She 
has participated in many crackthon events 
conducted by other colleges. 



 

  © 2019, IJCSE All Rights Reserved                                                                                                                                        69 

International Journal of Computer Sciences and Engineering    Open Access 
Research Paper                              Vol.-7, Special Issue-9, April 2019                              E-ISSN: 2347-2693 

                 
Big Healthcare Data Privacy Preservation –A Technological Perspective 

 
Suneetha V1*, Srivatsala V2, Kumara Swamy Y S3 

 
1Rayalaseema University, Kurnool, Andhra Pradesh, India 

 2Visvesvaraya Technological University, Belgaum, Karnataka, India 
3Rayalaseema University, Kurnool, Andhra Pradesh, India 

 
*Corresponding Author:   hod-mcabu@dayanandasagar.edu,   Tel.: +91-9632831002 

 
DOI:  https://doi.org/10.26438/ijcse/v7si9.6975 | Available online at: www.ijcseonline.org 

Abstract— In this digital world, by virtue of highly diversified data generating technologies – huge amount of data is being 
churned out by organizations like hospices, banks, e-commerce, retail and supply chain, etc.,. Heaps and loads of big data is 
being generated every minute, by humans and machines. Because of onset of big data the industries have fundamentally 
changes their way of handling data.  The volume and velocity big data generated from the various sources can be managed and 
analyzed to take appropriate decisions to benefit the organization. One of the most promising fields where big data analytics 
can be applied is healthcare. Big healthcare data and its analytics has considerable potential to improve quality of patients’ life,  

gain valuable insights, prevent diseases, make healthcare more affordable. Securing data of patients and ensuring its security is 
major concern of data analytics. Unless the privacy and security issues of Big Data are addressed in healthcare industry it 
cannot be too useful. Invasion of patient privacy is a growing concern in big data analytics as emerging threats and 
vulnerabilities continue to grow. It is necessary to ensure a secure and sound environment for big data for better future in 
research by repairing the available solutions. In this paper, we present the security and privacy issues in big data applicable to 
healthcare industry. Also, we discuss the various Anonymization and Encryption techniques to preserve the privacy of the data, 
comparing their strengths and limitations. 
 
Keywords— Healthcare; Healthcare privacy; Big data security; Big data Privacy; Data Anonymization, K-anonymity,             
T-closeness, L-diversity; 
 

I.  INTRODUCTION  
 
Big Data refers to the humongous amount of unstructured 
data generated through the various digital channels. Big data 
is often recognized by the 4 Vs – Volume, Velocity, Veracity 
and Variety. This big data is making inroads into the 
healthcare industry too. The big data in healthcare is often 
referred to as Healthcare big data. It refers to the vast 
quantities of data that is now available to healthcare 
providers. Due to digitization of health care information and 
increase in the care system based on values, huge data is 
created, also vast amounts of data come from other sources, 
such as wearables, mobile applications, digital marketing 
efforts, social media, and more.  All of the above ads up to an 
unbelievable amount of information, inspiring health systems 
to adopt big data techniques and technologies to effectively 
collect, analyze, and take advantage of this information. How 
is big data benefitting the healthcare? Why is it important to 
healthcare?  

 
In this context while stating the importance of benefits of big 
data analytics in healthcare this paper discusses the various 
challenges faced by healthcare industry in adopting big data 

and highlights the importance of privacy and security of the 
big healthcare data. This paper also discusses the various 
privacy techniques for healthcare big data. A survey of the 
techniques and how they can be further improved is 
presented in this paper. Finally, it concludes by highlighting 
the importance of the privacy of big data in healthcare and 
comparing the various techniques. Section II focuses on big 
data and its role in healthcare industry, Section III deal with 
privacy issues in big healthcare data Section IV focuses on 
Privacy preservation techniques in big healthcare data and 
their comparisons. Section V finally concludes by reiterating 
the importance of protecting the big health care data. 
 

II. BIG DATA ANALYTICS IN HEALTHCARE 
 
Big data are two words that describe large volume of data 
that may be structured or unstructured, that floods the 
businesses every day. The data itself and its volume is not as 
important as what does the business do with this data. How 
do they mine this data and get the insights is what matters. 
This Big data is cleaned, stored and analyzed to gain insights 
to help the business managers make better strategies and 
decisions. Big data is characterized by 4 Vs Volume, 
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Velocity, Veracity and Variety. Volume refers to the large 
amount of data generated through various channels. Velocity 
refers to large speed at which the data is created. Variety 
refers to the variety of data created i.e. text, numbers, videos, 
comments etc. The strategy of analyzing large volumes of 
data, or big data is called Big Data analytics. This big data is 
gathered from a wide variety of sources, including social 
networks, videos, digital images, sensors, and sales 
transaction records. The analysis of this data is aimed at 
uncovering hidden patterns and connections that help in 
providing useful insights about the users and people who 
created this data. Thus, the businesses try to be one step 
ahead of their rivals and also make some useful decisions. 
 
Big healthcare data too has all the characteristics of big data 
i.e. 4 Vs.   Source of healthcare big data includes Electronic 
healthcare records, wearbles, health monitors, scan reports, 
surveys, etc; Health care industry is adopting big data in 
major way. The reasons behind it are a) Volume of data 
generated by the various channels in healthcare industry b) 
Keeping in mind the improvement of healthcare systems and 
the Government regulations the healthcare industry requires 
the data for analyzing and designing better healthcare 
systems. c) Customers are most valuable and the healthcare 
industry needs to create customized healthcare systems. 
Various insights are required into the customers’ needs and 

requirements to create specialized packages. There are 
various benefits in adopting big data analytics by healthcare 
industry. Big data analytics gives a holistic view of the all 
the people involved- consumers, patients and doctors. 
Providing the patients with better and improved healthcare 
schemes, find the best marketing efforts to reach consumer 
and patients with best information, build predictive models to 
provide preventive car strategies, improve health care 
research and overall optimize the growth care, efficiency, 
effectiveness and personalization.  
 
Challenges faced by the healthcare big data.  
Huge amount of data leads to various challenges like sorting 
and prioritizing the data. Right kind of data must reach right 
kind of people to ensure correct and accurate analysis. 
Another challenge is the data being inconsistent, incomplete 
or noisy. Unclean data is big challenge as it is not useful to 
anyone. 
 
Particular challenge faced by big healthcare data is privacy 
and security of data. Ensuring patient privacy is an enormous 
challenge. 
 

                    What role does big data analytics play is healthcare in 
particular? Just like any industry the healthcare industry too 
can adopt the big data analytics. With already available large 
amount of clinical data and advanced tools and technologies 
the industry can now use big data analytics to gain useful 
insights and design better medical solutions and make 

revolutionary advances in medical research. It is imperative 
that the healthcare industry must incorporate big data 
analytics in its latest technologies for a better and bright 
future.  

 
III. SECURITY AND PRIVACY ISSUES IN 

HEALTHCARE BIG DATA ANALYTICS  
 
Big data analytics and medical research having real time 
access to patient record helps doctors to take decisions. 
Electronic Health Records (EHR) helped a lot in digitizing 
the health care system and various incentive programs 
motivate hospitals to create an accurate and complete EHR. 
At the same time, EHR having personal information of 
patient may lead to breach of privacy. Hence, techniques for 
preserving privacy are required and data need to be 
anonymized or encrypted before data analysis. 
 

 
Fig-1 Privacy Preserved E-health app 

 
Privacy vs. Security 
Ability to protect the sensitive information about the patient 
is called privacy of data. Data privacy can be assured by 
ensuring there is governance of personal data that means 
proper means are employed and rigid policies are adhered 
while collecting sharing and utilizing data.  
 
Data collected meticulously may be sometimes prone to 
malicious attacks and also may lead to misuse for making 
a profit. And protecting the data from threats like 
mentioned above is ensuring Security of the data. Though 
ensuring security is very important it is not a compromise on 
ensuring privacy of the patient data. Fig-2 Focuses 
on extra distinction between privacy and security. 
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Fig-2: Privacy VS Security 

 
Security of big healthcare data  
Healthcare companies have mechanisms in place to ensure 
proper storage, maintenance of data and also have the ability 
to deal with release of voluminous amounts of data to 
support deliverance and care, but on flip side they lack 
technical support and minimal security. Among all the 
industries the most vulnerable industry is healthcare industry 
in data breaches. The malicious attackers can breach the 
private healthcare data and release it to public. Ensuring 
security is major concern and complex process. There are 
risks to be undertaken as the security measures become more 
and more complex. But it is essential and imperative that 
organizations ensure security and privacy of the healthcare 
data by designing security solutions to fulfil the healthcare 
goals.  
  
Privacy of big healthcare data  
The biggest fear in the big data analytics and healthcare 
industry is invasion of patient privacy. At the advent of new 
and advanced techniques to attack and steal data from 
information systems, this fear is real. As a result, 
organizations are challenged to address these diverse and 
critical issues. The incident where in a particular company 
has sent some baby related coupons to a teenage girl without 
her parents’ knowledge has food for concern. Incidents 
reported like above mentioned forces everybody involved in 
analytics to big data privacy. Applications must strongly 
have in place security and privacy preservation techniques. 
They must also ensure that the key identifiers of private data 
remain private irrespective of the up gradations of the 
applications. 
Ensuring Privacy of medical data is a vital and is critical. 
Some light on the worldwide privacy protection laws in the 
next paragraph. 
 
Data protection laws 
To take care of the growing threat to breach of data and 
applicable data protection legislation, it is ever crucial 
that healthcare organizations are able to manage and 
guard personal and private information and also take care 

of their risks and legal related problems. Regulations 
concerning data protection and laws of data are different 
in different countries. The OECD Health Care Quality 
Indicators (HCQI project is accountable for measuring 
and comparing the quality of health services. HCQI is the 
quality indicators to study certain factors on the health 
services [20]. 
 
The General Data Protection Regulation (GDPR), decided 
upon by the European Parliament and Council in April 
2016, will replace the Data Protection Directive 95/46/ec 
in Spring 2018 as the primary law controlling over how 
companies protect EU citizens' personal data.  
Companies that are already in compliance with the 
directive should guarantee compliance with new needs of 
the GDPR [21]. 
 
Data Breaches are becoming too common  
All of the regulatory necessities around data privacy, 
security, and preventing data breach of personally 
identifiable health data, are not sufficient and have become 
all too general across the industry. There were data breaches 
and thefts of medical data in the years 2015 and 2016 of 
around 80 million people and 11 million people respectively 
at Anthem and Premera. One analysis of the US Health and 
Human Services data breach database found a raise from 268 
data breaches in 2015 to 328 separate breaches in 2016, with 
more than 16 million health records of American citizens 
being affected. 
 

IV. PRIVACY PRESERVATION TECHNIQUES  
  
 An individual can decide which information can be shared or 

restrict the access to ensure his privacy which is basic 
requirement. If the key information is publicised then it is 
very vulnerable as the data is at the control of information 
holder. Here information holder will be websites, mobile 
apps, social networking application, e-commerce website, 
banks, hospitals etc. Guaranteeing privacy is crucial in 
present computing atmosphere. While not this, users feel 
uneasy to use and sleep in the UC atmosphere. The 
implementation of privacy safeguard or privacy enhancing 
technologies goes to be a protracted road. Recognizing the 
privacy preservation and possible protection techniques are 
useful to develop and implement the privacy preserved 
system. It's the responsibility of the information holder to 
make sure privacy of the user’s data. 

  
 Various Privacy protective methods in which majority are 

based on Anonymization. Privacy preservation methods are 
as below. 

1. Anonymization Technique 
• K anonymity   
• L diversity   
• T closeness   
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2. Randomization Technique 
3. Cryptographic Technique 
4. Data distribution Technique 
5. Multidimensional Sensitivity Based Anonymization 

 
1. Anonymization 
Data gathering for analytics causes massive privacy issues.  
Person identifiable information (PII) is very tough because 
the information is shared too quickly. Urge to eliminate 
privacy issues, the conformity between the info holder and 
therefore the individual should be determined by policies. 
Users information ought to be anonymized (de-identified) 
and then be released to data analyser via protected channels. 
Before publication, the first table is altered consistent with 
the actual privacy needs. Anonymization is that the 
irreversible elimination of knowledge that would guide to a 
private being recognized, either on the premise of the 
removed info or together with different information.  
 
The flustered information should be stripped of distinctive 
data, making it unworkable to realize insights on a discreet 
individual, even by the party that's in responsible of the 
anonymization.  Anonymization operations used to preserve 
data privacy are listed below.  
 
a. Generalization: It is replacing the specific Quasi-identifier 
(QID) values with reduced specific description with added 
generalization. Here we swap data values with a general 
value in the classification of a data attribute. An example 
where generalizing a designation data attribute with 
Employee instead of Developer or Tester. The types of 
generalization techniques include full domain generalization, 
sub tree generalization, multidimensional generalization, 
sibling generalization, and cell generalization. 
  
2. Suppression: Data values are swapped with some special 
characters like ―*‖ in suppression operation. This way we 

can avoid disclosing of real data. Suppression includes 
record suppression, value suppression, and cell suppression.  
 
3. Anatomization: In anatomization, we dissociate the 
relationship between the quasi-identifiers and sensitive 
attributes. The data on QID and SA are released in two 
different data tables. One table contains quasi-identifier and 
the other table contains sensitive attributes which contain one 
attribute that is commonly referred to as GroupID. The 
GroupID will have same group value for the same group 
linked to the sensitive values. 
 
4. Permutation: The relationship between quasi-identifier 
and numerically sensitive attribute is disassociated by 
partitioning a set of records into groups and shuffling their 
sensitive values within each group in his data permutation, 
 

5. Perturbation: Perturbation is the way of swapping the 
original data values with some synthetic values, so that the 
statistical information computed from changed data does not 
differ considerably from the statistical data computed from 
the original data. Some examples like, adding noise, 
swapping data, and generating synthetic data values. The 
problem with perturbation is it is insignificant to the 
receivers as the published record is synthetic and does not 
have any meaning in the real world.  

 
K-anonymity:  
It is an interesting anonymization technique for big data 
privacy preservation. Here we deal with quasi identifier 
attributes. It is a unique approach in applying k-anonymity 
for QID attributes. It’s a new algorithm called ―k-anonymity 
without prior value of the threshold k‖. But, other many 

proposed k-anonymity algorithms the threshold k of k-
anonymity has to be known before anonymizing the data set. 
K-anonymity is applied on the healthcare information as 
shown in Table 1. The table shows data before 
anonymization.  
 

Table1: Original Data. 
Slno Pin Age Disease 

1 515001 29 Diabetic  

2 515275 22 Diabetic  

3 500094 27 Diabetic  

4 524369 43 Dermatology 

5 524362 52 Diabetic  

6 524333 47 Kidney 

7 522365 30 Diabetic  

8 522466 36 Kidney 
9 522236 32 Kidney 

 
K-anonymity technique is applied with k as 3 to ensure three 
identical data. K-anonymity is applied on the two attributes 
viz. age and Zip and is shown in Table 2. 
 

Table2: Anonymization on age and Pin. 
Slno Pin Age Disease 

1 515** 2* Diabetic  
2 515** 2* Diabetic  
3 500** 2* Diabetic  
4 5243* >40 Dermatology 
5 5243* >40 Diabetic  
6 5243* >40 Kidney 
7 522** 3* Diabetic  
8 522** 3* Kidney 
9 522** 3* Kidney 

 
In the above table, we have provided Anonymization using 
generalization or suppression operations. But still, if it is 
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known that Ram is 29 aged and residing at 515001 pin then 
easily we can make out that Ram is a Diabetic yet later data 
anonymization as shown in Table 2. This data leak is known 
as Homogeneity attack. In other case, if Ram is aged 36 and 
with little back ground knowledge that Ram does not have 
Kidney problem, we can easily find out that Ram must be 
having Diabetic problem. This is known as background 
knowledge attack. K-anonymity suffers with these 
limitations. 
 
L-diversity is proposed to overcome the limitations of k- 
anonymity. This novel method is introduced to ensure 
privacy preservation by avoiding data attribute leak even with 
background knowledge. This operation ―well-represent‖ the 
sensitive attributes in each group. Sensitive data attributes 
are varied among every quasi-identifier equivalence class. 
This is a K-anonymity’s modification operation.  
 

Table3: L-diversity privacy preservation technique. 
Slno pin Salary Age Disease 

1 515** 5k 2* Diabetic  

2 515** 6k 2* Diabetic  

3 515** 7k 2* Diabetic  

4 5243* 20k >40 Dermatology 

5 5243* 22k >40 Diabetic  

6 522* 24k >40 Kidney 
 
Data attribute leak cannot be ensured even when overall 
distribution of information is twisted into equivalence 
categories. For instance, if all the data rows are dispersed 
into 3 equality groups then semantic proximity of these data 
attributes could result data attribute leakage. L diversity 
suffers from homogeneity attack. In Table 3 it is found that if 
Ram is aged 29 and resides at 515001 zip is known, then 
definitely Ram falls in low income category as wage of all 
three persons in 515** pin are less compared to other data 
values. This is known as homogeneity attack. 
 
T-closeness: Refinement of l-diversity by decreasing the 
granularity of the interpreted data is t-closeness operation. 
The analyser’s scope of knowledge on a specific data is 

partial while the facts are not limited to the overall table 
containing the datasets. Therefore, this lessens the 
association between the quasi-identifier attributes and the 
sensitive attributes.   In Table 4 it is found that Ram is aged 
29, yet it is hard to guess whether Ram is Diabetic and falls 
under less salaried category or not. Attribute disclosure is 
ensured by T-closeness but sometimes, it might not provide 
correct allocation of data attributes. 
 

Table 4: T-closeness technique 
Slno Pin Salary Age Disease 

1 515** 5k 2* Diabetic  

2 515** 16k 2* Kidney 
3 515** 9k 2* Dermatology 
4 5243* 20k >40 Dermatology 
5 5243* 42k >40 Diabetic  
6 5243* 8k >40 Flu 
 
2. Randomization technique:  
The modification process of data values by adding noise 
using probability distribution is known as Randomization. It 
is widely implemented in surveys, sentiment analysis etc. It 
doesn’t other records knowledge and can be implemented 

during data compilation and pre-processing time. 
Randomization technique is not applicable on large datasets 
because of time complication and data usefulness. For an 
example, we have considered and taken 20k records from a 
Hospital DB into Hadoop’s HDFS and executed by Map 

Reduce. 
• As data volume increased, more and more Mappers and 

Reducers are used.   
• Significantly dissimilar results are found before and after 

randomization.         
• Outlier records remain unchanged by randomization and 

are more unprotected and vulnerable for attacks.   
Hence it is not an appropriate operation for the big data. 

 
Fig-3 Randomization Technique 

 
3. Data distribution technique 
Data distribution technique is distributing the data across 
many sites. It is in two ways: 

i. Horizontal distribution of data                       
ii. Vertical distribution of data 

Horizontal distribution of data: In Horizontal distribution, 
data values are scattered among numerous sites with the 
equal valued identifiers. This technique can be allied on the 
information without really sharing the data. Here, the data 
values are scattered at diverse sites of various organizations. 
The parties help each other in noticing the data values at 
other ones. Here, truthful is expected among all participating 
sites. 
 
Vertical distribution: Vertical distribution distributes the 
user’s specific data in diverse nodes under control of various 
organizations. Here, every site stores partial set of identifiers 
of an individual. Data values will to be pooled from all these 
sites for data analytics and then, there is a possibility of 
privacy breach vulnerability. Ensuring privacy during data 
analytics of vertically distributed data is difficult as the data 
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values are scattered among various sites under control of 
various organizations.  
 
4.  Cryptographic techniques  
This technique ensures privacy by encrypting sensitive. 
It provides proper toolset for algorithms of 
cryptography. We describe here results 
of cryptanalytic analysis that shows how different 
parties will together work out any function of their 
inputs, while not revealing the other information. Maximal 
privacy is achieved which hides all vital data except for 
the required output of the function. This technique 
attempts to model the world which is both realistic and 
common. Still there are few ―real world‖ aspects which 

are not modelled; the privacy preservation and the 
generality of the results are quite notable. The data 
analyser may encode the data before discharging the 
equivalent for analysis. The crucial problem is 
encoding vast scale data using conventional encryption 
method is very difficult. So, it does not hold good for 
large databases. Also, this approach is hard to scale 
when more parties are involved.  
 
5. Multidimensional Sensitivity-Based Anonymization 

framework (MDSBA):  
There are three stake holders involved in Big Data analytics; 
they are the data owner, the service provider, and the user 
analyzer. MDSBA implements a bottom-up technique of k-
anonymity. It is an enhanced Anonymization method 
implemented on huge data sets with lessen data attributes 
loss and predefined Qid’s. This technique adapts a 
distinguished multi-access level for users. MAP REDUCE 
framework is used to handle Big data sets. The framework 
aims to apply a complete solution for MapReduce operations 
in big data. The solution basis mimics the parallel distributed 
processes over MapReduce nodes. This divides the single 
rigorous anonymization process into multi-tasks that can be 
distributed more than one node. Accessing data for analytics 
is conducted by many users with multi-level access in the big 
data environment. This compels a steady level of the data 
access and view. Users with a low-level permission are less 
trusted by data owners. Therefore, more restrictions are 
applied to a data view. Apache Pig scripting language filters 
are used to split data values into different bags upon 
likelihood allocation of the Qid’s. 
 
Apache Pig with four quasi identifiers is used in Data 
Anonymization. It can be safe guarded from background 
knowledge attack as the data is vertically distributed into 
various groups and when the bag holds less data identifiers. 
Data mapping with exterior sources to reveal any individual 
sensitive data is very hard in this technique.  

Various features of above discussed data privacy 
preservation techniques are analysed and enlisted in the table 
as below. 
  
Table 5: Comparison of privacy preservation techniques 

Features Privacy preservation techniques 
 Anon

ymiza
tion 
techni
ques 

Crypt
ograp
hic 
techni
ques 

Data 
distri
butio
n 

Ran
domi
zatio
n  

MD
SBA 

Suitability 
of 

unstructur
ed data 

N N N N Y 

Attribute 
preservati

on 

N N N Y Y 

Damage to 
data utility 

N N Y N Y 

Very 
complex 
to apply 

N Y Y Y Y 

Accuracy 
of data 

analytics 
results 

N Y N N N 

 
Because of Social media and IOT, major part of the data 
generated is unstructured in nature. But, based on outcomes 
and analysis of our well organized literature survey; most of 
the present privacy preservation techniques can handle 
optimally structured data. We need to think about the listed 
issues. 
i. Design a robust technique to preserve privacy in structured 
as well as unstructured information. 
ii. To develop Reliable, Scalable and sturdy techniques to 
hold huge diversified information. 
iii. Health care Big data analytics can be carried out by 

ensuring privacy preservation by keeping the data in its 
native form and without data alteration. 

iv. New methodologies should be designed to assure privacy 
upon countering key privacy threats that exemplify 
personal information revelation, police investigation etc.  

v. Increasing information utilization for analytics by 
guaranteeing information privacy. 

V. CONCLUSION  

Abundant chances and prospects are open for health care big 
data to steer health care data analysis, predictions, decision 
making, planning strategies, data sighting, medical 
carefulness, and health care management. But, there are vast 
barriers and challenges that hamper its true possible outcome 
in the data healthcare analytics field, like practical issues, 
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privacy and security challenges and etc.  These Big data 
safety and secrecy issues are critical obstructions for 
investigators in this area. Here in this paper, we have 
conversed how health care industry is making use of the big 
data analytics. Security and Privacy issues of Health care big 
data are discussed. Various Privacy preservation   
 
techniques in the context of big healthcare data are discussed. 
But the problem ever exists.  As our future scope we focus 
on designing optimized techniques for the privacy 
preservation of dynamically scaled big data healthcare 
privacy and security. Further we have tried to solve the 
problem by optimizing Anonymization using MapReduce 
framework.  
 
We have analyzed and compared various Privacy preserving 
techniques. The knowledge of various available privacy 
preservations techniques will be useful to design Privacy 
preserved Healthcare environment. 
 
It is very much needed to generate consciousness among the 
individuals about the different ways of protecting personal 
information against privacy and security breaches apart of 
these technological solutions. Lot of private data like images, 
contacts, mails, messages, chats and data files are accessed 
by lots of apps in our smart phones without our awareness. 
Many times, people install the apps without reading the 
privacy agreement statements. Therefore, here is a crucial 
need and necessity to instruct public to be aware of the 
variety of vulnerabilities which may allow private data 
breaches. 

REFERENCES 

[1]. Karim Abouelmehdi, Abderrahim Beni-Hssane, Hayat Khaloufi, 
Mostafa Saadi. "Big data security and privacy in healthcare: A 
Review", Procedia Computer Science, 2017 

[2]. Aggarwal CC, Philip SY. A general survey of privacy-preserving 
data mining models and algorithms. Privacy-preserving data 
mining. Springer: US; 2008. p. 11–52.  

[3]. Jiang R, Lu R, Choo KK. Achieving high performance and 
privacy-preserving query over encrypted multidimensional big 
metering data. Future Gen Comput Syst. 2018;78:392–401.  

[4]. Hettig M, Kiss E, Kassel J-F, Weber S, Harbach M. Visualizing 
risk by example: demonstrating threats arising from android apps. 
In: Smith M, editor. Symposium on usable privacy and security 
(SOUPS), Newcastle, UK, July 24–26, 2013.  

[5]. Bayardo RJ, Agrawal A. Data privacy through optimal k-
anonymization. In: Proceedings 21st international conference on 
data engineering, 2005 (ICDE 2005). Piscataway: IEEE; 2005.  

[6]. Iyengar S. Transforming data to satisfy privacy constraints. In: 
Proceedings of the eighth ACM SIGKDD international conference 
on knowledge discovery and data mining. New York: ACM; 2002.  

[7]. LeFevre K, DeWitt DJ, Ramakrishnan R. Incognito: efficient full-
domain k-anonymity. In: Proceedings of the 2005 ACM SIGMOD 
international conference on management of data. New York: 
ACM; 2005.  

[8]. LeFevre K, DeWitt DJ, Ramakrishnan R. Mondrian 
multidimensional k-anonymity. In: Proceedings of the 22nd 

international conference (ICDE’06) on data engineering, 2006. 
New York: ACM; 2006.  

[9]. Samarati, Pierangela, and Latanya Sweeney. In: Protecting privacy 
when disclosing information: k-anonymity and its enforcement 
through generalization and suppression. Technical report, SRI 
International, 1998. 

[10]. Sweeney Latanya. Achieving k-anonymity privacy protection 
using generalization and suppression. In J Uncertain Fuzziness 
Knowl Based Syst. 2002;10(05):571–88.  

[11]. Sweeney Latanya. k-Anonymity: a model for protecting privacy. 
Int J Uncertain, Fuzziness Knowl Based Syst. 2002;10(05):557–

70.  
[12]. Williams R. On the complexity of optimal k-anonymity. In: Proc. 

23rd ACM SIGMOD-SIGACT-SIGART symp. principles of 
database systems (PODS). New York: ACM; 2004. 

[13]. Machanavajjhala A et al. L-diversity: privacy beyond k-
anonymity. In: Proceedings of the 22nd international conference 
on data engineering (ICDE’06), 2006. Piscataway: IEEE; 2006.  

[14]. Xiao X, Yufei T. Personalized privacy preservation. In: 
Proceedings of the 2006 ACM SIGMOD international conference 
on Management of data. New York: ACM; 2006. 

[15]. Rubner Y, Tomasi T, Guibas LJ. The earth mover’s distance as a 

metric for image retrieval. Int J Comput Vision. 2000;40(2):99–

121.  
[16]. Priyank Jain* , Manasi Gyanchandani and Nilay Khare; Big data 

privacy: a technological perspective and review; Journal of Big 
data. 

[17]. Karim Abouelmehdi*, Abderrahim Beni‑Hessane and Hayat 
Khaloufi; Big healthcare data: preserving security and privacy; 
Journal of Big data. 

[18]. P. Ram Mohan Rao, S. Murali Krishna, A. P.Siva Kumar. "Privacy 
preservation techniques in big data analytics: a survey", Journal of 
Big Data, 2018 journalofbigdata.springeropen.com 

[19]. Kajol Patel, G. B. Jethava. "Privacy Preserving Techniques for Big 
Data: A Survey", 2018 Second International Conference on 
Inventive Communication and Computational Technologies 
(ICICCT), 2018. 

[20]. OECD Health Care Quality Framework (OECD Health Working 
Paper No. 23, March 2006). https://eugdprcompliant.com/ 

 
Authors Profile 

Mrs Suneetha V is HOD-MCA Department, 
Dayananda Sagar College of Arts, Science 
and Commerce. She has overall experince of 
19 years. She is pursiung her research at 
Rayalaseema University, Kurnool. Her area 
of research is Privacy Preservation in Big 
Data.  

Mrs. Srivatsala V is working as Asst 
Professor in Department of MCA , 
Dayananda Sagar College of Arts, Science 
& Commerce. She has overall teaching 
experience of 14 years.Her area of research 
is Big Data in Healthcare and also Digital 
Marketing.  

 



   © 2019, IJCSE All Rights Reserved                                                                                                                                          25 

International Journal of Computer Sciences and Engineering    Open Access 
Review Paper                              Vol.-7, Special Issue-9, April 2019                              E-ISSN: 2347-2693 

                 
Biometrics in Network Security 

 
Noor Fathima1*, Pallavi B N2, Kavitha3 

 
1,2,3Dept. of Computer Applications, DSCASC, BANGALORE, INDIA 

 
Corresponding Author: fathimanoor98@gmail.com 

 
DOI:  https://doi.org/10.26438/ijcse/v7si9.2528 | Available online at: www.ijcseonline.org 

Abstract— Security has been a major interest for authentication over networking. In this modern society, mobile devices have a 
pertained importance with hundreds and millions users. With the help of pins, passwords there are weak authentication 
mechanisms which allow attackers to access the stored data. By implementing various methods for key exchange cryptographic 
can solve the problem of security. Identity verification is a developing and mesmerizes much attention. Biometric recognition 
mainly relates to the automatic recognition of individuals based on their behavioral characteristics. Almost appropriate is based 
on vein pattern is an approach that uses the vast network of blood vessels that lie underneath a skin. Vein pattern are unique 
and also difficult to duplicate even twin has an unlike and unique vein structure. Biometric security devices measure unique 
characteristics of a person, such as voice pattern, the iris or retina pattern of the eye and finger print. In biometrics, it is very 
difficult for someone to break into a system. Biometric security is a mechanism which is used to prove and provide access to a 
facility or system based on the automatic and direct verification of a single person’s physical behavior. 
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I.   INTRODUCTION 
 
A.Biometrics 
It is the activity and applied math analysis of people’s 

distinctive physical and activity characteristics. .Biometrics 
has the capability to prove dramatically quicker, easier and 
safer than normal passwords; however organization got to 
watch out concerning the biometric information they collect. 
The technology is principally used for identification and 
access management or for distinguishing people WHO area 
unit underneath police work. Biometric identifiers area unit 
the distinctive, measurable characteristics won’t to label and 

describe people. Biometric identifiers area unit usually 
classified as physiological versus activity characteristics. 
Physiological characteristics unit of measurement related to 
the shape of the body. Examples embrace, however aren't 
restricted to fingerprint, palm veins, face recognition, DNA, 
palm print, hand maths, iris recognition, animal tissue and 
odor/scent. Behavioral characteristics unit related to the 
pattern of behavior of a private, together with however not 
restricted to typewriting rhythm, gait, and voice. Some of the 
researchers have been coined the term biometrics to describe 
the latter class of biometrics. 
 
Because life science will offer an inexpensive level of 
confidence in authenticating an individual with less friction 
for the user, it has the potential to dramatically improve 
enterprise security. Computers Associate in nursing devices 
will unlock mechanically once they find the fingerprints of 
an approved user. Server area doors will swing open once 
they acknowledge the faces of sure system directors. Help  

 
table systems would possibly mechanically pull up all 
relevant data once they acknowledge Associate in nursing 
employee's voice on the support line. 
 
B.Types of biometrics 
A biometric symbol is one that's associated with intrinsic 
human characteristics. 
They fall roughly into 2 categories: 
Physical identifiers and Activity identifiers. 
 
• Fingerprints: Fingerprint scanners have found everywhere 

in recent years due to their widespread classification on 
smart phones. 
Any device that may be touched, such as a phone screen, 
computer mouse or touchpad, or a door panel, has the ability 
to become an easy and convenient fingerprint scanner. 
 
• Photo: If a tool is supplied with a camera, it can easily be 

used for authentication. 
Facial recognition and retinal scans area unit 2 common 
approaches. 
 
• Physiological recognition: biometric identification is that 
the second commonest style of authentication, according to 
Spice works, in place at 14 percent of companies. 
 
Other image-based authentication strategies embrace hand 
pure mathematics recognition, used by 5 percent of 
companies, iris or retinal scanning, palm vein recognition, 
and ear recognition. 
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• Voice: Voice-based digital assistants and telephone-based 
service portals square measure already exploitation voice 
recognition to spot users and demonstrate customers. 
 
• Signature: Digital signature scanners square measure 

already in widespread use at retail checkouts and in banks 
and square measure an honest selection for things wherever 
users and customers square measure already expecting 
To have to sign their names. 
 
• DNA: nowadays, DNA scans square measure used 

primarily in enforcement to spot suspects -- and within the 
movies. 
 

II.  APPLICATIONS OF BIOMETRICS 
 

A. Airport Security 
Making the journey through airfield terminals additional 
seamless for passengers could be a goal shared by airports 
round the world. Biometric technology to verify rider 
identities has been utilized in many giant international 
airports for variety of years and therefore the technology is 
quickly spreading to alternative locations across the globe. 
 
In several airports, the highest biometric modality alternative 
for immigration management is iris recognition. In order to 
use iris recognition, travelers are initial registered by having 
a photograph of their iris and face captured by a camera. 
Then, their distinctive details are keep in a world info for 
quick, correct identification at ports of entry and exit that use 
iris recognition for somebody biometric authentication. 
When traveling, rather than waiting in long queues to be 
processed, passengers merely walk into a booth and 
appearance into associate degree iris camera. The camera 
then photographs the iris and a software program then 
matches the details with the information stored on the 
database. 
 
Biometrics simplifies the airfield expertise for countless 
passengers traveling each day. Use of the technology 
additionally ensures the very best level of security and safety 
  
B. Time and Attendance 
Workforce management is another field wherever the 
employment of bioscience is on the increase. Fraudulent 
worker time and group action activities area unit a standard 
development in organizations throughout the globe. 
According to associate Yankee Payroll Association study, 
the typical worker reportedly steals roughly four and a 0.5 
hours per week, that is such as six weeks’ vacation if figure 

over a year. To solve this issue, firms area unit implementing 
biometric time clocks on their work sites. 
 
A biometric time associated group action system is that the 
machine-controlled technique of recognizing a worker 

supported a physiological or behavioral characteristic. The 
most common biometric options used for worker 
identification area unit faces, fingerprints, finger veins, palm 
veins, irises, and voice patterns. When associate worker 
makes attempt identification by their biological traits, a 
biometric hardware device compares the new scan to any or 
all accessible templates so as to seek out a definite match. 
Even government organizations currently suppose bioscience 
for making certain timely group action of workers and 
correct payroll calculations. 
 
Law Enforcement 
Organizations just like the Federal Bureau of Investigations 
(FBI) and international law enforcement agency are 
mistreatment bioscience in criminal investigations for years. 
Today, bioscience is wide employed by enforcement 
agencies across the globe for the identification of criminals. 
In 2008, the Chinese Police adopted an ABIS solution to 
allow forensic fingerprint examiners the ability to cross 
check inmate identities for possible matches within the 
database. 
 
Biometrics is additionally wide used for jail and jail 
management. Biometrics provides recent details of the Jail 
Authority, Public Safety Departments, and Governments can 
safely and securely manage prisoner identities. 
 
Access Control & Single Sign On (SSO) 

II. THE PRIMARY REASON BEHIND A LOT OF AND A LOT OF 

ORGANIZATIONS AND PERSONNEL ACROSS THE WORLD 

ADOPTING BIOMETRIC TECHNOLOGY FOR ACCESS 

MANAGEMENT AND SINGLE CHECK IN (SSO) IS AS A RESULT 

OF ANCIENT AUTHENTICATION TECHNIQUES LIKE PASSWORDS 

ARE INSUFFICIENT FOR PERSONAL IDENTIFICATION. 
PASSWORDS SOLELY OFFER PROOF OR PROOF OF DATA 

WHEREAS BIOSCIENCE PROVIDES DISTINCTIVE BLESSINGS AS A 

RESULT OF IT DEPEND ON DISTINGUISHING SOMEBODY BY 

―WHO THEY ARE‖ COMPARED TO ―WHAT YOU RECOGNIZE ―OR 

―WHAT YOU HAVE.‖ 
 
Today, bioscience is wide used round the world for home 
access management, mobile phone access, vehicle access 
authentication and Single Sign on (SSO). 
 
Banking – Transaction Authentication 
Biometrics in banking has redoubled an excellent deal within 
the previous few years and is being enforced by banks 
throughout the globe. 
 
As world monetary entities become a lot of digitally-based, 
banks square measure implementing biometric technology to 
boost client and worker identity management in an endeavor 
to combat fraud, increase dealings security, and enhance 
customer convenience. Customers also are fed-up with fraud 
and therefore the inconveniences related to perpetually 
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having to prove their identities. As a result, a lot of and a lot 
of customers area unit trying to find banks that have 
biometric identification in situ prompting banks to a lot of 
closely analysis the technology for implementation. 
 

III. NETWORK SECURITY 
 
It is a broad term that covers a mess of technologies, devices 
and processes. In its simplest term, it is a set of rules and 
configurations designed to protect the integrity, 
confidentiality and accessibility of pc networks and 
knowledge victimization each software system and hardware 
technologies. 
 
Every organization, despite size, trade or infrastructure, 
needs a degree of network security solutions in situ to guard 
it from the ever-growing landscape of cyber threats within 
today. 
 
Today's network architecture is complex and is faced with a 
threat environment that is always changing and attackers that 
are always trying to find and exploit vulnerabilities. These 
vulnerabilities can exist in a broad number of areas, 
including devices, data, applications, users and locations. 
 
For this reason, there are a unit several network security 
management tools and applications in use these days that 
address individual threats and exploits and additionally 
restrictive non-compliance. 
 
When simply a couple of minutes of time period will cause 
widespread disruption and large injury to Associate in 
Nursing organization's bottom line and name, it's essential 
that these protection measures area unit In place. 
 
How Does Network Security Work? 
There area unit several layers to survey once addressing 
network security across a company. 
 
Attacks will happen at any layer within the network security 
layers model, therefore your network security hardware, 
software and policies must be designed to address each area. 
Network security generally consists of 3 totally different 
controls: physical, technical and body. 
 
Here is a brief description of the different types of network 
security and how each control works. 
 
Physical Network Security 
Physical security controls area unit designed to forestall 
unauthorized personnel from gaining physical access to 
network elements like routers, cabling cabinets then on. 
Controlled access, like locks, biometric identification and 
alternative devices, is essential in any organization. 
Technical Network Security 

Technical security controls defend knowledge that's hold on 
on the network or that is in transit across, into or out of the 
network. 
 
Protection is twofold; it has to defend knowledge and 
systems from unauthorized personnel, and it also needs to 
protect against malicious activities from employees. 
 
Administrative Network Security 
Administrative security managements contains security 
policies and processes that control user behavior, as well as 
to the infrastructure however users area unit, their level of 
access . 
 

IV. APPLICATIONS OF NETWORK SECURITY 
 
A variety of popular tools that allow access to remote hosts 
(such as telnet, rlogin) or that provide means for file transfer 
(such as ftp) exchange user credentials and data in plain text. 
This makes them prone to eavesdropping, tampering, and 
spoofing attacks. Although the tools mentioned above might 
have conjointly been engineered upon SSL/TLS, a different 
protocol suite called Secure Shell (SSH) has been developed, 
which follows partial overlapping goals. 
 
The SSH Transport and User Authentication protocols have 
options kind of like those of SSL/TLS. However, they are 
different in the following ways: 
● TLS server authentication is ex gratia and therefore the 

protocol supports absolutely anonymous operation, in which 
neither side is authenticated. As such connections are 
inherently vulnerable to man-in-the middle attacks, SSH 
requires server authentication. 
 
● TLS does not provide the range of client authentication 

options that SSH does — public-key via RSA is the only 
option. 
 
● Most significantly, TLS doesn't have the additional options 

provided by the SSH association Protocol. 

 
Figure 1. Image database for Biometrics 
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V. CONCLUSION 
 

Biometric identification management systems offer higher 
security, convenience, answerableness, and correct audit 
trails – all attributes that encourage businesses 
to analysis and implement the technology for his or 
her own use. 
We believe that as time moves forward, we are going to 
see implementation of biometric technology still grow and 
be employed in even a lot of areas that bit our lives 
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Abstract— Security has been a major interest for authentication over networking. In this modern society, mobile devices have a 
pertained importance with hundreds and millions users. With the help of pins, passwords there are weak authentication 
mechanisms which allow attackers to access the stored data. By implementing various methods for key exchange cryptographic 
can solve the problem of security. Identity verification is a developing and mesmerizes much attention. Biometric recognition 
mainly relates to the automatic recognition of individuals based on their behavioral characteristics. Almost appropriate is based 
on vein pattern is an approach that uses the vast network of blood vessels that lie underneath a skin. Vein pattern are unique 
and also difficult to duplicate even twin has an unlike and unique vein structure. Biometric security devices measure unique 
characteristics of a person, such as voice pattern, the iris or retina pattern of the eye and finger print. In biometrics, it is very 
difficult for someone to break into a system. Biometric security is a mechanism which is used to prove and provide access to a 
facility or system based on the automatic and direct verification of a single person’s physical behavior. 
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I.   INTRODUCTION 
 
A.Biometrics 
It is the activity and applied math analysis of people’s 

distinctive physical and activity characteristics. .Biometrics 
has the capability to prove dramatically quicker, easier and 
safer than normal passwords; however organization got to 
watch out concerning the biometric information they collect. 
The technology is principally used for identification and 
access management or for distinguishing people WHO area 
unit underneath police work. Biometric identifiers area unit 
the distinctive, measurable characteristics won’t to label and 

describe people. Biometric identifiers area unit usually 
classified as physiological versus activity characteristics. 
Physiological characteristics unit of measurement related to 
the shape of the body. Examples embrace, however aren't 
restricted to fingerprint, palm veins, face recognition, DNA, 
palm print, hand maths, iris recognition, animal tissue and 
odor/scent. Behavioral characteristics unit related to the 
pattern of behavior of a private, together with however not 
restricted to typewriting rhythm, gait, and voice. Some of the 
researchers have been coined the term biometrics to describe 
the latter class of biometrics. 
 
Because life science will offer an inexpensive level of 
confidence in authenticating an individual with less friction 
for the user, it has the potential to dramatically improve 
enterprise security. Computers Associate in nursing devices 
will unlock mechanically once they find the fingerprints of 
an approved user. Server area doors will swing open once 
they acknowledge the faces of sure system directors. Help  

 
table systems would possibly mechanically pull up all 
relevant data once they acknowledge Associate in nursing 
employee's voice on the support line. 
 
B.Types of biometrics 
A biometric symbol is one that's associated with intrinsic 
human characteristics. 
They fall roughly into 2 categories: 
Physical identifiers and Activity identifiers. 
 
• Fingerprints: Fingerprint scanners have found everywhere 

in recent years due to their widespread classification on 
smart phones. 
Any device that may be touched, such as a phone screen, 
computer mouse or touchpad, or a door panel, has the ability 
to become an easy and convenient fingerprint scanner. 
 
• Photo: If a tool is supplied with a camera, it can easily be 

used for authentication. 
Facial recognition and retinal scans area unit 2 common 
approaches. 
 
• Physiological recognition: biometric identification is that 
the second commonest style of authentication, according to 
Spice works, in place at 14 percent of companies. 
 
Other image-based authentication strategies embrace hand 
pure mathematics recognition, used by 5 percent of 
companies, iris or retinal scanning, palm vein recognition, 
and ear recognition. 
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• Voice: Voice-based digital assistants and telephone-based 
service portals square measure already exploitation voice 
recognition to spot users and demonstrate customers. 
 
• Signature: Digital signature scanners square measure 

already in widespread use at retail checkouts and in banks 
and square measure an honest selection for things wherever 
users and customers square measure already expecting 
To have to sign their names. 
 
• DNA: nowadays, DNA scans square measure used 

primarily in enforcement to spot suspects -- and within the 
movies. 
 

II.  APPLICATIONS OF BIOMETRICS 
 

A. Airport Security 
Making the journey through airfield terminals additional 
seamless for passengers could be a goal shared by airports 
round the world. Biometric technology to verify rider 
identities has been utilized in many giant international 
airports for variety of years and therefore the technology is 
quickly spreading to alternative locations across the globe. 
 
In several airports, the highest biometric modality alternative 
for immigration management is iris recognition. In order to 
use iris recognition, travelers are initial registered by having 
a photograph of their iris and face captured by a camera. 
Then, their distinctive details are keep in a world info for 
quick, correct identification at ports of entry and exit that use 
iris recognition for somebody biometric authentication. 
When traveling, rather than waiting in long queues to be 
processed, passengers merely walk into a booth and 
appearance into associate degree iris camera. The camera 
then photographs the iris and a software program then 
matches the details with the information stored on the 
database. 
 
Biometrics simplifies the airfield expertise for countless 
passengers traveling each day. Use of the technology 
additionally ensures the very best level of security and safety 
  
B. Time and Attendance 
Workforce management is another field wherever the 
employment of bioscience is on the increase. Fraudulent 
worker time and group action activities area unit a standard 
development in organizations throughout the globe. 
According to associate Yankee Payroll Association study, 
the typical worker reportedly steals roughly four and a 0.5 
hours per week, that is such as six weeks’ vacation if figure 

over a year. To solve this issue, firms area unit implementing 
biometric time clocks on their work sites. 
 
A biometric time associated group action system is that the 
machine-controlled technique of recognizing a worker 

supported a physiological or behavioral characteristic. The 
most common biometric options used for worker 
identification area unit faces, fingerprints, finger veins, palm 
veins, irises, and voice patterns. When associate worker 
makes attempt identification by their biological traits, a 
biometric hardware device compares the new scan to any or 
all accessible templates so as to seek out a definite match. 
Even government organizations currently suppose bioscience 
for making certain timely group action of workers and 
correct payroll calculations. 
 
Law Enforcement 
Organizations just like the Federal Bureau of Investigations 
(FBI) and international law enforcement agency are 
mistreatment bioscience in criminal investigations for years. 
Today, bioscience is wide employed by enforcement 
agencies across the globe for the identification of criminals. 
In 2008, the Chinese Police adopted an ABIS solution to 
allow forensic fingerprint examiners the ability to cross 
check inmate identities for possible matches within the 
database. 
 
Biometrics is additionally wide used for jail and jail 
management. Biometrics provides recent details of the Jail 
Authority, Public Safety Departments, and Governments can 
safely and securely manage prisoner identities. 
 
Access Control & Single Sign On (SSO) 

II. THE PRIMARY REASON BEHIND A LOT OF AND A LOT OF 

ORGANIZATIONS AND PERSONNEL ACROSS THE WORLD 

ADOPTING BIOMETRIC TECHNOLOGY FOR ACCESS 

MANAGEMENT AND SINGLE CHECK IN (SSO) IS AS A RESULT 

OF ANCIENT AUTHENTICATION TECHNIQUES LIKE PASSWORDS 

ARE INSUFFICIENT FOR PERSONAL IDENTIFICATION. 
PASSWORDS SOLELY OFFER PROOF OR PROOF OF DATA 

WHEREAS BIOSCIENCE PROVIDES DISTINCTIVE BLESSINGS AS A 

RESULT OF IT DEPEND ON DISTINGUISHING SOMEBODY BY 

―WHO THEY ARE‖ COMPARED TO ―WHAT YOU RECOGNIZE ―OR 

―WHAT YOU HAVE.‖ 
 
Today, bioscience is wide used round the world for home 
access management, mobile phone access, vehicle access 
authentication and Single Sign on (SSO). 
 
Banking – Transaction Authentication 
Biometrics in banking has redoubled an excellent deal within 
the previous few years and is being enforced by banks 
throughout the globe. 
 
As world monetary entities become a lot of digitally-based, 
banks square measure implementing biometric technology to 
boost client and worker identity management in an endeavor 
to combat fraud, increase dealings security, and enhance 
customer convenience. Customers also are fed-up with fraud 
and therefore the inconveniences related to perpetually 
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having to prove their identities. As a result, a lot of and a lot 
of customers area unit trying to find banks that have 
biometric identification in situ prompting banks to a lot of 
closely analysis the technology for implementation. 
 

III. NETWORK SECURITY 
 
It is a broad term that covers a mess of technologies, devices 
and processes. In its simplest term, it is a set of rules and 
configurations designed to protect the integrity, 
confidentiality and accessibility of pc networks and 
knowledge victimization each software system and hardware 
technologies. 
 
Every organization, despite size, trade or infrastructure, 
needs a degree of network security solutions in situ to guard 
it from the ever-growing landscape of cyber threats within 
today. 
 
Today's network architecture is complex and is faced with a 
threat environment that is always changing and attackers that 
are always trying to find and exploit vulnerabilities. These 
vulnerabilities can exist in a broad number of areas, 
including devices, data, applications, users and locations. 
 
For this reason, there are a unit several network security 
management tools and applications in use these days that 
address individual threats and exploits and additionally 
restrictive non-compliance. 
 
When simply a couple of minutes of time period will cause 
widespread disruption and large injury to Associate in 
Nursing organization's bottom line and name, it's essential 
that these protection measures area unit In place. 
 
How Does Network Security Work? 
There area unit several layers to survey once addressing 
network security across a company. 
 
Attacks will happen at any layer within the network security 
layers model, therefore your network security hardware, 
software and policies must be designed to address each area. 
Network security generally consists of 3 totally different 
controls: physical, technical and body. 
 
Here is a brief description of the different types of network 
security and how each control works. 
 
Physical Network Security 
Physical security controls area unit designed to forestall 
unauthorized personnel from gaining physical access to 
network elements like routers, cabling cabinets then on. 
Controlled access, like locks, biometric identification and 
alternative devices, is essential in any organization. 
Technical Network Security 

Technical security controls defend knowledge that's hold on 
on the network or that is in transit across, into or out of the 
network. 
 
Protection is twofold; it has to defend knowledge and 
systems from unauthorized personnel, and it also needs to 
protect against malicious activities from employees. 
 
Administrative Network Security 
Administrative security managements contains security 
policies and processes that control user behavior, as well as 
to the infrastructure however users area unit, their level of 
access . 
 

IV. APPLICATIONS OF NETWORK SECURITY 
 
A variety of popular tools that allow access to remote hosts 
(such as telnet, rlogin) or that provide means for file transfer 
(such as ftp) exchange user credentials and data in plain text. 
This makes them prone to eavesdropping, tampering, and 
spoofing attacks. Although the tools mentioned above might 
have conjointly been engineered upon SSL/TLS, a different 
protocol suite called Secure Shell (SSH) has been developed, 
which follows partial overlapping goals. 
 
The SSH Transport and User Authentication protocols have 
options kind of like those of SSL/TLS. However, they are 
different in the following ways: 
● TLS server authentication is ex gratia and therefore the 

protocol supports absolutely anonymous operation, in which 
neither side is authenticated. As such connections are 
inherently vulnerable to man-in-the middle attacks, SSH 
requires server authentication. 
 
● TLS does not provide the range of client authentication 

options that SSH does — public-key via RSA is the only 
option. 
 
● Most significantly, TLS doesn't have the additional options 

provided by the SSH association Protocol. 

 
Figure 1. Image database for Biometrics 
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V. CONCLUSION 
 

Biometric identification management systems offer higher 
security, convenience, answerableness, and correct audit 
trails – all attributes that encourage businesses 
to analysis and implement the technology for his or 
her own use. 
We believe that as time moves forward, we are going to 
see implementation of biometric technology still grow and 
be employed in even a lot of areas that bit our lives 
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Abstract— Now a day’s smart technology is replacing each and everything in the world. Internet of Things (IoT) has emerged 
powerfully as a more successful area to express new technologies. Current society is seeing a different flow in the number and 
domain of devices deployed and used in regular applications, including mobile phones, tablets, wearable devices, and other 
connected sensing devices, collectively referred to as the IoT. Internet of Things has grown into the lives of human being by 
allowing a communications between machines, objects and things along with people. The people, software systems and other 
machines are surrounded with IoT permitted objects which communicate about the present view of things. The world is 
becoming smarter in all aspect by using IoT technology. IoT features are provided in many of the applications like smart 
healthcare, smart homes, smart cities, smart energy, waste management, transportation and monitoring type. In IoT technology 
the physical objects are embedded with RFID, sensors and Internet protocols which allow object to communicate with each 
other. This paper highlights the application of IoT used in various fields and a review on the concept of IoT related 
technologies with the advantages and disadvantages that are encountered. 
 
Keywords— Internet of Things, IoT Applications, Smart Devices 

 
I.  INTRODUCTION  

 
Today’s world exists in the era of smart technology. In 

earlier days people used to handle the machines manually. 
After so many years many inventions came into existence 
where people started handling machines automatically with a 
single click. Then later the Internet of Things became the 
great advancement in creation of effective technology of 
which everything in association with the internet. IoT has 
become strong in many areas to express different kind of a 
new technology. In current situation IoT is familiar with 
various markets along with common people because of its 
different applications. The Internet is a system that connects 
the computers through networks with the help of standard 
Internet Protocol. The world is changing in technology to 
IoT because it is capable of interconnecting different objects 
and valuable data can be extracted from generated 
information. The actual term “Internet of Things” was 
proposed by Kevin Ashton in 1999 [1]. More and more 
everyday objects that have relied on manual control are 
expected to become smart in the future. IoT helps to access 
the information from any things. That helps to communicate 
among the things using internet. Figure 1. Show the concept 
of internet of things. It says that we can access internet such 
that anything can be able to communicate with anyone from 
anyplace at any time and can provide any services by any 
networks. IoT features are provided in many of the 
applications like smart healthcare, smart homes, smart cities,  

 
smart energy, waste management, transportation and 
monitoring type. This research paper highlights the 
application of IoT used in various fields with advantages and 
disadvantages with a review on the concept of IoT related 
technologies and by sharing an idea on how to automate a 
smart lift with the challenges that are faced in the 
implementation of IoT.  
 
 
 
 
 
  
 
 
 
 
 
 

 
    

Figure 1: Internet of Things 

This paper is structured as follows: Section II Related Work, 
Section III Applications of IoT, Section IV IoT Techniques, 
Section V Smart lift functionality, Section VI Advantages 
and Disadvantages of IoT, a brief conclusion is discussed in 
section VII. 
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II. RELATED WORK  
 
The overview of IoT with emphasis on technologies, 
protocols, and application are discussed. The IoT is 
becoming more successful concept because of its 
technologies like RFID, smart sensors, communication tools 
[1]. Manipulation of communication tools will be done to 
support more services for organization with the help of 
applications of IoT [2].  

 

III. APPLICATIONS OF IOT 
 
Applications of IoT is not in single field, all most all of the 
areas are surrounded with applications of which broadly 
contains environment domain, society domain and industries 
domain. Each domain is different from the others but it is 
somewhat covering, because some applications are 
communal Figure 2. The application domains are 
transportation, smart cities, lifestyle, smart home, retail, 
factory, agriculture, supply chain, environment and energy, 
disaster, tourism, health care, user interface and culture.  

 
 

 
 

Figure 2: Applications of IoT 

A. Smart Cities 
Creating smart cities is possible by implementing the IoT 
technology in city development. By using IoT the cities can 
be developed in several levels by enhancing infrastructure, 
improving transportation and maintaining the safety of 
individual and traffic [3]. Smart cities connect systems like 
healthcare, weather noticing, transportation system. IoT 
support an individual by providing the internet which help to 
access the database of different transportation. To track and 

operate the information by specified protocols at any place, 
IoT make cities more smarter Figure 3. 
 
 
 
 
 
 

 
 
 
 
 

 
 
 

Figure 3: Smart City 

 

B. Health Care 
 

A basic application area of the IoT is the healthcare sector. 
IoT plays an important role in this field by improving service 
quality and reducing costs. It is possible to track health 
specifications, such as BP, blood glucose, body temperature 
and so on. IoT in healthcare also include smart beds, this 
encounter where patient occupied beds and a disabled 
individual trying to step down from the bed [4]. A smart bed 
itself can regulate to provide suitable support and strength 
which are used by the patient without human support. 
Another area where IoT is used in healthcare is to maintain 
the data and information of the patient and staff in the 
hospitals. 
 

C. Smart Home and Buildings  
 

Smart home and building are working by using Wi-Fi’s 

technology. Internet of Things provides automation mainly 
used to connect electronic devices like Televisions, smart 
devices, mobiles and so on which are connected by Wi-Fi. 
Internet and Wi-Fi have become an important sector in home 
network, due to the enhance ration of using smart devices, 
and mobiles. For example a networking provides online 
services at home to control the function of the devices using 
network [5]. Mobile computing devices give guaranty to 
consumers by providing access to control the electronic 
devices.  The concept of IoT can be implemented in 
buildings and home can allow operating more devices and 
objects in smarter way. Sensors, smart lighting, control of air 
conditioner and central heating, management of energy and 
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providing security are applicable in smart home and 
buildings using IoT Figure 4.  
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 4: Smart Home 

D. Smart Transportation 
Country will be smart when we implement necessary 
effective technologies in it. Transportation is also one of the 
most important things to show the development of the 
country. Checking the road condition aware applications are 
mainly used in transportation applications. The process of 
marking identity on road map in smart devices has started by 
the users. The important perceptions of smart transportations 
are analysis of transportation, control of transportation, and 
connection with vehicles. Analyzing the interest expressed in 
advance and irregular detection represent the transportation 
Figure 5. Control of transportation can be done by 
maintaining the traffic and speed of vehicle, this is done on 
the basis of vehicle they are connected. Maintain of both cost 
and fuel by using electronic vehicle in transportation is 
possible by IoT [6]. Main application of IoT in mobility is to 
access the information and details of different travels and 
also can book the tickets for required transport.                   
 
 
 

 

 
 

 
 
 
 

Figure 5: Smart Transport 

E. Retail 
Role of IoT in retail or resource sequence administration is 
very much useful for checking memory storage 
circumstances and object chasing for noticeable purposes and 
payment system depends on communal transportation, 
exercise centre, garden, etc. IoT suggests different ideas for 
retail shop like speed payment keys using biometrics, 
shopping, checking product for finding discovery of likely 
allergen in a given goods. The IoT approach includes 
characteristics of delivery circumstances, product place, 
storage of clash discovery, and so on.  
 
 

IV. IOT TECHNIQUES 

IoT mainly feats typical protocols and networking tools. The 
key aiding technologies of IoT are RFID, cloud computing, 
middleware, wireless sensor network. Technologies are the 
main building blocks of IoT. These technologies help to 
process particular functionalities that is required in an IoT 
[7]. IoT is like universal linkage technology which connects 
the different type of objects and also creates the interaction 
between the objects. IoT contains normal things like 
foodstuff, equipment, clothing, works of art, paper etc. These 
objects communicate with each other to reach the mutual 
aim. 

A. RFID Technology (Radio Frequency Identification) 
Radio frequency identification technology (RFID) is an 
instinctive tool and it can be used to recognise the things also 
to document the metadata radio waves. RFID technology is 
comprised of readers and tags. The tag can be attached to any of 
the objects or things through the microchip attached to tag. The 
RFID tag communicates with the RFID reader through radio 
waves. With the help of RFID technology it can be identify the 
objects automatically and can save the information and it also 
helps to lessen the cost of previously used systems. Passive 
RFID tags, Active RFID tags, and Semi-passive RFID tags are 
the different types of tags used in RFID. Passive RFID tags are 
able to save more information and it depends on radio 
frequency energy transmitted from the reader to the tag to 
power the tag. Active RFID tags helps to check the pressure, 
temperature and additional circumstances with the help of 
peripheral sensors. Business, hospital laboratories, and remote 
sensing IT asset management also use Active RFID tags. 
Batteries are used to power the semi-passive RFID tag 
microchips while interacting with the reader. Passive tags are 
more cost effective than Active and semi-passive RFID tags. 
 

B. Cloud Computing 
Now a day’s data generated by different resources is hard to 
handle. IoT is also growing with vast amount of generation 
of information. Cloud collects data from different resources 
and comforts information to travel to its end.  
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C. Wireless Sensor Networks 
Technology advances in wireless communications is to help 
reduce the cost and also help to reduce the use of power 
consumption [8]. These small sensor nodes consist of sensing 
units, data processing units, and interacting objects. A huge 
number of such nodes deployed in great areas can integrate 
or combine with each other. 
 

V. SMART LIFT  

 
The semi-automated lift is to switch ON/ OFF the light and 
fan manually every time when a person uses the lift is a 
problem. Both light and fan are switched ON during the 
movement of lift even if the person is not present inside and 
also the problem of power consumption. The solution for this 
is by using IOT technology to make the lift function to 
switch ON/OFF of light and fan which will automatically 
uses sensors to sense the presence of a person. The PIR 
(Passive Infra-Red) sensor is useful to detect the human 
motion. A PIR sensor observes the changes in the 
environment and coverts changes into electronic energy and 
also helps to process the infrared light scattering from objects 
in its area. This idea can be implemented to help in power 
consumption. In this research paper it is discussed that sensor 
can be placed in the lift for identifying the presence of a 
person and base on it switching on/off of light and fan can be 
done.  

 
VI. ADVANTAGES AND DISADVANTAGES OF IOT 

A.  Advantages 
 Access of data and information by sitting far from 

location. This is done by connecting internet to the smart 
things. By this a person can access any information and 
data by sitting anywhere in the world. 

 IoT technologies help to prevent the traffic, accidents 
and provide safety for the people. 

 We can guide home through your mobile phones, with 
the capability to control it. They can provide personal 
safe. 

 IoT helps to join various objects so that greater quality 
and transparency can be achieved. 

 Automation is the need of the hour to maintain everyday 
exercise without human interference [9]. Automating 
performances in a business help boost the quality of 
services and decreases the level of human interference. 

 IoT can provide a personal assistance that can alarm on 
your everyday plan. 

 The patient check can be done on a real time support 
without doctor’s visit and allow them to decide as well 

as offer treatment that is evidence based [10]. 
 Energy and resources can be utilized by using IoT 

technology.  
 

B. Disadvantages 
 In the world each and every device that an individual 

uses are connected via internet. This increase the risk of 
leakage of important data. By this sharing the important 
data on internet is not safe. 

 In everyday life data flows in any direction on the 
internet. So there is no assurance for security of 
information. 

 Networks that are connecting various devices is known 
as IoT. If there is any effect on outlet entire system gets 
damaged. 

  Our daily tasks are managed by using different 
technologies. This result an individual to be a lazy and 
not giving work to brains. 

 IoT technologies are connected via networks and smart 
things the cost is more efficient. 

 IoT is playing an important role in the society as many 
companies and different task are done by using new 
technology.  

 
VII. CONCLUSION 

 
An application of Internet of things helps to connect 
different type of people in different locations throughout 
the world. Objects or things in various fields can be 
identified by connecting different objects through internet. 
This paper focuses on the idea of automating the 
functionality of switching ON/OFF the light and fan in the 
semi-automated lift by giving the importance of 
implementing it. Now a day IoT is helping in almost all the 
fields like medical, manufacturing objects, industries, 
transportation system, education system, governance, 
mining field etc. Not only this something going to be 
different can happen in the field of IoT. Definitely it will 
create different impact on the next generation. 
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Abstract— Many sensors have emerged for different applications nevertheless only rare of the sensor are in use for agriculture 
field to identify soil type and nutrients specifications this provides a vast space in research. Numerous agricultural research 
centers are developed and are still on work as an equipped lab for monitoring these data for farmer’s necessity.  Getting soil 
from farmers processing in the lab and resulting in the required data is a common feature but realistic field monitoring sensors 
are a challenging task. This framework is to develop an easy man - handle sensor for identifying parameters such as: type of 
the soil, water scarcity, amount of nutrient present in the soil, type of seed for plantation, fertilizer required for the growth of 
crop, type of diseases that may infect, crop harvesting and cost estimation after cultivation. Classification of these substantial 
parameters are made using machine learning techniques and to correlate each parameter with its corresponding attributes to 
provide continuous field monitoring effective precision agriculture is the proposal work. This work focuses on all the 
parameter fixed together to a sensor listing out the production and cost estimation of any field.  
 
Keywords—Machine learning, Soil nutrients, Deep learning, Fertilizers. 

 
I.  INTRODUCTION 

 
In early days people especially farmers had complete 
knowledge about agriculture field in the form of, the type of 
crop that can be seeded, the period of crop harvesting, 
prediction of weather forecasting, type of natural fertilizers 
that can be accommodated for plantation, water scarcity and 
many relational dependencies for agricultural growth. These 
related parameters are made to be possible with sight-seeing 
of experienced farmers. On the growth of a generation, these 
involvements and observations of field farming started to get 
diminished little by little. Enriching these parameters growth 
on the field and analyzing them by certain experience are 
called Field Monitoring. In order to produce better crop 
cultivation farmers segregated on the base of districts just as 
Rice – Tanjore, Coconut-Coimbatore, Maize-Tirupur and so 
on. A major source of agriculture is fertilizers and nutrients 
percent present in the soil. This percentage was very huge in 
the early time period due to land degradations and natural 
causes little by little the stage of agriculture and farming 
started to reduce in crop cultivation. By default, many 
districts in Tamil Nadu have also lost its label in producing 
their land makeable goods. Field Monitoring has come to a 
crucial stage. The role of this work is to support agriculture 
growth by means of field monitoring. So that crop 

production leads to huge growth in both production and trade 
comparing to other countries. Many authors on this field 
have reviewed with a summarization of reports. Few have 
product based developments on field machinery. The start of 
this work is to produce an application-oriented network 
among farmers to increase more on farming. It involves two 
major domains: Data Science combines various fields of 
work on statistics and computation in order to interpret data 
for the purpose of decision making, it plays a vital role in 
analyzing data according to field monitoring and also 
examines the parameter that belongs to specific field crop. 
Machine Learning focuses on the growth of computer 
programs that can access data and use it learn for themselves, 
itmaps the related field parameters among each other to 
produce flavored results. ML also has many algorithms that 
can assist to relate with field parameters and to its specific 
attributes. In brief of involvement of these two domains and 
various surveys are discussed much more in detail for further 
chapters. 
 

II. OBJECTIVE  
 
Generally, with the availability of the nutrients present in the 
soil sowing of the seed and plant growth is farmed. If the 
farmer is in need of getting an option of planting different 
varieties of plantation in the field then an additional percent 



   International Journal of Computer Sciences and Engineering                                   Vol. 7(9), Apr 2019, E-ISSN: 2347-2693 

  © 2019, IJCSE All Rights Reserved                                                                                                                                        53 

of nutrient is to be known, in order to determine the growth 
of any plant at any type of soil with any source of nutrients 
available or even to be added is the main purpose of this 
research. This makes the field of agriculture to a massive 
change in production and trade. 
 

III. LITERATURE SURVEYS  
 

A. Reviews of Sensors on Soil Nutrients Identification 
The way to increase the crop fertilizers nutrients N 
(nitrogen), K (potassium) and P (phosphorus) as the same 
measuring out extra contents of above nutrients to get added 
in the soil for yielding good fertility using optical fiber 
sensor.  Colorimetric measures for an aqueous solution in the 
soil are occupied through the absorption of colors.  It 
determines the Sodium, Potassium, Phosphorus levels are 
high, medium, low, or none.  Through signal conditioning 
circuits and sensor probe detection of component deficiency 
of the soil is determined. It is beneficial in providing only the 
essential quantity of fertilizers in the soil. 
 
B. Reviews on Soil Nutrients Management and Monitoring 
Soil nutrient monitoring meditation by M.H.A. Husni et.al. 
Suggested low-cost measurements using higher density. A 
simplified variable-rate nutrient is obtained from an effective 
mapping of nutrient variability. In order to maintain crop 
productivity and cost-effectiveness nutrient management by 
means of sensor technology potentially encourages to a large 
extent. Sensors like optical, Electromagnetic and 
electrochemical sensors helped out a lot in non – destructive 
quantification for spatially – variable in soil nutrients. Visual 
observation can outcome in a flawed diagnosis that 
ultimately dislocates remedial action for the artificial 
plant/crop. Supernatural reflectance dimensions can help to 
identify and select wavelengths sensitive to single plant 
stress. Preceding studies have found that plant stress will 
variate spectral reflectance design in the visible range (380-
720 nm or F380-F720) and the infrared range (720-1500 nm 
or F720-F1500). Classically, the magnitude modification will 
vary at dissimilar wavelengths. Such information enables 
premature detection of plant stress, mostly nutrient 
deficiency. This method can possibly provide lower 
operating cost in fertilization and minimizes acute loss of 
productivity. 
 
C. Reviews on Deep Learning in the Field of Smart 

Agriculture 
Provides a summary of Deep Learning algorithms that 
includes the concepts, restriction, execution, training 
procedures, and sample codes, to assist researchers in 
agriculture. Deep Learning applications in agriculture are 
concise and analyzed as per Nanyang Zhu. Et.al suggestions 
Machine learning techniques have created probabilities for 
data-intensive science in the multi-disciplinary agricultural 
machinery domain. The author categorized them under crop 

management, holding applications on yield prediction, 
disease detection, weed detection, crop quality, and species 
recognition; livestock management, including applications 
on animal welfare and livestock production; (c) water 
management; and (d) soil management. Filtering and 
classification on this bid for agriculture will benefit from 
machine learning technologies to sensor data, farm 
management systems are developing into real-time artificial 
intelligence enabled programs that deliver rich 
recommendations and insights for farmer decision support 
and action. 
 

IV. PROPOSED FRAMEWORK 
 
The WET – 2 sensor produces the percent of nutrients and 
water scarcity available. The essence of this sensor it has a 
crucial role in precision horticulture, soil science research 
and is usable in both soils and growing substrates. It is not 
necessary for its ability to measure pore water conductivity 
(ECp), the EC of the water that is available to the plant. The 
sensor is easily given into substrates, composts and most 
soils. It takes less than 5 seconds to measure water content 
(%), pore water conductivity (ECp) and temperature. This 
analysis supports in segregating the parameters to frame its 
corresponding attributes for the available content of nutrients 
in the soil and also helps to know the additional favors of a 
nutrient percent to grow varieties of plant. Correlating these 
data with the database of seeds available one can determine 
the duration of the plant and can predict the maximum 
amount of crop harvesting. Data Science is to segregate the 
field based parameters into different levels of attributes ex. 
Soil nutrients act as a parameter which can hold Nitrogen 
(N), Phosphorus (P) and Potassium (K) as the essential 
growth of the plant in soil.  Calcium (Cl), Magnesium (Mg) 
and Sulfur (S) as attributes. Similarly, other parameters can 
also be segregated into attributes according to the field 
representation. Deep Learning correlates these attributes and 
maps to its respective inter parameters like the percent of 
Potassium (K) in soil determines the type of seed and growth 
of plantation. 

 
Figure 1: Proposed Architecture Framework 
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V. PROPOSED ALGORITHMS 
 

A. Working Principles of WET 2(Water content Electrical 
conductivity Temperature) sensor 

The measured value of dielectric properties is converted into 
Water Content up to the range, 0 – 80%, by means of 
calibration tables. Most common soil types and specialized 
calibrations are accessible as distinct cost options for a 
number of artificial substrates.  This calculates Pore Water 
Conductivity, the Electrical Conductivity of the water inside 
the pores of the soil (ECp).  Its calculation is grounded on a 
single formula that diminishes the properties of probe contact 
and soil moisture on the readings. Temperature is restrained 
using a miniature sensor made into the central rod. This 
produces a measurement of nutrients percent available in the 
soil. 
 
B. Working principles of nutrients correlation 
According to the base of available nutrients, the additional 
percentage of required nutrients is correlated with the data 
related to weather forecast are mapped using Principal 
Component Analysis (PCA). This PCA is calculated by the 
following stages, 

1. Normalization of data. 
2. Calculation of covariance matrix.  
3. Calculate eigen values and eigenvectors. 
4. Choosing components and forming a feature 

vector. 
C. Working principles of prediction analysis  
Nutrients and fertilizers availability helps in providing a 
comparison of plant growth duration mapping with the type 
of seeds to be sowed. This process of analysis is done by 
Navie Bayes algorithm which is very familiar in predicting 
the attributes that do not interact. The Navie Bayes holds two 
probabilities Class determines the frequency of instances 
belongs to each class divided by the total number of instances. 
And Conditional represents the frequency of each attribute 
value of given class value divided by the frequency of 
instances with that class value. To the initial Bayes theorem is 
given by, 

 
Here, X = 1,2…..n represents the features, i.e they can be 
mapped to outlook, temperature, humidity and windy 
According to the values in data set the conditional probability 
looks like, 

 
Navie Bayes is stated in the following step based approach: 

1. Collect Data 
2. Summarize Data 
3. Make Predictions 

4. Evaluate Accuracy 
5. Tie it together 

 
VI. CONCLUSION  

 
The purpose of this research on field monitoring through data 
science analysis and machine learning has an impact. Even 
though many algorithms and implementations on agriculture 
are emerging only a fewhave givena complete attraction and 
usage. This work focused on analyzing the farming data. 
Collection of soil type, fertilizer requirements, type of seed 
are certain huge databases involved with certain 
complications. Machine Learning organized these data 
through algorithms to a perfect structure. Implementing these 
data through algorithmic portfolio using Machine Learning 
techniques is very common but to the implementation, tothe 
plantation is a challenging task. This work found a source to 
develop precision agriculture that directly or indirectly leads 
to a growth of the nation. This field can grow further by 
implementing better Machine Learning algorithms as of new 
algorithms emerge by every time. 
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Abstract— Security is being a hot topic in present digital era. The growing usage of technology for communication generates 
data which is available everywhere but data security is the important issue which draws the attention of all. Cryptography and 
security is a notion to secure the network and information transmission through wireless network. With ever progression in 
digital system security has been appeared as a major concern. In this era of virus and hackers of electronic bugs and electronic 
fraud security is primary. The concept of hardware security has been normally related with the cybersecurity and cryptography. 
Cyber-attacks are usually more due to lots of users connected to the internet. The basic issues in guarding the safe transmission 
of data through the web are concern of the security. This paper emphasizes on the key concepts of cryptography and security 
on critical infrastructure devices to overcome the threats of computer network security. 
 
Keywords—Cryptography, Cybersecurity, Network Security, Hardware security 

 
I.  INTRODUCTION  

 
Cryptography is related with the procedure of converting 
basic script into undetectable script and vice-versa. 
Cryptography helps in generating codes where they allow 
data to be reserved private. Cryptography translates 
information into some form that is not readable by an 
unofficial user, making it to transmit without unofficial 
entities interpreting it back to readable form, by 
compromising the information. Data security has been used 
by cryptography on many stages. The data cannot be read 
without key to decode information. The data preserves its 
unification during transmission and while being stored back 
[1]. Security invoke to all the measures that are taken 
to protect or to ensure that only people with permission are 
allowed to go through the process. Computer data usually 
travels from one system to other, without having the 
protection to the data. Once the data is not under control, 
data hackers might modify or misuse our data for 
entertainment or for their advantage. Cryptography can 
format information in unreadable and transform our 
information making it secure while sending data between 
networks. The technology is built on the secret codes, 
improved by modern mathematics that secures our 
information in many different ways. Network security is mix 
of numerous layers of barriers in the Network and at the 
Network. Strategies and controls are actualized by each 
network security layer. Access to network is picked up by 
approved clients though vindictive performing artists are 
without a doubt obstructed from executing dangers and 
adventures. Securities are classified as network security and  

 
hardware security.  Network security can be Firewall, Virtual 
Private Network (VPN), Web Security, and Wireless 
Security, etc., Hardware security is vulnerability insurance 
that comes as a physical gadget as opposed to programming 
that is introduced on hardware of the PC framework. 
Hardware security is concern to a device which is used to 
scan system network traffic. A few precedents like hardware 
firewalls, proxy servers, hardware security modules, where 
they provide cryptographic keys for remarkable functions 
like encryption and validity for different systems. Hardware 
devices can provide added security than software and can 
also complement an supplementary layer of security for the 
system. In this paper we have discussed about the 
cryptography and hardware device security and compared 
both software and hardware device security.  
 
This paper is organized as follows: Section II Related work, 
Section III Introduces Cryptography, Section IV explains 
about Security, Section V Comparison of different security, a 
brief conclusion is discussed in section VI. 
 

II. RELATED WORK  
 
The concept of a cryptographic hardware device depict its 
capacities, uses and executions and the features offered by 
hardware security, the basics of cryptography, Public Key 
Infrastructure and the use of smart cards [1]. The extent of 
hardware security and the difficulties undertaken inside the 
hardware security space and to support various industries [2]. 
An overview of security and various techniques through 
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which security can be enhanced by cryptography hardware 
[3]. 
 

III. CRYPTOGRAPHY   
 

Cryptography is the process of converting original 
information or the data into a secret code using the 
encryption formula or the code to secure the data from the 
unauthorized user or the hacker. To protect our data the 
security method used like firewall in the cryptography 
method [3]. In this different kind of technique are used to 
protect or to secure the data in the storage place or during 
transmission of data from one host to another host. In this 
method the information is converted into a new format and 
secure our information from the unauthorized persons or the 
hackers. It works like a drama artist because the drama artist 
wears the mask plays the different roles likewise in this 
cryptography also it hides the originality and then shows its 
reality only in front of the authorized user or the owner. All 
these tasks are performed only to protect our secrete data and 
our hardware system. To do this task the hardware should 
also support otherwise it cannot able to perform the task [5]. 
Cryptography does not only secure the information from 
malpractices, modification and it also used to find out the 
authorized users. Authentication is a must to access the data 
or the information. Cryptography is an art of protecting or 
securing the data of the computer or information of the user. 
The cryptography is also known as cryptology. The 
cryptography contains the pre written or the self-generated 
codes or the program that makes the data and the information 
secure. It converts the data or the information into a special 
format and this special format can be understood only by the 
cryptography and the authorized user or the owner Figure 1. 
Therefore, any unauthorized people cannot access, read or do 
any type of malpractices or to alter. If an unauthorized 
people want to access the data the special code should be 
recoded. The information security uses the cryptography on 
different steps or in different levels. The data or information 
cannot be decoded without the help of the secret code or the 
formula. Because of this code or the formula, it can be more 
secure during the time of transferring the data and during the 
time of storage. The cryptography protects the data like an 
electric fence protecting the fields. The verification method 
means that the data is verified before sending and after 
delivering the data, that means the sender and the receiver of 
a data can be confirmed. This verification is done by using 
the secret code, program or by using the secret key or the 
formula [6]. There are different types of processes for 
encryption of the data some of those commonly used 
algorithms are 
 Secret Key Cryptography 
 Public Key Cryptography 
 Hash functions 

A. Secret Key Cryptography 
The Secret Key Cryptography is also known as SKC in short. 
In this type of cryptography, it uses only one formula or the 
secret key to encryption and decryption of the data or the 
information. It includes only one level of security. This type 
of the encryption and decryption is known as symmetric 
encryption. 
 
B. Public Key Cryptography 
The Public Key Cryptography is also known as PKC in short. 
In this type of cryptography, it uses two secret keys or the 
formula to encryption and decryption. These two types of 
secret keys are named as public key and the private key. 
Such types of encryptions are called as asymmetric 
encryption. It includes duel level of security in it. Here the 
private key can only access by the owner of the data or the 
information. The receiver will encrypt or decode the data 
using the public key. In this method the receiver knows who 
sent this data and other information. 
 
C. Hash functions 
In this method there are no keys used and it is called as one-
way encryption. They are primarily used to approve or to 
verify that the files are not altered or accessed by 
unauthorized peoples. 
 

 
Figure 1: Cryptography 

 
IV. SECURITY 

 
In information technology (IT) the security means protecting 
or securing the data and the information from the hackers, 
and also from modification, alteration of data from the 
unauthorized persons or the hackers. Hardware security is a 
method derived out of cryptographic engineering hardware 
design. Hardware security includes the firewall and the proxy 
servers. It also includes the authentication of systems and it 
also provides another level of security to the system. 
Sometimes the hardware security secures the system and data 
from the viruses attacked from other external sources like 
internet, wireless networks etc. Hardware security is 
powerlessness assurance that comes as a external device 
instead of software this is introduced on the hardware of a 
PC framework. The hardware security module (HSM) is the 
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external devices connected to pc framework that protects and 
succeeds the digital keys for robust validation and provide 
crypto process [7]. These modules traditionally come either 
in module card or an external device that appends 
straightforwardly on a PC or server. A hardware firewall is a 
element that is connected between the system and the device 
for interfacing with the web. A software firewall is a 
program which is introduced on the PC with the Internet 
connections. 

 
A. Hardware Device Security  
Hardware security is susceptibility protection that will come 
in the form of a external device instead of software that is 
installed to the hardware of a computer framework. There is 
a dominant trend of securing critical infrastructures from 
cyber security attacks using software tools from the network 
security domain. However, when it comes to cryptography 
and security services there exist many attacks that a 
malicious entity can mount on a critical infrastructure device 
[8]. Using Hardware Means to secure Critical Infrastructure 
Devices. 
 

a.  Full Disk Encryption (FDE) 
It is an encryption made at the hardware level of the 
computer. FDE acts automatically by translating data in the 
hard disk to unreadable format where unauthorized persons 
who don’t have the key cannot undo the conversion of data 

to readable form. Without the correct verification key, even 
if hard disk is removed and added to some other pc, the data 
will be safe. FDE can be installed at the time of production 
or by installing some special software driver later stages.  

 
b. Trusted Platform Module (TPM) 

Trusted Platform Module (TPM) technology is intended to 
give hardware-based security. A TPM chip is a protected 
crypto processor that is maintained to complete 
cryptographic tasks. The chip incorporates various physical 
security systems to make it alter safe, and pernicious 
software is unfit to mess with the security elements of the 
TPM. TPM is special chip at the final stage, device that 
maintains RSA encryption key (EK) especially to the host pc 
for hardware verification. Every TPM chips contains two 
RSA keys called endorsement key. The key is kept inside the 
chip of devices and it cannot be retrieved by the software. 
While user acquires the ownership the new root key is 
formed. Then the second key is called a confirmation identity 
key that protects the device from unofficial access.  
 

c. Hardware Security Module (HSM) 
A hardware security module (HSM) is an external 
component that protects and accomplishes keys for solid 
verification and yield method. These modules will normally 
originate in the form of a plug-in card or a physical or 
external device that right linked to a computer. The function 
of HSM are locally available to protect cryptographic key 

generation and its storage at any rate for the top level and 
most sensitive keys which are regularly called master keys, 
key administration, use of cryptographic and sensitive data 
material for instance performing encryption or advanced 
mark capacities, It is totally combination or the mixture of 
the symmetric and the asymmetric cryptography verifying 
full software stack from consistent or physical assaults [9]. 
 

V. COMPARISON BETWEEN SOFTWARE 
SECURITY AND HARDWARE DEVICE SECURITY 
  

A. Hardware Security 
 Hardware security is one of the protections that come in 

the form of a physical device protection. It can be used 
in a device to scan a system or to manage monitor 
network traffic. 

 In hardware security the program for smart cards 
executes basic code like the cryptographic algorithms 
which is attack free without physical access to chip. 

 The running code in a physically protected chip like 
HSM or a digital card is used for protecting from 
software bugs. If there is a software bug in a HSM it can 
be broken just as any webserver, laptop and smart 
phone.  

 Hardware based security utilizes a devoted integrated 
circuit (IC), or a processor with particular security 
hardware, explicitly intended to give cryptographic 
capacities and ensure against attacks. Security activities, 
for example, encryption/decryption and validation, 
happen at the IC hardware level. Sensitive data, for 
example, keys and basic end application parameters are 
ensured inside the electrical limit of crypto hardware. 

 The security IC contains circuit squares, for example, a 
math accelerator, arbitrary number generator, non-
volatile memory, tamper detection.  

 Cybercriminals are deflected from attacks on hardware-
based security. When attacked the security IC is fit for 
closing down activities and destroying sensitive 
information before being compromised. 

  Hardware based security is compelling in all application 
situations particularly those where the end gear is 
uncovered and physically open to the trouble makers 
[10]. 
 

B. Software Security 
 Software security is software or the computer program 

that is installed in a computer system.  
 The software-based security can be compelling in 

physically secure situations, preventing unapproved 
access to the framework. 

 When hackers know the software, they may send 
payloads to exploit vulnerabilities and run any arbitrary 
code they want remotely and destroy our data.  
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 A software security framework puts a heap onto a host 
processor. The software approach is the frail connection 
inside frameworks security engineering [11].  
 

VI. CONCLUSION 
 

The quick growth of internet technology, the network and 
data security have become an inevitable concern for any 
organization to secure the data. In this paper we have 
discussed the security types and compared with the different 
types of security.  Data security can be maintained using 
different techniques like hardware device security and 
software security. Hardware devices can be built that it can 
identify the attacks at the application level. A hardware 
device includes its own OS and has embedded technology 
specifically designed for special-purpose processing such as 
cryptography. That means it's faster and more effective than 
software. As the hardware is built from the ground up to 
handle web services security, it won't be prone to hackers 
that can foil software such as buffer overruns. The best way 
is to secure the data by using hardware device-based security 
and the software-based security is not sufficient to protect the 
data whereas a more heavy-duty hardware-based solution is 
required. 
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  Theme Analysis 

„As You Like It‟ is a happy Shakespearean comedy.  The main setting is a forest where people 

go to escape the dishonesty and politics of court life.  The forest represents the purity of Mother 

Nature and anyone who goes near it seems to absorb this purity to some extent.  Duke Senior is 

shown to be the better of the two Dukes.  He and his supporters decide to leave the deception of 

the court and reside in the forest.  When Rosalind is banished, she and Celia, both shown to be 

good people, go there as well.  Lastly, Duke Frederick goes to the forest to hunt Duke Senior, 

and when he reaches the edge he is converted and gives up his title 

As You Like It is also a love story with the end of the play showing four different couples 

getting married.  However, unlike the times in which it was written, the main person directing 

the courtship is the woman, Rosalind.  Dressed as Ganymede, Rosalind is able to take advantage 

of her disguise by helping two pastoral characters unite, and also by planning her own wedding.  
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Abstract: 

Since 1991, after economic reforms explicitly took place in India as a result of opening-up of the economy 
with a view to integrate itself with the global economy, the need to facilitate international trade both 
through policy and procedure reforms has become the foundation stone of India’s trade and fiscal policies. 

Electronic commerce (e-commerce) as part of the information technology revolution became widely used in 
the world trade in general and Indian economy in particular. With advancements in technology, there have 
been changes in the methodology for business transactions. India, being a rapid adaptor of technology is 
apace with the current scenario of electronic data exchanges and has taken to e-commerce. In view of this, 
this article tries to present a snapshot of the evolution of e-commerce business indicating the chronological 
order, category of e-commerce business, description of organizations involved in e-businesses in India, key 
characteristics of the firms engaged in e-commerce application, to examine the growth of e-commerce in 
both physical and financial terms, to evaluate the benefits obtained from e-business, to critically analyze the 
barriers and constraints involved in flourishing e-commerce businesses in India and finally to develop a 
framework for effective dissemination of e-commerce in India. The role of government  should be to 
provide a legal framework for e-commerce so that while domestic and international trade are allowed to 
expand their horizons, basic rights such as privacy, intellectual property, prevention of fraud, consumer 
protection etc are all taken care of. 

Key words: E-commerce, India, internet, online. 

 

1. Introduction: 

Electronic commerce is presently an indispensable ingredient of India’s trade facilitation policy. Since 1991, 

after economic reforms explicitly took place in India  as a result of  opening of the economy with a view 
to integrate itself with the global economy, the need to facilitate international trade both through policy and 
procedure reforms has become the foundation stone of India’s trade and fiscal policies. Resultantly, last few 

years have witnessed a technological revolution accompanied by the wide spread use of the Internet, web 
technologies and their applications. Electronic commerce (e-commerce) as part of the information 
technology revolution became widely used in the world trade in general and Indian economy in particular. 
As a symbol of globalization, e-commerce represents the cutting edge of success in this digital age and it 
has changed and is still changing the way business is conducted around the world. The commercialization 
of the Internet has driven electronic commerce to become one of the most capable channels for 
inter-organizational business processes. Consequently, Internet growth has led to a host of new 
developments, such as decreased margins for companies as consumers turn more and more to the internet to 
buy goods and demand the best prices1. The internet augments the traditional businesses to be transformed 
because ‘incumbents (in markets ) and large firms do not have the advantage ‘just by virtue of being there 

first or by being of big’. The implication of perfectly competitive market as the world will observe is that 

market will produce an efficient allocation of resources. Internet has accurately been an effective 
instrument in changing the straightforward ways of doing business. In any market with no entry barriers –  

the ‘Net’ is biggest of them, the continuous arrival of competition will, routinely, drive down the prices. In 
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ABSTRACT: 
Education is the most important and dominant face of human life since it empowers people. Spread and 

dispersion of knowledge through education can lead to the formation of developed civilisation which gives 

way to development in science and technological aspects, interpersonal skills and commerce. In the world 

of intricate, contemporary and automatedsociety’s education has great social importance that remains the 

prime reason why the philosophers of all eras, during the olden day’s sagesdedicatedtheir quality and 

efforts to enhance it. Values which are specific to certain occupation are inculcated through education. 

When one considers the system of education it completes the socialization process, magnificent task of 

transmitting its cultural tradition, restructuring the attitudes with all these it enables professional placement 

for a person along which indicates to the formation of social personality. Hence, scholars across the world 

are emphasizing on making human resource educated and empowered. Around the globe one considers the 

education system being divided into four basic parts such as elementary, primary education system, 

secondary education system and higher education system out of these the Secondary education system plays 

an important role through shaping personality of an individual. It allows to prepare adolescent learners 

whose age fall between 14- 18 years for entry into higher secondary education. It also becomes a door that 

opens up the opportunities and various benefits of financial and societal development. Organizations have a 

common purpose, well defined goal, commonly accepted norms and rules.It can also be formulated as a 

societal entity which has a combined goal which is also linked with the external environment. When one 

defines it through the social sciences, organizations are considered as objects which are used for the 

purpose of analysis towards various disciplines to name a few as towards sociology, monitory benefits, 

political sciences and Psychology, Management, and Organizational communication. When one has to 

manage to meet the needs or to follow cooperated goals, it depends on the societal group of people who are 

managed and structured.   The force which acts behind organizational behaviour depends on the 

individual’s common driving force.  It is also known that organization is mostly a connotation or a set of 

people who are bound together in a recognized relationship who can achieve the respective goal in a 

collective manner.  

Keywords:Cultural heritage in education, Reforming attitudes, Organizational Communication, 

Psychological Management 

Introduction: EFAwhich is defined as education for all takes the effort to provide through adding 

momentum towards growth in the secondary education system. Taking it further global aspects and a major 

demand for more cultured labour force which is combined with knowledge and the basics of economics 

provides a scope for urgency towards highlighting demand for secondary education. In today’s world, 

secondary education has a vital mission of preparing individuals to face challenges of current time and to 

provide training for the desired inclination. Achieving quality through secondary education is essential 

through creating bright future for individuals and nations which are alike. Hence upliftment of more and 

more secondary schools with highly proven quality faculties and best infrastructure become the need of the 

hour. Schools are here considered as an educational entities or organizations which are vital and task 

oriented to the society through providing basic education to the students and as well to the society. They are 

the social machineries generating learned citizens for the societal improvement. They play a key role in this 

and is executed by school organizations. On the foundation of the school and its performance they can be 

considered as healthy schools, average schools and sick schools. But when one considers the secondary 

schools which execute the plans, policies and procedures of the governmental bodies along with the long 

history towards providing successful citizen to the society are considered as healthy schools or schools with 
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A B S T R A C T 

Climate changes have intense impact on the natural resources, economic activities, food security, health 

and quality of life. The rural livelihoods are threatened by frequent climate changes because the rural 

people depend on natural resources. The natural-resource based rural livelihoods are likely to bear an 

inconsistent burden of the different impacts of climate changes. If the rural livelihoods are not protected 

from the effect of climate changes, the social and economic balances cannot possible. The livelihoods play 

major role for social and economic balances, but the frequent climate changes force them to take contrary 

decision. The rural livelihoods are migrating to other suitable places to persist their family life. Re-

orienting the “Human Being” into “Human Resources” towards “Sustainable Society” is the effective 

initiative for safeguarding rural livelihoods and ensures sustainable development. Sustainable society is 

one that can avoid the critical dynamism and protect from the negative impact of repeated climate changes 

so that civilization can continue its long journey towards perfection. The research work was related to the 

ill effect of climate changes but the right initiatives with re-orienting the situation through human 

resources towards a sustainable society can solve the problems. Industries are establishing in rural areas 

by converting the land which results the rural livelihoods like farmers, agricultural laborers, fishermen, 

land owners, small traders, toilers, travelers etc. reducing from generation to generation. Although Central 

Government introduced some rural development schemes which are not reaching to the root level because 

of lack of direction to human resources. This paper unfolded the impact of climate changes on rural 

livelihoods and re-orienting the situation through human resources towards a sustainable society and 

suggested the ways of transforming the human being into human resources to take initiative for 

sustainable development. The study is empirical in nature and is based on collection of both quantitative 

and qualitative data through stratified random sample and selected 200 respondents belonging to both 

urban and rural society. The results of the research study were indicated the impacts of climate changes on 

rural livelihoods like droughts, floods, global warming, destroy crops and food production and causes 

disease and sometimes death. The urban people with the support of local government and NGO’s can take 

more initiative for conducting training programme, awareness camp related to the applicability of disaster 

management and rehabilitation process against the negative impacts of climate changes. 

 

© 2019SUSCOM. Hosting by Elsevier SSRN. All rights reserved. 

Peer review under responsibility of International Conference on Sustainable Computing in Science, Technology and Management. 

1. Introduction 

The certainty is staring the rural livelihoods in the form of climate changes, global warming, economic crisis, deforestation etc. This reality establishes the 

negative effect on rural livelihoods that forced them to migrate another places especially in cities. The rural people think that their next generation should 

not suffer as like them. They realize the value of professional education and training for future survival. When the educated people stalled in cities and not 

returns to their villages, the remain villagers’ loss their confidence and they also take initiative to move other suitable place that results insecure of rural 

livelihoods time to time. 

Electronic copy available at: https://ssrn.com/abstract=3355347
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Abstract 

Information and Communication Technology is the combination of Information Technology and 

Communication Technology that are used to handle the telecommunication, intelligent management 

systems and monitoring for processing and presenting data. Sustainable reporting is the digital reporting 

mechanism with utmost accountability, transparency and authenticity to overcome major challenges of 

scrutiny, consistency of information in the corporate world. The survey was deployed to assess the 

abundant Information and Communication Technology in sustainable reporting towards paradigm shift 

in business. The paradigm shift is a major change in how some process is accomplished. A paradigm 

shift can happen when new technology is introduced that radically alters the production process of a 

good. Taking these inputs and purposeful contemplation on the part of the researcher the constructs 

necessary for the questionnaire were formulated. The respondents were asked to rate the level of 

importance of each question on five-point Likert scales. The study helped to identify the recent trends, 

requirements and challenges faced by professionals especially in Indian Corporate Sectors when 

interacting with the ICT in Sustainable Reporting and attract wider stakeholder groups.  

Key Words: Information Technology, Communication Technology, Information and Communication 

Technology, Sustainable Reporting and Paradigm shift in Business 

 

1. INTRODUCTION 

A paradigm shift occurs whenever there's a significant change in the way an individual or a group 

perceives something and the old paradigm is replaced by a new way of thinking, or a new belief. 

Individuals have their own personal paradigms or lenses through which they view the world. 

Corporations and other organizations have corporate paradigms regarding the methods by which they 

believe their goals will best be accomplished. The narrative in the beginning of the lesson about your 

favorite fruit is a simple example of a personal paradigm shift. Sustainable Reporting has become an 

important part of Corporate Sustainability. The international management experts identified the 

deficiency of transparency in the existing business practices for corporate sustainable reporting. But 

maintaining transparency in corporate reporting is the route of building ingenuous relationship among 

stakeholders. In the present situation, corporate sectors maintain corporate governance that ensures 

maximum transparency in corporate reporting regarding environmental performance, social performance 
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Abstract: The reality is staring us in the form of global 
warming, climate changes and air-quality degradation. This 
reality constitutes an increasing zone on the strategic front. 
These strategic changes need necessarily to be responded 
through employees of an organization. Against this backdrop, the 
Green Information Technology and Green HRM have emerged 
as a sequel to rapid degradation of our planet due to human 
activities. Therefore, incorporating the environmentally friendly 
practices through IT practices, recruitment, training and 
performance management functions constitute important 
components of Green IT and HRM. Green information 
technology is the revolutionary initiatives especially for human 
resources management practices that lead to digital life towards 
sustainable society. Keeping this practical and emergent context 
in view, the present study makes an attempt to develop a 
framework for assessing the level of green HRM practices 
actually prevailing in Indian organizations. The requisite data 
were collected from original sources and clarified with existing 
sources. The results of the study led to the inference that 
Information Technology and HRM practices of promoting 
individual performance needs fine-tuning because any green 
initiative has necessarily to be a collective exercise by all 
concerned.  

Key Words: Green Information Technology, Green Human 
Resources Management, Protection of Environment, Green IT 
and HRM Practices 

I. INTRODUCTION 

Green human resources management is the sustainable 
practice towards sustainable development that reduces the 
human involvement and paper works. The regular HRM 
activities can be done through green information technology 
that reduces the use of carbon footprints. The infrequent and 
innovative activities can be performed by productive human 
resources that ensure the sustainable development of an 
organization. The large segment of young population in 
India with the ability of green IT and HRM practices can 
take initiatives of digital revolution and become the role 
model of other countries. Green Information Technology in 
the combination of Information Technology and 
Environmental Concern. The green information technology 
and HRM practices results the eco-friendly outcomes with 
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the productive initiatives of Refuse, Reduce, Recycle and 
Reuse. With the consideration of reality constitutes an 
increasing zone on the strategic front. These strategic 
changes need to be responded through employees of an 
organization. Against this backdrop, the initiatives have the 
sequel to rapid degradation of our planet due to human 
activities. Therefore, incorporating the environmentally 
friendly practices through information technology activities, 
recruitment, training and performance management 
functions constitute important components of Green IT and 
HRM practices.  

II. LITERATURE REVIEW 

Benz and Frey (2012). clarified in the research paper 
titled “Impact of Information Technology towards HRM 

practices and environmental concern”, that the information 

technology plays important role for reducing human efforts 
and repeated functions in an organization. Green HRM 
practices like reduce, reuse and recycle are the Green IT 
initiatives that ensure the environmental concerns.   

Kee-hung and Ramus (2015). Explained in the research 
article “Empirical study on Information Technology and 

Environmental Concern”, that the information technology 

and applications reduce the paper works and human efforts 
especially for the regular HRM functions. The green IT 
practices response the environmental concerns.  

Lado and Wilson (2013). described in the research paper 
“Sustainable development and green HR practices”, that the 

organization practices the green human resources 
management initiatives, become sustainable comparable to 
others in the related sector. Information technology gives the 
extra power and inspiration towards the green HRM 
practices with less carbon footprints and repeated 
operations.  

Opatha and Arulrajah (2016). deliberated in the article 
titled “The policies and practices of Green Human 

Resources Management Functions”, that the human 

resources management functions especially recruitment, 
orientation programme, training and development activities 
can be performed through green IT initiatives ensure the 
environmental concerns and leads to sustainable 
development.  

III. RATIONALE OF THE STUDY 

The present study was undertaken due to following 
reasons: 
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Abstract:   Education is a systematic and collective process of 
acquiring knowledge and skills to develop the members of the 
executive or administration of an organization for managing and 
controlling the professional requirements of individuals, 
organizations and society at large. This research paper unfolded 
the contribution from Innovation and Statistical Science in 
Sustainable Management Education that can ensure the 
managerial Skills up gradation, Technical acquisition, Skilled 
employment, Direct Link to Productive Industries, Advanced 
technological knowledge and Discovering various fields of 
environmental scenario. The study is empirical in nature and the 
requisite data was collected both from primary and secondary 
sources. Total 800 respondents were considers from divers 
background of Teachers, Decision-makers and Students and the 
semi-structured interview schedules of randomly selected 120 
stakeholders were employed and make an attempt to assess the 
contribution from Innovation and Statistical Science in 
Sustainable Management Education. Data so collected was 
carefully collated and analyzed for hidden patterns. Based on the 
results, suggestions and recommendations were listed. 

Index Terms: Sustainable Management Education, 
Innovation, Statistical Science, managerial or administrative 
skills and advanced technological knowledge 

I.     INTRODUCTION 

The future in uncertain and challenging in terms of 
employability and survive long journey towards perfection. 
Social responsibility, expectation of high standards, imparts 
practical knowledge and shift in the attitudes of the 
management education institutes to profit maximization are 
the major issues towards perfection. A systematic and 
collective process of acquiring knowledge and skills to 
develop the members of the executive or administration of an 
organization for managing and controlling the professional 
requirements of individuals, organizations and society at large 
ensure a balance between future demand and supply and build 
a sustainable society. All Organizations are now trying for the 
best of the best managers, well trained and highly resourceful 
persons are needed to handle the critical business matters, 
meet the standards to achieve successful human resource 
management and development of information technology. 
Sustainable management education is one that can ensure the 
development and up gradation of managerial or  

administrative skills and knowledge to protect from the 
negative impact of repeated changes of business and 
environmental scenario so that civilization can continue its 
long journey towards perfection. 

 
 
 
 
 
 
 

II.     REVIEW OF LITERATURE 

The several authors and scholars have given their own view 
related to Management Education, Sustainable Management 
Education, Innovation, Statistical Science, managerial or 
administrative skills and advanced technological knowledge. 
The review of literature contains the details about few 
research papers and articles. Maryam Alavi and Douglas R. 
(2017) describes in the research article “Using Information 

Technology to Add Value to Management Education” that the 

design and delivery of a graduate-level course in management 
at two universities via advanced information technology, 
which was used to enable collaborative learning, teaching 
with transcontinental student teams and multiple instructors, 
and integration of external expertise. This partnership 
enriched student learning and expedited faculty and 
institutional development.  M.E. Mogee, Mogee Res. and 
Anal. S (1993) defines in the research article “Educating 

innovation managers: strategic issues for business and higher 
education” that the Successful commercialization of new 
technology presents companies with a series of difficult and 
complex management challenges that require special 
understanding, skills, and techniques. These management 
challenges in turn translate into an educational challenge and 
how institutions of higher education can help prepare 
managers who can recognize technological opportunities and 
successfully match them with customer needs.  

Cheryl Kerr and Cathryn Lloyd (2008).Designates in the 
article “Pedagogical learning’s for management education: 
Developing creativity and innovation” that the management 

education needs to consider a trend in learning design which 
advances creative learning through an alliance with art-based 
pedagogical processes. A shift is required from skills training 
to facilitating transformational learning through experiences 
that expand human potential, facilitated by artistic processes. 
This creative learning focus stems from a qualitative and 
quantitative analysis of an arts-based intervention for 
management development.  Porter, Lyman W. and McKibbin 
(1999), analyzes in the research paper titled “Management 

Education and Development: Drift or Thrust into the 21st 
Century” that the  evaluation of management education 
generated internally by the profession. It surveys management 
education as traditionally provided by colleges and 
universities and also as delivered by other systems such as 
corporations and third-party providers. The degree programs 
in management education, including discussions of the 
evolution of the curriculum, students and graduates, faculty, 
teaching, scholarship and research. 
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Sustainable Reporting towards paradigm shift in 

Business 
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Abstract 

Information and Communication Technology is the combination of Information Technology and 

Communication Technology that are used to handle the telecommunication, intelligent management 

systems and monitoring for processing and presenting data. Sustainable reporting is the digital reporting 

mechanism with utmost accountability, transparency and authenticity to overcome major challenges of 

scrutiny, consistency of information in the corporate world. The survey was deployed to assess the 

abundant Information and Communication Technology in sustainable reporting towards paradigm shift 

in business. The paradigm shift is a major change in how some process is accomplished. A paradigm 

shift can happen when new technology is introduced that radically alters the production process of a 

good. Taking these inputs and purposeful contemplation on the part of the researcher the constructs 

necessary for the questionnaire were formulated. The respondents were asked to rate the level of 

importance of each question on five-point Likert scales. The study helped to identify the recent trends, 

requirements and challenges faced by professionals especially in Indian Corporate Sectors when 

interacting with the ICT in Sustainable Reporting and attract wider stakeholder groups.  

Key Words: Information Technology, Communication Technology, Information and Communication 

Technology, Sustainable Reporting and Paradigm shift in Business 

 

1. INTRODUCTION 

A paradigm shift occurs whenever there's a significant change in the way an individual or a group 

perceives something and the old paradigm is replaced by a new way of thinking, or a new belief. 

Individuals have their own personal paradigms or lenses through which they view the world. 

Corporations and other organizations have corporate paradigms regarding the methods by which they 

believe their goals will best be accomplished. The narrative in the beginning of the lesson about your 

favorite fruit is a simple example of a personal paradigm shift. Sustainable Reporting has become an 

important part of Corporate Sustainability. The international management experts identified the 

deficiency of transparency in the existing business practices for corporate sustainable reporting. But 

maintaining transparency in corporate reporting is the route of building ingenuous relationship among 

stakeholders. In the present situation, corporate sectors maintain corporate governance that ensures 

maximum transparency in corporate reporting regarding environmental performance, social performance 
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Abstract

Business analytics is the advanced technology-driven system with combined efforts of

performing various marketing, finance, human resource management, production and

operations management functions and maintaining records, classifying, analyzing the

data, and preparing report for managerial decision-making. Smart education system is

indicated by the education that builds character and ensures the independent working

ability. This calls for creating a learning environment wherein all stakeholders are

encouraged to improve their knowledge and ability. Sustainable development is one that
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Hybrid statistical and recurrent neural
network architecture implementation in
FPGA device used for severe acute
respiratory syndrome coronavirus detector
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Abstract. The Severe Acute Respiratory Syndrome (SARS) are caused by the strain of the corona virus causes cold and
influenza. In recent years, the covid pandemic spread throughout the world killing millions of people. The fatality rate
has increased and it also leads to pneumonia for breathing problems. Several methods like wavelet filter banks, time series
methods, Neural networks was developed for the diagnosis of severe acute respiratory syndrome coronavirus, still the accuracy
can be improved. Less works is carried out for hardware implementation for syndrome detectors. This proposed work
represents the FPGA (Field Programmable Gate Array) implementation of the hybrid method using Convolutional Recurrent
neural network and Independent Components Analysis (ICA). The architecture extracts the ccomplex features from ECG
(Electrocardiogram) samples. The hybrid Statistical and Recurrent Neural Network (RNN) Architecture implementation in a
real time hardware detects the Severe Acute Respiratory Syndrome presented. The proposed method can be implemented in
MATLAB, Embedded and DSP (Digital Signal Processor). But, the FPGAs consume less power computationally efficient.
Since, ICA is an efficient method due to its blind source separation property accumulate the extraction of features accurate
described. The mathematical model for the analysis of ECG signal using RNN is analyzed and based on that the proposed
model is selected. On investigation the hybrid method using the statistical and neural network model is efficient in the analysis
of biomedical signal especially ECG. The proposed ICA based RNN model is mathematically evaluated and tested with real
time data. For implementation, Quartus software is used for effectiveness of the proposed model.

Keywords: Field programmable gate array, recurrent neural network, independent component analysis, electrocardiogram,
severe acute respiratory syndrome
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1. Introduction

The Severe acute respiratory syndrome (SARS)
outbreak in china has created panic among people
once the disease is identified to be deadly. Caused by
the strain of the corona virus causing common cold.

ISSN 1064-1246 © 2023 – The authors. Published by IOS Press. This is an Open Access article distributed under the terms
of the Creative Commons Attribution-NonCommercial License (CC BY-NC 4.0).
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The paper examines the relationship between job satisfaction and employee
performance. The study adopted qualitative and quantitative research methods
based on a survey conducted among the employees of IT MNCs (Multinational
Corporations) in Bengaluru. Through systematic literature review and textual
analysis, the study explores the principles of Human Resource Management
(HRM) in an organization and employee job satisfaction and performance. It
found  that there is an impact of job satisfaction on employee performance and
that a significant correlation exists. The study also cites strategies from the
Bible in this regard. The analysis brings out the importance of holistic approach
in the organizations for its growth and development.

Introduction
Human Resource Management (HRM) or people management is an essential part
of any employer or organization. “Human Resource Management (HRM) is important
in organizations, which facilitates the effective use of people to achieve
organizational and individual goals” (Hashim, 2009).  Employees’ motivation,
commitment, resolving conflicts, performance evaluation, employee rewards, and
employee retention are all critical areas addressed by HRM. Essentially, people
make an organization. If good people are lost, the organization is lost. The global
trend shows that a microbusiness organization can have employees, consultants,
and other stakeholders engaging in spreading the business across several
countries. The motivation of the employees and commitment towards the
organization are correlated with the rewards and benefits from the employer and
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Abstract
Green computing is the system of implementing virtual computing technology that ensure minimum energy consumption and
reduces environmental waste while using computer. ICT Based Teaching and Learning (ICT-BTL) tools can be implemented for
effective and quality education especially during the pandemic like Covid 19. The researchers collect the data from original
sources with their personal experiences and eagerness to understand the concept in depth and the applicability for prospective
mankind. The results include positive impacts of developing and implementing the green computing for ICT-BTL tools in smart
class rooms. ICT experts and entrepreneurs believe in initiating the virtual classroom operations for the betterment of future and
protecting from the faster growing technology era in education and research industry. The present study can be initiated for
developing modern classrooms and ICT based education system with 3D presentation, demonstration of practical examples in the
realistic manner.

Article Preview

1. Green Computing Inspirations For Ict-Btl
Green computing concept originated during the year 1992 while most of the companies initiated energy star for the electronic
goods like printer, television, refrigerators, air conditioner, etc. which was the indication of energy efficiency (Asikainenet al. 2019),
(Billett, Paulina and Martin, Dona, 2018). Millions of computers are used by individuals and organizations that consume the
maximum portion of energy (Chatterjee, S., Bhattacharjee, K.K, 2020). With the consideration of proper utilization of renewable
and non-renewable energy, different research institutions under government and non-government initiated to find the solution of
reducing environmental waste and ensure energy efficiency that leads to discover the idea of green computing (Boud, D, et al.
1993), (Boyle, et al. 2019). ICT-BTL system has interconnections with green computing that leads a society into eco-friendly
movement and sustainable development. UNESCO describes the importance of energy savings and released the guidelines for
using the ICT-BTL practices exclusively in the developing countries. ICT-BTL system aggressively initiated by various countries
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Abstract :

Skill based education is the systematic execution of teaching-learning practices that develop the 

employability skills. In the competitive world, the institutions are playing vital role to develop 

curricular activities in association with industrial experts that constructs favorable atmosphere and 

guarantees of independent working ability. The education system facilitates a creative environment to 

learn and implement the knowledge for the personal and social development. Innovative 

entrepreneurship is the outcome of skill-based education and resourceful project works during study. 

The present study makes an attempt to identify the impact of skill based education on innovative 

entrepreneurship towards sustainable development. The research methodology consisted of 

identification of key factors related to skill based education system and innovative entrepreneurship 

process. The questionnaire was formulated and the respondents were asked to rate the level of 
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1.  Introduction
Skill based education is the road map for smart 
education system of future generation that construct 
self-confident among the young minds and develop 
employability skills. The learners can choose their 
desired sector to the specific job role or 
entrepreneurship act ivi ty [1] .  Innovat ive 
entrepreneurship is the outcome of skill-based 
education towards sustainable development. 

Sustainable education system interconnects the 
teachers, learners, institutions, and industrial experts 
through eco-friendly electronic and computer 
devices that ensure maximum efficiency in 
education with minimum environmental impacts 
[3][7]. Skill based education is the combination of 
vocational training, professional certification 
programme, business incubator, case study analysis, 
internship and project work [6]. 

importance of each question on five-point Likert scales. The study was empirical in nature and based on collection of both quantitative 

and qualitative data through stratified random sample with the sample size of 400 respondents. Majority of the respondents accredited 

high level of impact of skill based education on innovative entrepreneurship towards sustainable development. The participants agreed 

that innovative entrepreneurship can address the social issues and develop the economic situation for the advancement of individuals, 

organizations and the society at large.

Fig.1: skill based education practices
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ABSTRACT 
Water is the major essential and basic requirement of every life on this earth. Fresh water is vital for 
all life supporting systems in this world, it is used for producing food, power generation, industry, 
sanitation etc. Governance of fresh water is essential for equitable distribution and balancing of 
growing demand for freshwater due to increased population and development activities. Good water 
governance is necessary for fairly allocating water resources and avoid disputes. From the total 
available water major portion of water is used for domestic purpose. Industrial and manufacturing 
businesses use 12 % of the public water supply, Industries like food, paper, chemicals, semiconductors 
and chips used in computers and cell phones including dairy, sugar mill, oil and gas automotive etc 
use high level of water. Most of all these industries are located in and around the cities and only few 
of them are away from city limits. This study concentrates on the issue of shortage of water supply in 
cities or towns due to sharing of fresh water with Industries and other business sectors which can 
otherwise operate much far away from cities and towns near water bodies without using public 
freshwater supplied through pipe lines. An analysis of the freshwater governance to identify which 
sectors has high consumption level of fresh water and which industries have to operate within cities 
sharing water along with public, identifying industries which can use the water resource from lakes or 
ponds far away from cities, this division and allocation of permission to industries contributes to 
balanced distribution of piped freshwater supplied to cities and cater to hassle free supply of water to 
domestic use and specific industries which need to operate within cities and the rest of other industries 
to move to places near lakes or rivers. This allocation or division will also be helpful for maintaining 
public health and wellbeing and sustainable supply of freshwater all the yearlong to general public in 
any town or city. The study also poses few attributes which can conserve water usage of industries. 
Theme: Future of Society Sub Theme: CSR in a competitive Business environment 
 
Key words:  
Fresh water Governance, balanced distribution, general public, Industry, water usage 
 
1. Introduction 
India is the most populous country in the world which accounts 17.1% of world’spopulation. From the 
last one decade booming economics, population growth and rapid urbanization have considerable 
impact on India’s water demand. Due to rapid economic and demographic changes, the demand for 
water is increasing day by day. As per the report of Asian Development Research Institute, irrigation 
sector alone will need additional water, and Industries water demand will range from 65 to 80 billion 
cubic meters (bcm) by 2025-2050 with the present 37 bcm consumed by Industries. Increase in demand 
and developmental activities is changing the scenario of water condition in India. At the same time 
good freshwater is necessary for good human health and the ecosystem, keeping a runningflow of 
healthy waterwith a sustainable distribution of water supply among public and industries is a challenge. 
Major part of the freshwater get polluted due to waste water and industrial production, there is no 
sufficient system created to manage wastewater generated daily in India. Rain fall is abundant in India, 
many rivers are flowing throughout the year and lakes have sufficient water all years long, in spite of 
these features India faces scarcity of fresh water in cities and rural areas during summer.  
National water policy AMRUT 2.0 focuses on making the cities self-reliant and water secure. There 
are both public and private water control boards, the wellbeing of the society is dependent on the 
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reliable drinking water. The supply of water is handled by Panchayati Raj Institutions PRI in rural 
areas, Municipalities in urban areas called urban local bodies ULB. Fresh water governance is 
necessary and need of the hour to balance the supply of water between public and industries 
specifically in cities. Public demand for water is mainly for all domestic uses, industrial demands 
include water for stores, offices, hotels, laundries restaurants and mostly manufacturing plants. While 
planning the water allocation system by local bodies’ priority should be in order of drinking water, 

irrigation, hydropower, ecology.  
In India, the domestic water consumption is about 135 litres per capita per day (lpcd) for the urban 
regions and 75 litre per capita per day (lpcd) for the rural regions totally which accounts for 4% of the 
water footprint. About 30% of the country’s population is supplied with safe drinking water though 
with limited supplies. The amount of domestic water consumption per person varies as per the living 
conditions of the consumers. Around 50% - 60% of the total water consumption is accounted for the 
domestic water consumption in India. According to the Ministry of water resources,  water is used in 
industrial areas of the country accounting about 6% of water available. Water Demand amongCertain 
Important Industries are taken as information from a study as shown below 
Water demand in various industry 

From the above graph the research has indicated that special quality paper production, paper 
production and steel industry consume high level of water per unit of production, followed by 
distillery, fertilizer and textile. 
The objectives of this study are 
 
Objectives 
1. To analyse about  industries which are using highest water  
2. To determine attributes for conservation of water by  Industries 
 
Methodology 
This study is the review of data available regarding water resources, usage and conservation reports of 
National,International organisations and local bodies. Secondary data is obtained to collect 
information relevant and required for analysis. Online publications, reports of national and 
International policies and reports are referred for the study. 
This para starts from Introduction, next para 2 contains the data collected about distribution of 
freshwater- globally, in Indian perspective-Industrial and domestic usage statistics, para 3 descriptive 
Analysis of the data, para 4 attributes for conservation of water, para 5 limitation of the study, para 6 
conclusion. 
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2. Industries which have highest water usage 
Distribution of fresh water: 
Out of the total water available on earth 96.5% is in oceans, 2.5% is fresh water and 0.9% is other 
saline water. From the total freshwater available on earth, 68% isin the form of ice and glaciers, 30% 
is in the ground and  
remaining on surface in the form of rivers, lakes ponds used for different purposes. In urban areas 
piped water supply from rivers, natural lakes, reservoirs or deep wells are connected to properly 
planned network pipe lines connected to all areas in cities. Integrated water management system is a 
process which ensures water supply as a holistic process, the water situation should be gauged for the 
local bodies to link water distribution process with city development plans,and integrated policies can 
help in sustainable development and ensure balanced distribution of water at every level. To have a 
sustainable running water for domestic use, water used for industrial purposed should be saved by 
shifting such industries which needs no fresh water but, other sources of water can be used in their 
processes. Global water availability shows that fresh water available is 0.76% .Distribution of 
freshwater in Indian scenario beginning from total water distribution to specific with public 
distribution and industrial distribution. The statistics in India is as mentioned below: 

Table 1 
Few Globalwater                              rankings of India 
Water availability per person p.a          133th rank 
Water quality record                           120th rank out of 122 
Hydroelectric power capacity             5th rank 
Acute water stress                               13th rank 
Ground water exporter                        3rd rank 

 
Table 2 

Fresh Water usage of India 
Global water         % of fresh water available                   0.76% 
India Water usage as           % of World water                     17.1% 
India fresh water             % of world fresh water                    4% 
Utilisable water flow          % of annual water flow             94.12% 

Table 2.1 
Industries using highest water in India 

Industry consumption % of freshwater available (from publicsupply) 12% around 500 billion 
cubic meter water per year, as per CPCB (central pollution control board) 
Thermal power plant % of water used          88% (440 billion cubic meters) 
Engineering                                                   5.05% (25.25 billion cubic meters) 
Pulp and paper                                              2.26%         (11.3 billion cubic meters) 
Textile                                                            2.07%         (10.35 billion cubic meters) 
Others                                                             2.62%           13.1 billion cubic meters 
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Figure 1: Industry usage of freshwater (Highest water users) 
The graphical representation of data collected on highest water users in industry category is indicated 
in the analysis, it indicates that thermal power consumes highest water and only 3% is available for 
other uses. 
Table 2.2 
Domestic water usage in India 

(Domestic consumption                          % of Total water available (including groundwater) 60%) 
Per capita water availability                                 1588 cubic meters(15,88,000 liters) 
Drinking water usage(urban)                                135 liters per head per day (lpcd) 
Cooking                                                                      5 lpcd 
Sanitation purpose % of fresh water                         55 lpcd 
Washing (clothes utensils house)                             40 lpcd 
Industry consumption is                                        1643 lpcd (approx.)  

Domestic and industry consumption is 235 + 1643 lpcd  = 1878 lpcd which is higher than available 
percapita water. 
Industry draw water without any hassle but the sufferers are the general public. 
Average daily water intake of an individual is analysed inage group of 30 to 44 years is 2.26litres per 
day6. Even though we reduce usage in one requirement we consume balanced in other requirement 
depending on geographical situations and environment. If we reduce the consumption of water 
conservation may be possible but, it is only a fraction of savings does not contribute to high level 
saving unless big industries reduce water consumption from fresh water and save for public use.  
 
3. Descriptive Analysis 
Fresh water includes both surface water and ground water used by public, industries, irrigation and 
other requirements. In this study fresh water governance is analysed for equitable distribution of public 
water supply for most required developmental activities and decisions regarding balanced division and 
distribution of water between public and industries are guided. From the above data industries use 500 
bcm of fresh water as against 60% of freshwater for domestic purposes. 
In this study the data starting from global ranks in important water levels are listed to focus down to 
identifying freshwater availability in India and further poses the details regarding usage of freshwater 

88%

5%
2%2%3%

% of Usage

Thermal Power plant Engineering Pulp and paper Textile others
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by industries as against domestic use. The analysis of the gathered data from various reviews is 
provided as under. 
Table 1 Indian perspective in Global waters: Indian ranking is good in terms groundwater exporter 
and hydroelectric power with 3rd and 5th ranking respectively indicating highest loss of water which 
may have led to acute water stress in India. 
Table 2 Water usage in India shows India uses 17.1% of globally available water and uses 4% of 
available freshwater in India, in spite of yearlong flowing river water source, ice and glaciers and 
abundant rainfall the utilisable water is less because of no sufficient preservation system compared to 
other developed countries. 
Table 2.1 Thermal power plants use water mainly for cooling which can other wise use other than 
public water for cooling. According to the Water resource Institute upto 40% of thermal power plants 
are located in the area facing acute water shortages i.e 40% power plants are causing water 
shortage,19% plants declare non-compliant and 14 plants report using sea water, which exempts from 
complying water norms, nearly 269 power plants were there by 2019. Their water consumption of 88% 
of water could fulfil the water needs of four cities for two days according to the study by TERI (The 
energy and resources Institute). On the other hand solar plants consume a fraction of water used by 
thermal plants. This indicates that these industries should be compulsorily located out of urban areas 
or out of supply area of public water. 
Engineering and construction industry use nearly 41% of surface water, 24% of municipal water that 
is public water supply. According to a survey conducted by FICCI water mission responses were 
obtained from sectors like automobile, construction, real estate, IT, food processing etc. almost all 
industries faced shortage of water, around 24% of industries have waste water treatment and using for 
industrial process, they are also of the idea to join hands with government and local body to work on 
water conservation. All these industries are normally located near cities sharing public water. 
Paper Industries, one of the highest water consuming industry nearly 10% of fresh water goes to 
make paper, up to 20 litres of water goes for production of one A4 sheet paper. Paper industries are 
located in cities using public water. 
Textile industries in India uses 4% of fresh water globally, for the process like dyes, and chemicals, 
washing and rinsing i.e 200 to 250 cubic meters for per ton of cotton cloth produced in India.. Annually 
93 billion cubic  
meter of water used equal to 37 million Olympic swimming pools of water. Industries are located in 
cities sharing public water. 
Thus, all industries which use highest water are using freshwater from public water supply and are 
located in urban or city areas sharing water. . 
Table 2.2 Domestic water usage in India is 60 % of total fresh water available out of which 135 litres 
per head per day for drinking, 5 lpcd  for cooking, 55 lpcd for sanitation, 40 lpcd for washing and total 
water consumption per individual is 2.26 litres. Approximately total usage of water for domestic 
purpose is 235 lpcd. 
Thus, the following is the interpretation of the descriptive analysis of the data gathered about the water 
usage of industries which use highest water: 
1.  Industries which are involved in exporting ground water should be reduced, dependency on 

hydroelectric power should be reduced 
2. Thermal power projects need water mainly for cooling which can otherwise be supplied from sea 

water 
3. Engineering and construction can be supplied water from lakes or industry discharge treated water. 

Except food processing industries other manufacturing industries should not be permitted license 
even with single pipeline of normal public water supply. 

4. Paper industries can strictly be ordered to use only treated water and should be granted permission 
to setup unit only around water treating points. 
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5. Textile industries are run in small scale in India especially process like dyeing, rinsing etc. Home 
based dyeing units should be banned because they use lot of public supply water for dyeing and 
rinsing. 

6. Thermal power plant use 3000 litres of water for 1 megawatt-hour of electricpower,( 1 cubic meter 
is 150 litre of water) 

7. The water available for domestic use is 61000 cu.ft(17,50,700) litres)of freshwater per person 
every year,  means  4976 litres perday per person is available. As per data collected 235 lpcd is 
used per day per person for different domestic purpose. This shows that only a fraction of available 
water is used by public and remaining water is shared with industries which is causing water stress 
at high level.   

From Table 2.1 and 2.2 the water availability and usage by industries and domestic purpose out of 
freshwater available shows a stunning analysis and truly India is in water crisis not due to shortage of 
water but, because of high water usage industries. The analysis is as follows: 
1. Table 2 - Global water % of fresh water available , 0.76% (1123bcm) 
2. Per capita water availability (2010)  1588 cubic meters (1588000 liters) 
3. Surface water available annually is 690 billion cm 
4. Industrial consumption is 500 billion cm 
5. Domestic (listed) usage Table 2.2,  
Thus, available surface water is majorly used for industries, fresh water available for domestic use is 
a fraction of water available and requirement indicates much higher than actually distributed- 
approximately more than 32000croreliters are required percapita(3200000 cubic meters of water 
required). Water used by industries are in billion cubic meters and water used for domestic is available 
in Liters. 
 
4. Attributes for fresh water conservation  
Fresh water includes both ground water and surface water. This study concentrates on only surface 
water shared for different purposes through systematic pipeline distribution. These lines are extended 
to both public as well as industries, public are already are supplied lesser than they deserve it is the 
industries which over use water resource. In para 2, discussion about highest usage industries are listed 
and analysis about their usage is discussed. These industries are also interested to join with government 
in conservation of water. Through the analysis from para 4, 5 attribute are listed for balancing supply 
and usage of water for health and well ness of society. Responsibility of Industies and Government. 
Industry 
1. Reducing usage of water 
2. Using treated water 
3. Shifting of industries near water bodies 
4. Rain water harvesting 
5. building more fresh water storage bodies 
Government 
1. Permit thermal plants to use only sea water or treated water 
2. Permission for only engineering industry which are necessary for domestic livelihood. others 

should be located far from city where pipe water distribution should not be shared 
3. Textile and paper industries should be advised to use treated water 
4. Should not permit dyeing, rinsing unit at household level to use public water 
5. Licence should be given only after ensuring all above points 
 
5.Limitations of the study  
Water governance includes political, economic and institutional rules and practices and process 
through which decisions are taken to implement for balanced supply and accountability. As this study 
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is limited to study, only freshwater governance among the water resource available on this globe. The 
limitations of the study are 
1. Only freshwater resource is considered out of many other sources 
2. Ground water usage need higher importance to be studied separately 
3. Only highest water usage industries considered to compare with domestic usage because fraction 

usage may not contribute much in conservation of huge amount of water 
 
6. Conclusion 
National water policy Amrut 2.0 is related to making cities self-reliant in water resources. The normal 
supply of freshwater to urban is majorly used by industries which need highest water located within 
or nearby to cities having access to public water supply. Industries like thermal power plants, 
engineering, paper and textile further distillery, fertilizer industries need water which need not be fresh 
water supplied to public. These industries should purchase treated water or use water from sea or rivers, 
should also be not given permission to establish within cities or nearby cities. Engineering or 
subsidiary units should join hands with local government in conservation of water. Paper industries 
should not be given permission to setup unit within in or nearby to cities and no water pipe connection 
should be extend to such industries instead be allowed to operate near water bodies. Small units of 
textile process units like dyeing and rinsing located within cities should be excluded and shifted near 
water bodies and should not be allowed public water connections.  Conservation of water in reducing 
domestic use with industries joining hands with government in developing models in conservation of 
water. 
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